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PCT/JP00/05543 



From the INTERNATIONAL BUREAU 



PCT 

NOTIFICATION OF RECEIPT OF 
RECORD COPY 

(PCT Rule 24.2(a)) 



To: 



KOIKE, Akira 

No. 11 Mori Building 

6-4, Toranomon 2-chome 

Minato-ku 

Tokyo 105-0001 

JAPON 



Date of mailing (day/month/year) 

13 September 2000 (13.09.00) 



IMPORTANT NOTIFICATION 



Applicant's or agent's file reference 
SK00PCT75 



International application No. 
PCT/J POO/05543 



The applicant is hereby notified that the International Bureau has received the record copy of the international application as 
detailed below. 

Name(s) of the applicant(s) and State(s) for which they are applicants: 

SONY CORPORATION (for all designated States except US) 

ASANO, Tomoyuki et al (for US) 
International filing date 18 August 2000 (18.08.00) 

Priority date(s) claimed : 20 August 1999 (20.08.99) 

21 December 1999 (21.12.99) 



Date of receipt of the record copy 
by the International Bureau 

List of designated Offices 



04 September 2000 (04.09.00) 



EP iAT^BE^CH^D^DK^ES^LFR^GB^RJEJT^U^CNUPT^SE 
National :JP,US 



ATTENTION 

The applicant should carefully check the data appearing in this Notification. In case of any discrepancy between these data 
and the indications in the international application, the applicant should immediately inform the International Bureau. 

In addition, the applicant's attention is drawn to the information contained in the Annex, relating to: 



| X| time limits for entry into the national phase 
~ | X | contir'm~ation~o7 pTe^autior^ary designations" " 
| [ requirements regarding priority documents 
A copy of this Notification is being sent to the receiving Office and to the InternationalSearching Authority. 



The International Bureau of WIPO 
34, chemin des Colombettes 
1211 Geneva 20, Switeerland 



Facsimile No. (41-22) 740.14.35 



Authorized officer: 

Shinji IGARASHI 
Telephone No. {41-22)338.83.38 



Form PCT/IB/301 (July 1998) 



003519674 
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ANNEX TGHM PCT/IB/301 



Inflectional application No. 

PCT/J POO/05543 



INFORMATION ON TIME LIMITS FOR ENTERING THE NATIONAL PHASE 

The applicant is reminded that the "national phase" must be entered before each of the designated Offices indicated in the 
Notification of Receipt of Record Copy (Form PCT/IB/301) by paying national fees and furnishing translations, as prescribed by 
the applicable national laws. 

The time limit for performing these procedural acts is 20 MONTHS from the priority date or, for those designated States 
which the applicant elects in a demand for international preliminary, examination or in a later election, 30 MONTHS from the 
priority date, provided that the election is made before the expiration of 1 9 months from the priority date. Some designated (or 
elected) Offices have fixed time limits which expire even later than 20 or 30 months from the priority date. In other Offices an 
extension of time or grace period, in some cases upon payment of an additional fee, is available. 

In addition to these procedural acts, the applicant may also have to comply with other special requirements applicable in 
certain Offices. It is the applicant's responsibility to ensure that the necessary steps to enter the national phase a re taken in a 
timely fashion. Most designated Offices do not issue reminders to applicants in connection with the entry into the national 
phase. 

For detailed information about the procedural acts to be performed to enter the national phase before each designated 
Office, the applicable time limits and possible extensions of time or grace periods, and any other requirements, see the relevant 
Chapters of Volume II of the PCT Applicant's Guide. Information about the requirements for filing a demand for international 
preliminary examination is set out in Chapter IX of Volume I of the PCT Applicant's Guide. 

GRand ES became bound by PCT Chapter II on 7 September 1996 and 6 September 1 997, respectively, and may, therefore, 
be elected in a demand or a later election filed on or after 7 September 1 996 and 6 September 1 997, respectively, regardless of 
the filing date of the international application. (See second paragraph above.) 

Note that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has 
the right to file a demand for international preliminary examination. 

CONFIRMATION OF PRECAUTIONARY DESIGNATIONS 

This notification lists only specific designations made under Rule 4.9(a) in the request. It is important to check that these 
designations are correct. Errors in designations can be corrected where precautionary designations have been made under 
Rule 4.9(b). The applicant is hereby reminded that any precautionary designations may be confirmed according to Rule 4.9(c) 
before the expiration of 15 months from the priority date. If it is not confirmed, it will automatically be regarded as withdrawn 
by the applicant. There wilt be no reminder and no invitation. Confirmation of a designation consists of the filing of a notice 
specifying the designated State concerned (with an indication of the kind of protection or treatment desired) and the payment 
of the designation and confirmation fees. Confirmation must reach the receiving Office within the 1 5-month time limit. 

REQUIREMENTS REGARDING PRIORITY DOCUMENTS 

For applicants who have not yet complied with the requirements regarding priority documents, the following is recalled. 

Where the priority of an earlier national, regional or international application is claimed, the applicant must submit a copy 
of the said earlier application, certified by the authority with which it was filed ("the priority document") to the receiving Office 
(which will transmit it to the International Bureau) or directly to the International Bureau, before the expiration of 1 6 months from 
the priority date, provided that any such priority document may still be submitted to the International Bureau before that date of 
international publication of the international application, in which case that document will be considered to have been received 
by the international Bureau on the last day of the 16-month time limit (Rule 17.1(a)). 

Where the priority document is issued by the receiving Office, the applicant may, instead of submitting the priority 
document, request the receiving Office to prepare and transmit the priority document to the International Bureau. Such request 
must be made before the expiration of the 16-month time limitand may be subjected by the receiving Office to the payment 
of a fee (Rule 17.1(b)). 

If the priority document concerned is not submitted to the International Bureau or if the request to the receiving Office 
to prepare and transmit the priority document has not been made (and the corresponding fee, if any, paid) within the applicable 
time limit indicated under the preceding paragraphs, any designated State may disregard the priority claim, provided that no 
designated Office may disregard the priority claim concerned before giving the applicant an opportunity to furnish the priority 
document within a time limit which is reasonable under the circumstances. 

Where several priorities are claimed, the priority date to be considered for the purposes of computing the 16-month time 
limit is the filing date of the earliest application whose priority is claimed. 
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From the INTERNATIONAL BUREAU 



PCT 


To: 


NOTIFICATION CONCERNING 
SUBMISSION OR TRANSMITTAL 
OF PRIORITY DOCUMENT 

/ppt Administrative Instructions, Section 411) 


KOIKE, Akira 

No. 11 Mori building 

6-4, Toranomon 2-chome 

Minato-ku 

Tokyo lUb-UUul 

JAPON 


Date of mailing (day/month/year) 

13 September 2000 (13.09.00) 




Applicant's or agent's file reference 
SK00PCT75 


IMPORTANT NOTIFICATION 


International application No. 
PCT/J POO/05543 


International filing date (day/month/year) 
18 August 2000(18.08.00) 


International publication date (day/month/year) 
Not yet published 


Priority date (day/month/year) 

20 August 1999 (20.08.99) 


Applicant 




SONY CORPORATION et al 




1. The applicant is hereby notified of the date of receipt (except where the letters "NR" appear in the right-hand column) by the 
International Bureau of the priority document(s) relating to the earlier application(s) indicated below. Unless otherwise 
indicated bv an asterisk appearing next to a date of receipt, or by the letters "NR", in the right-hand column, the priority 
document concerned was submitted or transmitted to the International Bureau in compliance with Rule 17.1(a) or (b). 


2. This updates and replaces any previously issued notification concerning submission or transmittal of priority documents. 


3. An asterisk^) appearing next to a date of receipt in the right-hand column, denotes a priority document submitted 
or transmitted to the International Bureau but not in compliance with Rule 17.1(a) or (b). In such a case, the attention 
of the applicant is directed to Rule 17.1(c) which provides that no designated. Office may disregard the priority claim 
concerned before giving the applicant an opportunity, upon entry into the national phase, to furnish the priority document 
within a time limit which is reasonable under the circumstances. 


4. The letters "NR" appearing in the right-hand column denote a priority document which was not received by the International 
Bureau or which the applicant did not request the receiving Office to prepare and transmit to the International Bureau, 
as provided by Rule 17.1(a) or (b), respectively. In such a case, the attention of the applicant is directed to Rule 17.1(c) which 
provides that no designated Office may disregard the priority claim concerned before giving the applicant an opportunity, 
upon entry into the national phase, to furnish the priority document within a time limit which is reasonable under the 
circumstances. 


Priority date Prioritv aDDlication No. 


Countrv or reaional Office D?t;e of receipt 
or PCT receivina Office of orioritv document 


20 Augu 1999 (20.08:99) 1 17234371 

21 Dece 1999 (21.12.99) 11/363266 


JP~ 04 Sept 2000 (04.09:00) 

JP 04 Sept 2000 (04.09.00) 


The International Bureau of WIPO 
34, chemin des Colombettes 
121 1 Geneva 20, Switzerland 


Authorized officer 

Shinji IGARASHI 


Facsimile No. (41-22) 740.14.35 


Telephone No. (41-22) 338.83.38 
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From the INTERNATIONAL BUREAU 



PCT 

NOTICE INFORMING THE APPLICANT OF THE 
COMMUNICATION OF THE INTERNATIONAL 
APPLICATION TO THE DESIGNATED OFFICES 

(PCT Rule 47.1 (c), first sentence) 



Date of mailing (day/month/year) 
01 March 2001 (01.03.01) 



To: 



KOIKE, Akira 

No.11 Mori Building 

6-4, Toranomon 2-chome 

Minato-ku 

Tokyo 105-0001 

JAPON 



Applicant's or agent's file reference 
SK00PCT75 


IMPORTANT NOTICE 


International application No. 
PCT/J POO/05543 


International filing date (day/month/year) 
18 August 2000 (18.08.00) 


Priority date (day/month/year) 
20 August 1999 (20.08.99) 


Applicant 

SONY CORPORATION et al 



1. Notice is hereby given that the International Bureau has communicated, as provided in Article 20, the international application 
to the following designated Offices on the date indicated above as the date of mailing of this Notice: 

US 

In accordance with Rule 47.1 (c), third sentence, those Offices will accept the present Notice as conclusive evidence that 
the communication of the international application has duly taken place on the date of mailing indicated above and no copy 
of the international application is required to be furnished by the applicant to the designated Office(s). 

2. The following designated Offices have waived the requirement for such a communication at this time: 

EP,JP 

The communication will be made to those Offices only upon their request. Furthermore, those Offices do not require the 
applicant to furnish a copy of the international application (Rule 49.1(a-bis)). 

3. Enclosed with this Notice is a copy of the international application as published by the International Bureau on 
01 March 2001 (01.03.01) under No. WO 01/15380 

REMINDER REGARDING CHAPTER II (Article 31(2)(a) and Rule 54.2) 

If the applicant wishes to postpone entry into the national phase until 30 months (or later in some Offices) from the priority 
date, a demand for international preliminary examination must be filed with the competent International Preliminary 
Examining Authority before the expiration of 19 months from the priority date. 

It is the applicant's sole responsibility to monitor the 19-month time limit. 

Note that only an applicant who is a national of resident of a PCT Contracting State which is bound by Chapter It has the 
right to file a demand for international preliminary examination. 

REMINDER REGARDING ENTRY INTO THE NATIONAL PHASE (Article 22 or 39(1)) 

If the applicant wishes to proceed with the international application in the national phase, he must, within 20 months 
or 30 months, or later in some Offices, perform the acts referred to therein before each designated or elected Office. 

For further important information on the time limits and acts to be performed for entering the national phase, see the 
Annex to Form PCT/IB/301 (Notification of Receipt of Record Copy) and Volume II of the PCT Applicant's Guide. 





Authorized officer 




The International Bureau of WIPO 






34, chemin des Colombettes 


J. Zahra 




1211 Geneva 20, Switzerland 






Facsimile No. (41-22) 740.14.35 


Telephone No. (41-22)338.83.38 





Form PCT/IB/308 (July 1996) 



3855819 



PAGE BUNK (USPI0 , 



1/4 



SK00PCT75 



0 

0-1 


SMJflBAtii 


/pcxX 


6-2 


mmmmB 




d-3 








0-4 

0-4-1 


«sc-pct/ro/ioi 

flilltlt 


PCT-EASY Version 2.91 
(updated 01.07.2000) 


0-5 






0-6 


nr/r 


B*SOTFff (RO/JP) 


0-7 


ffl»AXttttS!A©«RE-»* 


SK00PCT75 


I 




X*>£. IMKIBIUtti*:. EfMaKOMBMatf*** 


II 

1 1 -1 
1 1-2 

II-4ja 
II-4en 
II-5ja 

1 1 -Sen 

1 1-6 
II-7 


aissA 

:&©fg£B£oi^<DfcHIHA"e 

'S o 

Name 

Address : 

mm (is) 


iUIiA"*:&2> (applicant only) 

f'^TCDJe^PI (all designated States 

except US) 

SONY CORPORATION 
141-0001 B*m 

^aJI|6TB7S3 5^- 
7-35, Kitashinagawa 6-chome 
Shinagawa-ku, Tokyo 141-0001 
Japan 

B*S JP 
n*[H JP 



t 



t 



' "'S PAGE BLANK mm, 



# 



2/4 

«8f«*!fettKS-3<H»aKiH» skoopct75 

Bfl* - 91BIJBI3 2000^08«18B (18.08.2000) &011B 13B#43#29fJ) 



1 1 1— 1 


■TT vJ TIE vj uj KfiR .A. .X. yu B>3 -e 




III-l-l 




ttimXRtf$£B%^~C$>2> (applicant and inventor) 


III-1-2 




^@(D*. (US only) 






I IT-l-4ja 






III-l-4on 


Name (LAST, First) 


ASANO. Tomovuki 


1 1 1-l-5Ja 




141-0001 

^JIIIX 


















ill i jun 


Address : 


c/o SONY CORPORATION 
7-35, Ki tashi nagawa 6-chome 
Shinagawa-ku, Tokyo 141-0001 
Japan 


1 1 1-1-6 


mm (H£) 


B*m JP 


1 1 1-1-7 


fipfr (ffl£) 


B*H1 JP 


1 T T— 9 


-r <E> ftE © ttS 11 A X t £ ^3 w m 




1 1 1-2-1 




&mXRTf%W^-e$>%> (applicant and inventor) 


1 1 1-2-2 




MmcOfr (US only) 






I! 1-2-4 ja 


*— \1 1 — 1 \ L- i — 1 / 




III-2-4en 


Name (LAST, First) 




1 1 1-2-5ja 


: 


141-0001 H*ia 

JL ra III — | — ^3 -7 -rrr O C C3 


III-2-5en 


Address : 


c/o SONY CORPORATION 
7-35, Ki tashi nagawa 6-chome 
Shinagawa-ku, Tokyo 141-0001 
Japan 


1 1 1-2-6 


an- (H£) 


a*m JP 


1 1 1-2-7 


\m (@«) 


B*@ JP 


IV-1 










ftSIA (agent) 












IV-l-lja 






IV-l-len 


Name (LAST, First) 


KOIKE, Akira 


IV-l-2ja 




105-0001 B*ll 
3lC:£tP ?§E 






i^/P!-TI6S4^ J£J JJ&fc^k 




Address : 


No. 11 Mori Bldg., 6-4, Toranomon 2-chome 
Minato-ku, Tokyo 105-0001 










Japan 


IV-1-3 




03-3508-8266 


1V-1-4 


7 7^'^' U 


03-3508-0439 



PAGE BUNK (uspto, 



a 



3/4 

@'J$ - 9J«iJBD# 20004F08m8B (18.08.2000) &HB 13D343fl-29fJ> 



SK00PCT75 



IV-2 

IV-2-lja 
IV-2-len 


Name(s) 


mmitmXtm lifcT^ftfrTSftSA (additional 
agent(s) with same address as first named agent) 

B*r m—, &n &m 

TAMURA. Eiichi; IGA. Seiii 


V 






V-1 


& &> Z> m & t ttJS3Dll*l C 83ffi-f 

5o ) 


EP: AT BE CH&LI CY DE DK ES FI FR GB GR IE IT LU 
MC NL PT SE 

3 - □ yJtftft&tt£fttff1&t)jkiti(DlMfomT2& 


V-2 


Hl*lf$fF 
5o ) 


JP US 


V-5 


tBEIAteiU ±83©Ji5£fc:2Jtl*.T 

a ft © £ -c © s © J h ^ & ff o 
fc£u v-6fflii3^bfciafflf§ 

mHAtt. ztit><D 
mu £ ft % «J£ #5S IE * i: 

*o IJ/i /J /IttJISf 9 H'J C U1F. u>t> 

D TW •=> ftfc * © ^ »«c £ ft£ 




V-6 




£U (NONE) 


VI-1 


5k 






VI — 1 - 1 

VI -1 -9 
¥ lit 

VI -t -1 
il l J 


1999^08^203 (20.08.1999) 

jpb£i 1 ^mmm2 34371^ 

B*HI JP 


VI-Z 








VI-2-1 
VI -2-2 
VI -2-3 




1999^12^210 (21.12.1999) 

1 1 *zmmm3 6 3 2 6 6^ 
B*m jp 


VII-1 


it ^ * nfc amsttH (isa) 


B*mttmr (ISA/JP) 


VIII 








VI 1 1-1 


mm 


4 




VIII-2 




232 




VI 1 1-3 




35 




VI 1 1-4 




1 


absk00pct75.txt 


VI 1 1-5 


El® 


94 




VI 1 1-7 


-grit 


366 



c- 

THIS PAGE BLANKS' 



ffllS PAGE BLANK (uspto) 



4/4 

BiJ* - WmBn 2000^08^183 (18.08.2000) &DBB 13H543#29f9> 











VII 1-8 








VI 11-10 








VI 11-12 




m.%wmm vi-i, vi-2 




VI 1 1-16 


PCT-EASYt-V 






VI1I-17 








V3t 1 1-18 




1 


VI 11-19 


ISIRSZ lLi (53 1T1 /it; B9-=SS-fe . 


B*fg (Japanese) 


ix-i 








IX-1-1 








IX-2 








IX-2-1 








IX-3 








IX-3-1 




UW1 






10-1 


B^ffiESi: bTigffi;!F*ifc«i 




16-2 

10-2-1 
10-2-2 


El® : 




10-3 


©©H^©gg©B (IttEH) 




10-4 


ttaFtt**»jBlllfe<2)fcXr3 

B 




10-5 


mm a (3 £ o 4$ s * nfc aisgspa 


ISA/JP 


10-6 


HHft8IM £ Hftffl ^ b ft Mtt b 




. ... ..... _ mmmmmrnxm _ 


n-i 


8Bf^H*©gaoB 





E P 



PCT 1 

(8:8 ft, &WttMmm4Q. 41ft) 
CP CT 18ft, PCT&MU43, 44] 



& a* w, t> ft m 



ajKAXttttSA 

tofeSIS-^ SK00PCT75 


4-«o^«#tc-3v^tt, SRsi3!E**«5afef«fa53i«a:(pcT/i sa/2 2 0) 


PCT/ J P 0 0/0 5 5 4 3 


HKSffiSSB 


Mite 

iB.M.m 2 0.0 8.9 9 


mm a (Bfcsxwtifcao 



ISIRWMEaM^^Lfci©HSSWl3lE*#«:asJfi^«l!l»41ft (PCT 18ft) <D«JtfcfE^ltiRAK:i£tti-3. 



1. HBSH^a^cD»g| 

3. 0 »W©*-ttiSA*DLT^5 ($DM#i) . 

4. 38?U (0& mi 0 ffiJRA*sftffibfct«>Sr*B-t-S. 



5. RKHi 0 'WffiA^JitlJLfct>«0«:*Bi-S. 

□ ^DIffi3(C^^^TI/^<tp{C % SrJ£tf^MU^47ft (PCT^IU38.2(b)) W&^lCj; 9 

6. tt,K4t*stL5att. 

as i eb 0 tfjHAa^Lfct*j9-e*>a. □ 



«KPCT/ISA/2 10 (Sl^) (1 9 9 8f7fl) 



0^ 'mmmm^^' 



CT/J PO 0/0 5 5 4 3 



fe^8^3JS (PCT17*(2)(a» K> , i«)llBR»l36«^»±acoaSJc J: 9»*«>|fiH«3— Wtcov^TfP 



3. □ Sft*0«SES It «jR»*OttB-e*>o-CPCTafliJ6.4(a)Oj|52S:Xa { *3S:©aj&^ 

TIE® $ittT V \ 



PaTOffi«eS*ffiXI4ffi«SB«aC*^ror^-tr^*i5fet-Ba-t-5'b©Tfc*), i*#co«5Bl 1 8-1 3 714, JS»i«#S!!3t£?BXI4 • 

=ei?~-^zstrtiime.&m#<o%.X'&,z>iK smews*, mK&mzftvttm&mmmi, m&xw. "'i<m**y • *- K-ewastftMt 

Sr^5" B&=-Uf ho-fx, g57 3 9-g-, (1 9 9 9^3^ 2 2 0), pp. 4 9 - 5 3 CBfl^StuTl^S^e., fBftt?fcV>r t 25*18 
e^irUT. S*(0«SH1-1 1 7 05S¥i:fS*O«Sia 1 18-13 7 0?i¥£(c:ftawVJg(4, JfcfTS«<?«S:ttifc<^a»l=>, PCTSSU 



3. □ ffiaA* s ^/<Cii*PliS#^^-^(73^L^^^rt^^L^^o^OT*, £0>HJRflHE«K&tt» ^Rtfwtt 



4. □ mmA^w^mmm^mn^mm^^HL^'otz<DX'. i©HBsw*«ft»±, »3ft©isBB©««iJ-ia« 



& Anm^ft&roMo * it. x [z m-r a as 

0 iaUPWaSE^ft^KoWWt^KffljRA^bRa^ScTdSfe^ofc. 



«SPCT/I S A/2 1 0 GSl-S-StottSi (1) ) (1 9 9 8^71) 



CT/J P 0 0/0 5 5 4 3 



A. *Mw«i-5»»04MS <HB*»HF#Si (IPC) ) 
Int. CI' * 

H04L 9/32 H04L 9/0 8 G11B 


2 0/1 0 






W^feffofcft/MRW^-CHBSWW^Si (IPC) ) 
Int.Cl T 

H04L 9/00 G09C 1/00-5/00 
G 0 6 F 1 2/0 0 


G 1 1 B 2 0/0 0 


GO 6K 1 7/0 0 



J I'CST7r'f> (J O I S) 
I NS PEC (WP I ) 



sifflXiit* RT*—ggoff gfasHii-r& # ^owii-r sggf<og7 



BBSi-t-5 



X 



Y 



0gxL/^ 1 9 9 9^3^ 2 2 (Np. 738) 

pp. 49-53, m\zsxn??m&xm 1 #j& 



A 



1, 2, 6, 7, 34, 35, 
37. 64, 65, 67, 69, 
91-93, 95 

3-5,21-23, 26-33, 36... 
51-53, 56-63, 66, 68.7 
8-80. 83-90, 94, 102- 
104, 107-117 

1-137 



IE j HIRWJHH(ltr.ro.ttJm**:.H:1*flF-e*)-2>'a s , SBR'ttHHH 
TLj «Ejfe«l±3Hc»ilS:llje-raX»XW:«!l<OXiRro38fT 

roj p^(c«t-5W^, tgffl, s^^»a-*-as:itt' 



r&j isi-A-fyh7 7=:!)-» 



3££tST Lfc B 



2 6. 10. 00 



H*H4*tWT ( I SA/J P) 

§£<I#-5§- 100^8915 ' 
IMWffl EIS^BS = T g 4 § 3 -5? 




5 W 



9 5 7 0 



HHS*-^ 03-3581-1101 3 5 7 6 



KPCT/ISA/210 (1 9 98¥7fl) 



THIS PAGE BLANK 



CT/J PO O/O 5 5 4 3' 



C • 



BBit-t-5 



Y 
X 

Y 
X 

Y 
Y 



Y 



Y 



Y 



Y 



JP, 10-133953, A (#c5££:*± h * * y 9 ) 

2 2. 5M. 1998 (22. 05. 98)', ?7^V — ft L 



JP, 5-75598, A (t&TSSSg5B&fc££*fc) 

26. 31. 1993 (26. 03. 93), 77^ L 



JP, 63-184164, A OUtylJH 

29. 7J3. 19-8 8 (29. 07. 88), 77^!/-*t 



JP, 11-74 12, A (^^hPA) 
12. II. 1 9 9 9 (1 2. 0 1. 9 9) 

&WO, 98/58319, Al &EP, 9 19929, Al. 
&AU, 9 8 8 0 3 4 4, A &CN, 1 2 2 9 4 8 7, A 
&TW, 3 7 4 9 1 2, A 

JP, 7-161172, A (y--t^?i) 
23. 61. 1995 (23. 06. 95) , 

JP, 11-12067 9, A 

30. 4M. 1999 (30. 04. 99), 77^ — ft b 

UifflIEfc&, W^oft 
"IEEE1394^<^<7)1 : ^^75^:" , 
^■ttfB^^VT^^f^, Vol.22, No. 65, (Nov 1998), 
pp. 37-42 (CE* 98-14), 



C3 , 



Vol.97, No. 252, (1997), pp. 87-96 (ISEC97-37) 



JP, 5-347617 
27. 121. 1993 



a (m^m±Mi£) 

(2 7. 1 2. 9 3) 



775!J-^l 



1, 6, 34, 64, 
67,91,93 

115-117 

1, 6, 34, 64, 
67,91,93 

115-117 

1, 6, 34, 64, 
67,91,93 

115-117 

3 - 5, 36, 66, 
68,94 



3~5, 36, 66, 
68, 94 

3 _ 5, 36, 66, 
68, 94 



26, 28-30, 32, 
56, 58-60, 62, 
83, 85-87, 89, 
107, 109-111, 
113 

27,31,33, 57, 
61, 63, 84, 88, 
90, 108, 112, 
114 

27, 31, 33, 57, 
61,63,84,88, 
90, 108, 112, 
114 



i^PCT/ISA/2 10 S*Z>8&#) (1 9 9 8f 7fl) 



# 



THIS PAGE BLANK 



(USPTO; 



CT/J P 0 0/0 5 5 4 3 



C GK$) 



Y 
A 

Y 



Y 



A 



A 



Rainer A Rueppel and Paul G van Oorschot, 
"Modern key agreement techniques, " computer communications, 
(Jul 1994) , pp. 458-465 



Lein Ham and Shoubao Yang, "ID-Based Cryptographic Schemes 
for User Identification, Digital Signature,- and Key 
Distribution," IEEE Journal on Selected Areas in 
Communications, Vol.11, No. 5, (Jun 1993), pp. 757-760 



J P, 
1 4. 



2-2784 
1U. 1990 (13 



8 9, A ^*fr 
AA n -1 1. 90) , 775 



j p, 

2 1.. 



10-187826 
7 8. 1 9 9 8 (2 



, a (e^«^5t^±) 

1 . 0 7. 9 8), 775 



JP, 7-319 967, A W^&ttrrv?) 

8. 128. 1995 (08. 12. 9 5 ) , 7 t $ V — & L 



J P, 1 1-2 0 5 3 0 5, A (y--^#li) 
3 0. 7 8. 1 9 9 9 (3 0. 0 7. 9 9) 
&E P, 930556, A2 



115-117 

8-25, 38-55, 
70-82, 96-106 

115-117 

8-25, 38-55, 
70-82, 96-106 

21-23, 51-53, 
78-80, 102- 
104 

8-20, 24, 25, 
38-50, 54, 55, 
70-77, 81, 82, 
96-101, 105, 
106, 118-137 

21-23, 51-53, 
78-80, 102- 
104 

8-20, 24, 25, 
38-50, 54, 55, 
70-77, 81, 82, 
96-101, 105, 
106,118-137 

21-23, 51-53, 
78-80, 102- 
104 

8-20, 24, 25, 
38-50, 54, 55, 
70-77, 81, 82, 
96-101, 105, 
106, 118-137 

8-20, 24, 25, 
38-50, 54, 55, 
70-77,81,82, 
96-101, 105, 
106, 118-137 



fKPCT/I SA/2 10 (fS2-<— v?<OjSc#) (1 9 9 8*F7£) 



PAGE BUNK wro, 



C 



CT/J P 0 0,/0 5 5 4 3 



JP, 6-1 6 1 3 54, A (0 ^Mim *B5Stfc5£#*t) 
7. 6^. 1994 (0 7.06.9 4) 
&EP, 856821, A 2 &EP, 856822, A2 
&US, 5 3 9 6 5 5 8, A &US, 5 4 4 6 7 9 6, A 
&US, 5502765, A 

Digital Transmission Content Protection Specification, 
Revision 1. 0, (12 Apr 1999) 
Volume 1 (Informational Version), 

#^4. 5W)Rx?m 7 m^m 



8-20, 24, 25, 
38-50, 54, 55, 
70-77,81,82, 
96-101, 105, 
106, 118-137 

2,8-13, 17- 
23, 35, 38-43, 
47-53, 65; 70- 
72, 75-80, 92, 
96, 99-104, 
115-137 



«^PCT/ 



ISA/2 10 (^2^-^?:) (1 9 9 8f 7fl) 



THIS PAGE BLANK 



(USFTO) 



INTERNATIONAL SEARCH REPORT 




International application No. 

PCT/JP00/05543 



A. CLASSIFICATION OF SUBJECT MATTER 

Int. CI 7 H04L 9/32 H04L 9/08 G11B 20/10 



According to International Patent Classification (IPC) or to both national classification and IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 

Int. CI 7 H04L 9/00 G09C 1/00-5/00 G11B 20/00 G06K 17/00 

G06F 12/00 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 
JICST FILE (JOIS) 
INSPEC(WPI) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



Taro YOSHIO, "Kogata Memory Card de Ongaku Chosakuken 
wo mamoru, " Nikkei Electronics, 22 March, 1999 (22.03.99) 
(Np.738), pp. 49-53, especially, see page 51, middle 
column, and Fig. 1 



A 
X 

Y 
X 



JP, 10-133953, A (TOKIMEC INC.), 

22 May, 1998 (22.05.98) (Family: none) 



JP, 5-75598, A (Matsushita Electric Ind. Co., Ltd.), 
26 March, 1993 (26.03.93) (Family: none) 



1,2,6,7,34,35, 
37,64,65,67,69 
,91-93,95 

3-5,21-23,26-3 
3, 36, 51-53, SS- 
63,66,68,78-80 
,83-90, 94, 102- 
104, 107-117 

1-137 

1,6,34,64, 
67,91,93 

115-117 

1,6,34,64, 
67,91,93 

115-117 



Further documents are listed in the continuation of Box C. Q See patent family annex. 



* Special categories of cited documents: 

"A" document defining the general state of the art which is not 

considered to be of particular relevance 
**E" earlier document but published on or after the international filing 

date 

U LT document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

m O" document referring to an oral disclosure, use, exhibition or other 
means 

"P* document published prior to the international filing date but later 
than the priority date claimed 



T later document published after the international filing date or 
priority date and not in conflict with the application but cited to 
understand the principle or theory underlying the invention 

"X" document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

"Y" document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such 
combination being obvious to a person skilled in the art 

"&* document member of the same patent family 



Date of the actual completion of the international search 
26 October, 2000 (26.10.00) 



Date of mailing of the international search report 

07 November, 2000 (07.11.00) 



Name and mailing address of the ISA/ 

Japanese Patent Office 

Facsimile No. 



Authorized officer 



Telephone No. 



Form PCT/1SA/210 (second sheet) (July 1992) 



INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/JP00/05543 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Y 

y 



y 

A 

Y 
A 



Citation of document, with indication, where appropriate, of the relevant passages 



JP, 63-184164, A (Hikari YOKOEKAWA) , 

29 July, 1988 (29.07.88) (Family: none) 



JP, 11-7412, A (Oputoromu K.K.), 

12 January, 1999 (12.01.99) 

& WO, 98/58319, Al & EP, 919929, Al 



& AU, 9880344, A 
& TW, 374912, A 



& CN, 1229487, A 



JP, 7-161172, A (Sony Corporation), 

23 June, 1995 (23.06.95) (Family: none) 

jp, 11-120679, A (Sony Corporation of America), 
30 April, 1999 (30.04.99) (Family: none) 

Naoji USUKI, et al". , "IEEE1394 Bus no Chosakuken 
HogoHoushiki" , Eizou Jouhou Media Gakkai Gi jutsuHoukoku, 
Vol.22, No. 65, (NOV 1998), pp. 37-42 (CE'98-14), 
especially, see page 38, left column 

Katsuichi HIROSE, et al . , "Anzenna Ninshoutsuki 
Dif f ie-Hellman Kagi Kyouyuu Protocol to sono Kaigi Kagi 
Haifu eno Ouyou" , Technical Research report, the Institute 
of Electronics, Information and Communication Engineers, 
Vol.97, No. 252, (1997), pp. 87-96 (ISEC97-37) 

JP, 5-347617, A (Toshiba Corporation), 

27 December, 1993 (27.12.93) (Family: none) 



Rainer A Rueppel and Paul G van Oortscot, "Modern key 
agreement techniques," computer communicatins, (July, 
1994), pp. 458-465 



Lein Ham and Shoubao Yang, "ID-Based Cryptographic 
Schemes for User Identification, Digital Signature, and 
Key Distribution, " IEEE Journal on Selected Areas in 
Communications, Vol.11, No. 5, (June, 1993), pp. 757-760 

JP, 2-278489, A (CSK Corporation) , 

14 November, 1990 (14.11.90) (Family: none) 



JP, 10-187826, A (NEC Corporation) , 

21 July, 1998 (21.07.98) (Family: none) 



Relevant to claim No. 



1,6,34,64, 
67,91,93 

115-117 

3-5,36,66, 
68,94 



3-5,36,66, 
68, 94 

3-5,36,66, 
68,94 

26,28-30,32,56 
, 58-60,62, 83,8 
5-87,89,107,10 
9-111, 113 

27,31,33,57,61 
,63,84,88,90,1 
08,112, 
114 



27,31,33,57,61 
,63,84,88, 90,1 
08,112, 
114 

115-117 

8-25,38-55, 
70-82,96-106 

115-117 

8-25,38-55,70- 
82, 96-106 

21-23,51-53, 
78-80,102-104 

8-20,24,25, 
38-50,54,55, 
70-77,81-82, 
96-101,105,106 
, 118-137 

21-23,51-53, 
78-80,102-104 

8-20,24,25,38- 
50,54,55,70-77 
,81,82,96-101, 
105, 106, 118-13 
7 



Form PCT/ISA/210 (continuation of second sheet) (July 1992) 



INTERNATIONAL SEARCH REPORT 




International application No. 

PCT/JPOO/05543 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



JP, 7-319967, A (TEC CORPORATION) , 

08 December, 1995 (08.12.95) (Family: 



none) 



JP, 11-205305, A (Sony Corporation) , 
30 July, 1999 (30.07.99) 
& EP, 930556, A2 



JP, 6-161354, A (Nippon Telegr. & Teleph. Corp. <NTT>) , 

07 June, 1994 (07.06.94) 

& EP, 856821, A2 & EP, 856822, A2 

& US, 5396558, A & US, 5446796, A 

& US, 5502765, A 

Digital Transmission Content Protection Specification, 
Revision 1.0, (12 Apr 1999), 
Volume 1 (Informational Version) , 

Especially, see Chapter 4, Par. No. 4.5 and Chapter 7 



21-23,51-53, 
78-80,102-104 

8-20,24,25, 
38-50,54,55, 
70-77,81,82, 
96-101,105,106 
,118-137 

8-20,24,25, 
38-50,54, 55, 
70-77, 81, 82, 
96-101, 105,106 
,118-137 

8-20,24,25, 
38-50, 54, 55, 
70-77,81,82, 
96-101, 105,106 
,118-137 

2,8-13,17-23, 
35,38-43,47-53 
,65,70-72, 

75-80, 92, 96, 
99-104, 115-137 



Form PCT/ISA/210 (continuation of second sheet) (July 1992) 



INTERNATIONAL SEARCH REPORT 



international application No. 

PCT/JP00/05543 



Bo* I Observations where certain claims were fo und unsearchable (Continuation of Item 1 of first sheet) 

This international search report has not been establ ished in respect of certam clafans under Article 17(2)(a) for the foHow>n E reasons: 



Q £Se toy' relate to subjec^^ 



2. I I Claims Nos.: ^ 



extent that no meaningful international search can be carried out, specifically: 



D Scause^g are dependent claims and are not drafted in accordance with the secon d and third sentences of Rule 6.4(a). 

„„. » oh«>rv a ti 0 n S where unity of inven tion ts lacking (Continuation of item 2 of first sheet) 

I relate to a system con sisting of a drive device anaan information 

ElEC ^Tord^nalv since the sun j ^matters shared by the group of claims 1 to 

requirement of unity of invention. 

1 . |3 As all required additional search fees were timely paid by the applicant, this international search report covers all searchable 

claims. 

2. □ As all searchable claims could be searched without effort justifying an additional fee. this Authority did not invite payment 

of any additional fee. 

3 HI As only some of the required additional search fees were timely paid by the applicant, this international search report covers 
only those claims for which fees were paid, specifically claims Nos.: 



4 n No required additional search fees were timely paid by the applicant Consequently this international 
U ^S^rttrest^ 



Remark on Protest 



[""] The additional search fees were accompanied by the applicant* s protest 
(53 No protest accompanied the payment of additional search fees. 



Form PCT/ISA/210 (continuation of first sheet (1)) (July 1992) 



09) m&totfimmmmM 



(43) 1MB 
2001 ^3 Ml B (01.03.2001) 




PCT 



(io) mt&'£M&^ 
WO 01/15380 Al 



(5D m&ftfrftmi: 

(21) IKtUIS^: 

(22) install a : 

(25) SBStam<7>Wl5: 

(26) SBS^g|a>Sl§: 



H04L 9/32, 9/08, Gl IB 20/10 
PCT/JPOO/05543 

2000 n 18 B (18.08.2000) 
B*tS 
0*I§ 



(30) g*^-*: 

11/234371 1999^8 ^20 B (20.08.1999) JP 
11/363266 

1999 #12 £21 B (21.12.1999) JP 

(71) mmx(^m^<±x<Diu^m\z'Di^x): v-— * 

xC^tt (SONY CORPORATION) [JP/JP]; t 141-0001 
SSfflp a pJM Edka JM6T § 7#35^- Tokyo (JP). 

(72) £§BJJi&; fccfctf 

(75) §&W%/mmA f'*IICOLNta)^: 



(ASANO, Tomoyuki) [JP/JP]. ?f g *D (OSAWA, 
Yoshitomo) [JP/JP]; t 141-0001 SCiKtBSJII E ttfi JH6 
T @ 7#35-^ V ftiC^ttrt Tokyo (JP). 

(74) ftSA: 'h* ^. £f (KOIKE, Akira et al.); T 105- 

oooi n— Ti6»4# *n*e;u 

Tokyo (JP). 
(81) ft£B <HFty: JP,US. 

(84) HS^S(f£M): 3 — D^/*Wtt(AT,BE,CH,CY 9 DE, 
DK, ES, FI, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE). 



(54) Title: INFORMATION TRANSMISSION SYSTEM AND METHOD, DRIVE DEVICE AND ACCESS METHOD, INFOR- 
MATION RECORDING MEDIUM, DEVICE AND METHOD FOR PRODUCING RECORDING MEDIUM 

(54) ftwo^mx itafei^fA&^js, K?-f7ttitf7>tx*a, khmbimk*. ciftJBitB&SB 



oo 

IT) 




(57) Abstract: An information recording medium is provided with a security module, data to be recorded on the information record- 
ing medium are encrypted using encryption keys different for individual elements of data, and the security module keeps the encryp- 
tion keys safely. Further, the security module performs a mutual authentication using a drive device and disclosed 



I 



ft 



wo pi/15380 ai i JiiiTTrr;. ii linn mir jjii i ii iij iiiii inii iijii rmr mi itiif it iiii mi nil 



key encryption techniques, and gives an encryption key to a device after confirming that the device has received an authentic license 
to thereby prevent the leakage of data to an illegal device. Accordingly, an illegal copying (against the will of a copyright holder) of 
copyrighted data such as movie and music can be prevented. 

(57) Wfo: 



WO 01/15380 




PCT/JPOO/05543 



d©ct 5 fc*ffcfifca© bt, #l;tfc^ ^-r-fx 
* (MD) (mU) >7rAi:*^tli> ^frf3>S S CM S (Serial 
Copy Management System) £ W&tl 2> Jj&ifim ^ h tlX U 3 o 



WO 01/15380 



PCT/JP00/05543 



2 

S CM S ©ttfgteu fy^bO^-7i-^(aot x ^yg^— 

— 7'J- (J^Ts copy free £ IB 1") T-feS*^ Xi± N 1 ^ z? f 

— Ztift (J^Ts copy once al lowed 1 12 -f ) 7 s — #-Zfo2>fi^ n hf 
-#Hlt£ft-tM£ (WTx copy prohibited t SB "T) ^-^T&S 

±IBS CM S ©ft U ^ft^copy prohibited"^ $>n«\ ^ 
^r-^?&^r>f 7!>l;i2itf, copy once allowedTrfe tite!, 

S CMS ©tt$g£copy prohibited*.: bt Lfc^F^^ — 
* t & tdsBfi Is copy freeT&ftteU §iS CMSfflii^^© 

d © <£ o (C, 5. - 5 s -f X >7 i/X'r AtC^^Tte^ S CMS ©MIS 

0!li:LTJd:, ^S^;!/^*-^*^;!,^ (Digital Versatile 
Disk : DVD (mm) ) ->Xr ^ >7^> y Xt? ^ >yjli, 

^^©i&^M^^^dctat^tf-^nso cci^cLt, dvd 



WO 01/15380 



PCT/JP00/05543 



3 

trteu SCMS^copy once allowed^ $> ftteU dft£copy prohib 
i tedic III, §f§ L fc 7 s - * £ *> £ "T S & if © «lf£&;£ £ 

±IB® D V D ^ r A Iffl L T 1^5 T* li> H£GD£* 

H3^rT#E&R AM^f^ Ttl j3^TttWS»T?tt*V> 0 "T R 

z<D&5tez£fre>, ^thmxit, 9cizmmLtz u*&&mm 

T~fo2>&m¥- 10-253 1 0^ (B*^H^F^^¥H-224461:1999 

zm^it-rzz £iz£*), ? j ^ t^&^giB#:r— 9 

IE=J t?-£?Tfr&t^<fc -5 Iti^o CCDct^C, ±S3Sfit-J: 



WO 01/15380 




PCT/JPOO/05543 



L* i L^*se )> ±HBMl3:fc^T& N & £ gB^$IS (3 £ o T 
±faX&m(DW&m (Secret Key) — ) l;:S-30T£ 

fifes mmmmfa, tmmfrm&um&vijtikikmm-rzztiz 



WO 01/15380 



PCT/JPOO/05543 



5 

CI h $) o 
o 

fSo £^ -fe ^ y ^ w j--;Kii3^/s^^a^^^HHi 

xhb-^>3>y^h &rSffi-r £ c hie £ iE^&gts§T-ki:&s 
•e § a £ o c -f z o 



WO 01/15380 



PCT/JPOO/05543 



6 

*mMirz>mmmfoh*mm\,, mm y ^ ^ r^att. huib 

fi!$BSBS*£ tf:^ © 7- * -b x b$ *g 5 fggE 7 u h n ;v £ flfr 3 ftlffl 

wtvmT-mmvfcmzftomcDmmmmjjm-efor)^ mm y^j 
*%>w(o y^j t-* &&mT 



WO 01/15380 



PCT/JP00/05543 



7 

fluS3*HSESE7*n MuWdu &0g||i©-^i$ffifcffl^fc :7 
;i/ flu IE ffl SO S3 K ^ -f 7iSii, 

So Ay83ft?B3E@J&tt& N flu 13 -b ^r^- U 5=- ^e^jl — ;i/ i: 
flufBSBS&ffcTf&Sp*^ 'Jf'y7iSIit5, ^ — 7:c — 
SGteu iSSK HuSBSBSattCT^-lr^-f SfrXfcfc, flu 33 tit $ SB 
^©•fe^i 'J^f — ^^i-;u^^tTg3^$Ii*;(3T^-b^-r^o 

Sif 32 tit ffi SB ^©rtSfltz gB^f§6SiJ-r^>^©itS'J 

iiuSBfflSKSElT'n h njl/jUIII^ AuS3fi#Hi$B££J& 
*!^©|«SiJtil«As^iE3&«IS*»Ki-rs&«>© U X h ££«SftT 

38 IE 7" D h 3;i/©Wt07D-feX$fi ; fo^^ 0 
fluJ3f&IR3Bf^i*©Itt5U««li. AuIB-fe*^- Ur -t^i — 

£H31t£tLT:fc $fSB<£$SB&&ttIi\ fluSBV X h £AugB-b3r^. 

U^w S^i — ;n^tc|BtS Ui^. Air3BffifBgB@8£#&. flu 13 U 

* h *flfF3BSa»«£#l*ltz83ttbT^So flufB K 7 -f flu!3 

SBiSSBKiiuSB 'J * h £SB*S*^figBfB U^&K 
itusB-fe*^ U ^-f ^-^hfluIB K7>f 7ii0gtiip-Ji 



WO 01/15380 



PCT/JPOO/05543 



8 

VU^ h£§31f LT&tK iiufE ^Bte, Ji&83f3tftSBK*© 

IBti$gIEiH£ft©-t?^ ijr-f ^ i — ;USt>"fulB K ^ -f ^^B© 

itu IB tit fg HE li ^©l^jgPdijiB U * h a >#^£ 

IBJtLT&'K fro, iu!3IE»i&ft;±k: U ^ h ftUUZtiXte 



WO 01/15380 



PCT/JPOO/05543 



9 

8B1I LTU3H3tt£B ifig3ti$B§3$i^{fc©-fe*^ Uf 

its miSB-fe^^ y ^ ^ tj? i-;u©a«8«ira?B#TjE&ii«&#isfc 

m*mm-?^%n.mk.?z> 0 tira3^iE3Q:«s*^i»-rsfe«)<o y * 
^iE«c«tsi&»i»-r'5fc«>cD y x Ha. »i$-r^it««<DfttsyfitfR 



WO 01/15380 



PCT/JP00/05543 



10 

mm^jEtMm^mtztiibcD u x bit, wmt^gmmcDrnw 

BUSB h*7>f 7gg|i, Buie-f > ^ — 7 a: — Xffi%Jb Itf- # § 

IB K^>f ^S^^§{SLfeHg^<b^tifcB^^i|^||±twrn 

— ;u^iBM^nfc«#^$:ffl^T«-^^nfeBg-?-ii^Sjg^-^Yb u 



WO 01/15380 



PCT/JP00/05543 



11 

it f®^-fb * n fe £ MSB -f > * - 7 - * $ ^ t r umm 

1512 mate, >^-7x-^S^bTH^b* 

IB K^-f mB£:iufE-fe*-.x y ^ -r ^E ^ a. -;i/#£r^§lBg-*5-£ffl ^ 

tiiftw^n h zD\,%mft is huS3 K-^-f matt. ng-^-rb^tifc 

H£^£iugBgB^£ftfr£>l7etB b> BulBI%^tB^nfeBg^i|$Htj|B 

buhb k -5 ^"^a*»e.sMUfci©^{b^iifc«f^at*iifS3-b^i y 

fbLTHusB K^W mB£i£mU m*<^7° 

d h 3;ut: .to-r^^^nfeiiSfflv^-r. HugB-fe^i y^ -ts; 

gB^gltetCT^-fe;* U IB h*^-r ^^B^HuSB-b^i Uf^t^a 
— * ^ ^HulB-fe^r^ 'Jf ^ ^E^i — 9 % mjgB-b^i y -5 1 ^E 

j;a-;ni, MSB r«iiP^siLfeiffl;$nfeifas 



WO 01/15380 



PCT/JPOO/05543 



12 

m&myu h zunz^^r^^titem^m^xm^L, mm** 
i'Jr^ : £i?3---)i'iz&m£tiit&&m&m^x&m&m^<t Lte 

H5fB^2S«Ei*:tc|Bf»-rs*!!.31Sff-5^a-l?& t), buIB-T >* — 7 x. 
— BufBti&gB^glffccD-fe^i ijr-f-f ^a-;i/S#bt 

IB^^^(3T^-b^ SuHB h*^-T T'^a^fulB-fe^r J- U r 4 ■=£ ^ 
;i/* s ^MItl®^*ffl^ritttW^'n h u;i/^Hff U fygB 

-ft^a-Mi, husB ^afr £>§«L£Bg-55-'^bi*n£7 :^ — 

*£ftW£n;feit£flH^T^ft-5f U Bg^g|£ffi^T, m^Lfe^- 

B&^m&m^xm^itz titer-* t.*m&&mm<*fr*>t&m u 

KfgBBf ^-fbdnfcHlf-^it^guSBHr^ra. 'J r 4 * v — ;Kz gBlf £ ti 
mxm^ihZ titer — * £Sug3 ^^S(c^»3, husB K7Yr 
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bu SB K^>f •r^Mti, iiugB-r >*-7:r-;*^£^UTBg-^b;* 

frU fulB-b* 3. U 9- J tya-;wt B&^b £ ii f til « IB 
i^i^nti^r-^ &Irc<frtfl-r B&^ft&JB^Tie-^'fb 
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t&ftisx^zmmt&mm it, mmn^mtoo>mx&mmm 

SB^^ft^T^-b^-T^fes?)©^ y $ — 7 3i — ^^Hb&Mtz aft 

o 

bu g3fi$gg2^*£ffc £ A T S jSa^SB & S f 5 o 

iiug2g2^nflU\ lulB-fe^ri V 7- <f ^i/i— ;i/p«3(ZHug2 U ^ h £12 
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I3S«#©i88ytlt*Rx BuSB««S3S«E(*:lc#^ ^nfc&Rlitit-^tt 
hO^-^a >*-7&i?jl3-fe*i U 5 s - -f -^E ^i-^I/rttcSBS-TSo 

y'* htefflfflco^jfiBte** y £#x.&-fe*^ y ^--r ^e^i 

[24 f± N ;^7'J y ^HIEB^«©i5iB^^ffl^SllIT*fe-2)o 
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mm * z> m © a* m & 11 ^ hi © ft $ £ ^ -r m t- & & 0 

E7tt, fg 1 ©^©ff^©^^ **fit$Bge»&#:fc:^-* £ 
8B@ -T -5 0£ © Plffl & MS ^ HI © ft $ £ 7j< f El 7? & § o 

H8(±. si i ©^©^©^v xzmmBzmmmzT—* & 

SB 3 f 5 |g © # © 09 © a ^ HI © ft § £ ?jk t m X & & o 

m 1 0ii N |g 1 ©^M©^^©^^^ ^^tifggB^^i*:*^^- 
Elite, & 1 ©^i®Bi©^T^ ^^«$gf30^^A^^- 

* ^s^-r^^©fte©^ij©Ms^jii©ft^^^-rEiT*$)§o 

S5&g£#:<Z)ttj$ £ ^ f El T" & 5 o 

;i/©-0ij§^-T7"p y ?mx$>z> 0 
mi **w*3Sffl ufenj6©s«i©^^ uiB^s^^a© 

El 5fcfc, ^2©^©^©^ yttffig3S8Sfl:K:^--*£g3 
^1--5^©S*^^MS¥HI©ft^$^t-|a-?:$)§o 

0 1 6tt N ^2©^5te©^^©^^ Ut»IBIB^^(z^-^^IB 

& 1- s ^©im&ms^/ii© ft n * m tmx & z> o 
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mi 7 it, m 2 (Dmmommo* u mmzmmfoiz?-* £tB 
m -r & v% © fte © m © m m ^ m © f*j ^ * ^ -r 0 -e & & 0 

Hll 8tt, 3g2©HJS©0?§©p<^ Utf^iafl^ifcJ;:^-* £IB 
^"T 3|Sg£©£ £lc:fl!l©#'J©M^JIi©rtS£^iaT-&-5o 

02 Oii, m2©|£M©^S©p<^Uti$gg3^£tea>£^--*£ 

-r 3 &g © i» & m^jii © ft ^ £ ^ <r m -e & z> 0 

S £ f £ P£ © ftii © 0y ©5fLJi ^Jli © p«3 ^ & ^ -r m t & -5 o 

i2 2it m 2 ©ihm©^©^ vmmmumfafrt,?—? & 

3 0g©<* *>lCft!i©0iJ©^Jii£jlI©rt^£^mT-&So 
El 2 3 tt, l/^Xhlz-yaVU^h £S£BJ3 f £ tz 46© EIT" & 3 „ 

i2 4it m 3 ©hm©^©^^ xtmrnMummzr— * 

02 5(t Sg3 ©HIffi^l©)tf^ ^'HffggB^ttlZ^-* 
£ IBM -T 3 EH © ffjfffl ^Jli © i*j S & ^ "f m T & & o 

i2 6it ^3 ©^jg©^^©^^^ xtmmmmmmzy*-* 
& sb ^ -r 3 ^ © fte © m © m s ^ m © ft ^ & ^ 1- m -e & & 0 

I2 7lt 313 ©^SS©^^©^^^ X^tlflBfBM^tefr^- 
m2 8tt, ^©^©Bl^ft^^fifggBli&ttfr^- 

* * s £ -r 3 en © p m & *a s ^ Hi © ft ^ & Tjk -r m & o 

12 9ii N 0f!3©||i&©S^©ft^;^m^SBfi*£tefr£:r- 

# §^©ffe©^J©M^¥Hi©F*3§^^1-|l-e^-2>o 
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m * z g t> izttKD&KDMimmnvft® & ^ -r hit & 3 o 

n & + z m © m, © m © m m ^ m <d n m £ m -r m x- $> % 0 
m £ -f z> m © $ t> \z ftb © m © nil m ^ m © i*j § £ ^ -r 0 -c & 3 0 

im-t 3£#>©0-e& 3 0 

0 3 9tt N Sg5©^ifi©jfcig©^,r ^flMRSBSJKttfc:^— * 
£ §2 ^ -T § fig © * * 65 & ftl 31 ^ HI © 1*1 ^ £ ^ g| § o 

* sbm -r 3 & ©gin ^ mm ^ m © 1*1 m * ^ -r 0 x & -s 0 

0 4 lfc* N £5©^flS©fl2<|g©#7^ ^^WffigBS^^tCT*— ^ 

* 12 0 *- § & © m © 09 © ah, m ^ m © 1*1 m & m 1- 0 x & % „ 

0 4 2te\ &5©^flE©JglB©^-r X^tff&gBMffcfr*,^- 
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m ? & Pi © * * #j & 50, m ¥ jih © i*j m £ ^ ?- ei -e & 6 <> 
@ -r £ © i¥ *ffl & ao. m ^ m © ft m £ m t m -e & % 0 
m t z> <Di\k(DM <Dmm^m<D ft g & ^ -r t* & £ 0 

^f-3Pi©£ £(Cffe©#J©5Q ! S i £JlI©[*]^&^-rEl-£& -So 

if £ -t z> m © m * m & m m ^ m © i*i ^ * ^ t m t- & s 0 
i5oit H6©iise©^©^ vmn&mtmt*fr*>7 : —*&- 

n £ -r 3 m © p *ffl & & ai ^ m © ft n -r ei t? & * 0 
ei 5 it*, m e <DmM(Dmm<D ^ ^ vmm^mm^^^—^ * 

n £ £ © ffe © #i © #l m ¥ m © f*i s * ^ -Tin & § o 
ei 5 2(i, meanmcDj&m®**: vmmummfafrh?—* & 

m^TzmcDg 6icft&©^j©^3i^M©rt^&^-rEi-r-fc&o 

^ ^ v d. -)]/ it m -t z> % r * * * mmtzumfocDmm & ^ -r eit- $> 

2> o 

EI5 4«\ 3fc-7^ X^tf fSIB^^i*:©-b^ri U ^ >f * ^i — ;i/T? 
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05 6 fct, ^ UtitlB.lBSfc&#:©-fe*:i yf-f ^E^^— ;i/T*^)o 

& 13 n -r § ^ © a * ft & & s ^ /ii © i*j § & yjk t m x & s 0 
& 13 it -r & m © & m & m m ^ m © ft m & ^ -r m x & s 0 

0 6 Ofct, ^7©^M©^«J©^^^X^ti|gIB^^#:^^^_ 

0 6 2li, ^8©^ffi©B?J©^^^^^tf$gI3^$««:{c^-^ 
^ra3^^-^^©S^:to^MS^II©[*l^^^-r0-e^So 
0 6 3«\ ^S©^^©^^©^^^^^^^^^^^^^-^ 

* S3^ f % f&o&m & ms^jii© ftm & m f m x & %> <> 

0 6 4fcJ\ f§ 8 ©«©^©;ft:r >f ^faSRSBSaHfrfrfc^ — 
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& §3 m -r s p& © m # *j tc & a ^ in © ft $ * * -r m -e & s 0 

0 6 8 (4, £9 ©HS£©Jfc<l©#7^ * *«$Bie»J&#:*» £ 5 s - 

i7oii, mi o<Dmm(DBm<D**vmm&mmmz7 : -~*& 
mm t z> br© s# ft&MJi^jii© ft § & jj% -r 0 •&> % 0 

0 7 K4, ig i o (DmrncDMrno * * vmrnzmzmz?-* & 
mm -r z eg© mm & j&s^jii © ft ^ * ^ -rm -e & s 0 

% s £ r s © s * e<j & & s ^ in © ft ^ £ ^ -rm x* $> 0 

0 7 3 (4. mi 1 ®^l©BI©^t 'J««SB88i<*i:*©* 

hi 7 4 mi i<Dnte<Dj&m<D**vmn&mmmz 

a 3 & -f § P£ © S # ft & & 31 ^ HI © ft ^ & ^ -rm T- £ % o 
0 7 5(4. ill l©H5S©ff^©p<^';mfBlB^^^(C5 :: -^& 

13 & -r 3 i» © i¥ *ia & £a m ^ m © ft n & yjk -r m -e& £ „ 

07 6(4, mi 1 ©HJSOJ&JB©*^ Uti&SRgBSafl:***,^— * 
* Pi£ f -5 R£©*##J Ji^jii© ft^ £ ^ -T 0T" & 3 o 
0 7 7(4, m 1 2©HSI©^^©^^ Uft^HB^^fri;^©^^ 

07 8(4, mi 2<D&m(omn<D**: vmmzui&mzT-* * 



WO 01/15380 



PCT/JPOO/05543 



22 

mm -r & m ©a*#j & mm^m © 1*1 ^ £ ^ 0 & % 0 
07 9 « N sei 2 (onmcomm® * * vmmmmmzyt-?* 

+ — h *e & * o 

h T» & 3 o 

0 8 5 Ji N 7H7Devl St>"D e v 3©g2^S^^S 

0 8 6 li> X^7Dev 2SU C D e v 4 ©Ig^W^^B 

0 8 7 it, 5 s X^7Dev 2 JRtF D e v 4©s3^S£§ie 
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-bT'$>Z> 0 

19 i «\ t# -r ri m 2 v>%¥4 x zmmsdmsmzm. 

o 
o 

IH 9 4 ti N ^r-f7^>friM40^ ; E'JISaS3ga(|:{:fi© 

S o 

-5 o 



WO 01/15380 



PCT/JPOO/05543 



24 

% m £ n m t -a & &> © s & © ffj 

CIS 1 (DMmcOB® ( I M 2 , D e v 2 ) ) 

-^SBS*-*^* 12^ ^HPfgf^^y 3 4§ft^t 
U5P^^-;n 3 t^H^tl^o 0 2li, 1 

^ SL»3B£gB3 3fc N ^Jf^^^-E 'J 3 4 i; N **i & fclMfPf a 

1 0 O©1?f/&0ij£^LT^3o 

'J^l 1 ft©^* 12^[Hte^iJ-§^^> 1 0 

1 , ft^y h* 1 0 2, it-tff|£jS§ 10 3, IB^X^^IUSS 10 4, 

ztiz&mmtzmmffi 1 o 5, c©ftj»i 0 stzMM^n^A 
^gpi 0 6, sLft&ssife-rasifs&^SB 1 0 7, ^tt^tu 1 



25 



10, 4 ^-Xffi 1 0 8 t£¥*ffiz.T^2>o 

> i o it*, ^-tkhiki 03c<fcotf ©me 

m<^ifip\m^tis %=r^x >? i 2 ^.m^^t-So k i o 2 

«\ u— tf hr-A^^^w * * 1 2 ©aessifcHsu-ra z * 

1 0 1 zmmtzztizx 0, x # 1 2 ^^f^©jijgT- (m 
z-izt&mm-feX") mfe^-e-So tr-#[i]s§ 1 0 

^ y K 1 0 2\Z& Zit'T J XZ I 2^(D y*>W7 a- — * 

bt, l2^/S^IfiIS& 1 0 4fcJ\ ftlfflgp 10 5CJ: Sttft^ — 
K#t2I?>&;t fcftSII&^ftlSB 1 0 4 Ahfl^SPl 04B^t5o 
Ht-^fbSP 1 0 4 AfcJ\ IBS^— h*B5£s ^SP*>€)83SM-^©««&* 

ftrj 1 2 fCgB^£-££o 1 0 4 Bfct, — K«FlC N 

lf¥^v H 1 0 2 t <t D %7 4 XZ 1 2 e>ff££*xfc:r — # £f£ 

So SL*&S§£SB1 0 7«\ $J#P£|5 1 0 5 (DfflWlz <£. t> ■> ffij£©SL« 

^itt^o y$-y *-x 1 0 8gp(i N 
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(is SIM 1 0 9 t^mft&t*:*) 1 1 0 £fif*.T^£o 

i»sy3~ k (iD)t ^sai Diz^jts-rs^paiBi©-^^© 

r^^-hfc (Private Key) t^y'Vy^M (Public Key) x £ 
ZlzmmX" £ (Trusted Center :TC^ tAT\ $Ct>!?TC 

^-f **ses:p?£ssB i o oti, mj© ( i ^ommmco) mm^j 

m i o o {3-^x.6nT^^>^ o 7"u y*mmmm\z. mm*?* 
un^mm 1 oooid^^u * *»*^*rtitfRic, -tr t c 
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E (Institute of Electrical and Electronics Engineers) P 1 
3 6 3 *T?<sEffl£ftT t*S^fri0>S E C - D S A (Elliptic Curve D 
igital Signature Algorithm) £f#<fc < £P h tlX V> o 

I D (Entity ID) , :c>^ ^ w ;1 ^ U y (Entity Public K 
ey) N T C(Dy"W )\sW%(D&mB&<a$.tlZ>o &43. ±13 

^>^^r^^f (Entity) tits *ftWnm(DBm<DmmmMmfc£ 
fct±IB®l?££B£Jt-ro ±S3^>^ -r IDI^cxvf'ff 

(Entity Type) tit. mmiZMmfoXmmU£.%iWft'&7&T Z V 
1 0 <£>^Wm&* * U34 tft^J X ^HH^ff^^S 1 0 0 
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ft 1 0O-fe^iiJr-ftyi-;H 3 ©^Fi?^14p< ^ >J 3 4 fc x % 
7 s * * *ga&H££g 1 0 0 'J 1 1 0 Jcfcfc, El 5 £ 

±83U4t^->>3>U^ Hi, ^WliiO-rsS^^ftoT^S'J 
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#RTflE£&£o $.tz, 4 *^f3^#?£^a i o o &x»a»e>m 

1 o (CtS^LTttl^-r^o 

V3>n h Sr±sB^if ^tt^^E 'J 1 1 0£te»b"r:j3!K *fcPI 

m^^m<Dy^ -i ^-r- hst N ^ry^it, y^y y^gtsEim*, 
fiV'j5P<r-s/3 >y^ h £±i3^$g{£p< ^ y 3 4iz^mvr^ 

o 

Ul^ ft^-f Xtrmm&mm<* l 0 ©-tr^ri y *.—)), 
1 3{Z*fbT> :tl*^r- tmZWL^'ttO z. t $r^-ria^=iT> 
h' (ISSra*&=iv> K) 1 HI 1 HI © SB» £ »JM S3 » 

t^T £>*l& *t 4 >^ I D (Recording-ID) ££ji££o 

^iHR2^UT> ^-r^gBSS^SSB 1 0 ORZFKt* 
4 -^tmmMm.Wkfo 1 0 ®-fe >i y t^^ES^-;!/ 1 3 & N ±I3s3 
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mz.lt I EEE P 1 3 6 3 -CMmfcftMtp(DE C-D S A (El 1 i 
ptic Curve Digital Signature Algorithm) ^fflt^-T-hfCcfcoT 

^i^ ^ x tmnmmmfo i o ©-fe^o. v^-ce^^—ji i 3 ^ 

(t^raiJrYf^a-M 3®SLgfc36£gB3 3, ill 0 0 ©SL 
mm^i 0 7) ^ffl^tat^^i^ts^i:, ^J?£gf4^ y 

1 3 tyt^j x zmmn^Lmw. 100 #f3ro&g#&.5 0 <b 
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U*»**llffi©^fl|"eii±J£bfc 'J #>r — $/ a > U * h Soffit? # 

iz&mfen&PiGir ztztbcDyu h^jix$> ?k dieee 

P 1 3 6 3-emmbVFm#<D^t>Q>ZEC-I>H (Elliptic Curve 
Diffie Hellman) Iffl^S^iiiaotMtS^^^-eiSo 

m^x^zmtLxi^ IEEE 1 3 9 4;U±©n>r>yr 

T;KD5t(:J:otil^^nfc^ ^t>i9)5DTCP (Digital Tran 
smission Content Protection) ( d (DMWi^ (D & (D& -f -fe > 

CI h#-e§&^* s s ^©4gt^£§3LfcWhite Pa 
per^HWi^iJgiZ) Informational version^ ^ -f -te >^^li^|"e$> £ 
i^:fo{$> D T L A (Digital Transmission Licensing Administrat 
or) <bmX"bm.m -?%> Z htf^mX&Z) CDFAKE (Full Aut 
hentication and Key Exchange) 7u Y u )V S Z. t &X g & 0 



WO 01/15380 




PCT/JPOO/05543 



32 

«?>nfci3ffl7ry 7"e©r-^to^t, ^iflifMfCS 
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tfJfC, fIR3, R4i:LT, bLntLfr<D — j5tismJi<DVtf>T 
— > 3 > 'J X h£«3£rb^y#^-^3>yxb ^ot^tl^ 

;> 3 > y X h o >J *^r— >3 > y X h £J3 

oti^Sli, 8rL^ y — *>3 > y ;* h^ot^^ip^ 

SEUfc^ 'j *-^—> 3 > b -ecD^enr^^ 

if U ^^r — v 3 > 'J X h tHJJf-rSo -T&fr^ ?IR3t:(i, 
tJpi »J 5=- tva- ;i>±CD 'J ^t^ — s > U * h S> 3 > *^ 

g2^*?£^g±© U # 4r — 3 > 'J ^ h (Dn—V 3 > <£ «3 fc#f 
ti-&tCt5^S y*>r— >3 >'j* UT:fc £ fcs ^ 

MR4£H\ I3M£^B±©y#^-—>3> y* hW—i?a> 
#\ -b^ra 'J -7^ -f tS?a- ;i/±© >J zft^ — ^>3 > 'J X h<D/1—i? 3 

>ct t> bmL^m&fc&ii z u ^*^-^3 > y ^ h©mn*^LT 

<£>o 

&4b\ fIR3, R 4 difcttS 'J #>r— >3 > y X h <02gf*tt. 

r 4-e® y #^-^3 > y ^ b©sift-£*T a <fca «c lt* <t^ 0 

a'Jr^tya-^nii, & £ ill * ft^ f 2> Z £ IZ & 2> 0 

WT> Z(D*t%gti2>m&-te y *>3 >H (Session key : Kse) fcu? 

5 s -* ^fg-Sf-fb-T 3Bg-^H (Content key : Kco) 
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m (i) Timm^m&fexm (4) ©5%©-o&ffl^*i«,fc^o 

3ro. y t 1 --e^ 1 3 ii N Bg#gtKco£££fz^©F*iSB<D^}f 

^'14^ * U 3 4fcHSKfl-rs*>, ^^raijf-f 1 3 

h 1/ — (Storage key : Kst) l^T ^gEB&-^ 
»Kco£Bg-^fl;LfcfcEnc (Kst, Kco) & ^ J X * sS^^^^fi 
1 0 0 izm t> > ^^12 {3 §3^ £ -fr -So 

Bg^&^i£ ( 2 ) : 

Hr4ra'Jr^SJa-;i/13 i)^ tofelfl L T ^ 3 * h l/-^«K 

mmn£.mm 1 0 oci!3 N x h v-^nKst ( = kco) 

Zm^ltLTft^ J Xf 1 2 tH3^£i*3o 
flg-^§iifc3£;5fffi (3 ) : ~ 

-b^ri ijf^^a-;!/ 1 3 #^©:r-*ffl©Hg-5§-^Kco£SLifc 

1 3 *»^Rie-^»KcoS±ga-fey S/3 >HKseTBt^fb L 
TT^t^ **aa»B£«gl 0 0£j£D s CC^Il 0 OiC&i^T 
^I»^||Kco£^T^-*£B^bLT:ft^;^ 1 2£gB® 
^*^o ■b + a'Jr'f ^is a. — )l> 1 3 «U Bg-^H K CO § &± \Z % CD 

1 3*s^»|S#|L-r^5^ h ^-^»Kst*ffl^T±IBBf^«Kco 
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£BB-^<fb LfcffiEnc (Kst, Kco) £ %=r 4 7, >7 SS^S^^M 1 0 0 
izmb, %=r4?,>7 1 2 C IBS*** So 
Vg^m&feJsm (4) : 

ft 7^ * £fBSB£g« 10 0 *ffl©Bg-?-ttKco£Sl 
R^S&^fc^TirfcfcS&^i*^ iilM^it KcoiZ £ D 5 s - 
* UTSB^-r So ClcD^. ft^-f **13®IS£*B 1 0 

ol— ;i/ 1 3(Ci^So -fe^o. U^-* ^e^i— ;i/ 1 3 fiBjt-sf HKco&£ 
±\Z*(Dfc%t>(D^W-%\%.* f'J34 tZtS^-TSfr. -fe^a 'J 5" * ^ 

i— ;b 1 3 ^fttSttLT^S^ h l/-^iK st=feffl l^TBg-if H 
Kco£Bg-^b LfefiiEnc (Kst, Kco) Sft^ f X * g3fi?l£^S 1 
0 0 ft^-r X^l 2 {3§3^£-£3o 

±xfc bfeBg^H^^^S (1) 7}S (4) ©gft^Sffl^tif 

W^^B lOOli, 7^12 KIBfl-rS^-* S^IM^H 

KcoTBi-^bU ?(Dm^fc$tltz7"-tr Enc (Kco, data) £ft^* 
^M2 icgB^^So 

*fcx ±HB^-^^Kco, XttBt-^-ftj UfcB&^«Kco£ N t^fa'J 
=7-4 ^Va.—))/ 1 3 (D^iS^tt^^e U 3 4 lZ$ZWf 2>miZl£, u n 
-ri>^ID (Recording- ID) £*&mffl©3r — h "f & tz® lz — m 

co©M^i) s i:n5ctoi:iti)< 0 £ cDBg-sfgtK coots, 

e&i:. ^-^©MfbKfcJ:. *©ffiMg©Kj£fr £>ttiI«B&^ 
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^mzm^zm^rjuz y XA-eft f i p s 4 6 - 2t**is© 

«*£C*i££ilT^£^fcH9>5 D E S (Data Encryption Standar 

±m^^m^^m (4) ®»^tu± N #^;**ga®w 

X^12 fZHBi* ITS 0 

l^x ±5£©lliW^*5lr>"rx Enc(x, y)£l^>5£3af±x x£H£ LT 
y*^©le^KI»c&ffl^^■Cl©^^b■r*i:v^aiftlac^?fe5o fc*»£H 

<m 1 cDmmcDmmcDnEmmm^m (mmi) > 

mmn^mm 1 0 0 mmmmfo 1 0 iz^-^^mm 

^#£^B 10 0 (z^-sa-tf itzo^t r b j ©;£^£ttu 

i' ^ ^tif8I2®££<fc 1 0 o-bdri U t^^t ^e^i— ;i/ l 3 tc^-s^g-tt 

miZ-o^T r Aj ®^?;ftLtUS 0 £fc N EI 6 T"HfttEL£©£; 

1 3© i Da, x^mmn^mm 1 o o© i d b ) n &mmm 
'j^^-^3>»;^ r & N ^n^nstjss-r-s^fliiBtt^^Ey 1 1 o, 

3 4 IzfeMLXl^Zo 



WO 01/15380 

1 1 £ LXs BU§2SLgl#g£Sl5 1 0 7 tt 6 4 b* y b ©SLg&R B ££5)<; 
'J T'f ^ya — )V 1 3 fCj£3„ 

1 3fcJ\ ^JUR 1 2 £ It, fiugBSLgt#g£gB3 3tT64lf^h© 

^tcai**n%C fc©&^*6#©ffi£filBB!^tta,#0KA (0 <K A 
<r) &£js£U busBE C-DHT;Hf UXA©i 1 fgpg (^^^ 
7° 1 ) t&l^Tpahese 1 value V A(Dm&stM (Va=Ka- G) t 
<££;£<ftSo &:fc\ V a =Ka- Gii, V>fc«>S«lP3HI!(*ffl^fcll& 

iBEC-DSA©f«7;i/^'JXA^ffl^t> ±EBSLifcR A , fttSfR 
b, -fIV A > U^^r-i/aV'JX hOA*-^3>t>;\--RevVA^e) 
&3 fc* y h R a 1 1 R b | | V a | | R ev V A £ 5 s V $ )im& © M2&Sign£ 
ffl^fc^*;i/W££ : fT^ S ig A = Sign (PriKey Aj Ra||Rb||Va| 
I RevV A )£f#£ 0 PriKey A (£-fe ^ 'J ^ ^ V — ;i/ 1 3 © 

aUr-ft^a-;H3lt dft£>R A , Rb, Va, R ev V a , S ig 
a£/*:7V y*«iEW«CertA£M-ttx >r * £ 8B»?S££&B 1 0 
0 (3 j£ £ 0 & *5 N ■t^iiJr^ > >*i-;i/13^^^-y3>'J 
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±HB-b*3. 'Jr^ =E ^jl-;H 3 Cert Aj R A , R B , V A , R 
evV A , SigA&gttflfcS £; N *£g3ii?i£^K 1 0 0 it, E 

c-d s Aommrjizr u x^^ffl^t, -b^ & 

I 3©^^ U y^«gE^S CertAj 5 s ^ # ;uS£ S ig A , IDa®^ 

II ( 3- x. v £ ) £ f? a o 

-?tafr%, ^^mmm^m iooii, stir, -b*^ "j^- 
-b u ^ ^E^i— ;u i 3 (D^yy y^mmmmceru 

UW: 1 0 0«U ±13^:/ U y ^§HM#Cert A fr ^n'^D y ^liPu 
bKey A $^(iAn§ 0 ft^* f * £ !2M£=gB 1 0 0 fcfc, -b*- 

a'Jf^j;a-;H 3a>££j£<acftT£fcSL»R B £, ^§£ft^ 

xtmrnmammi o o#^jbr i lt^LfcatRBt^f 
£ t>iz±m7*is* )im% s igA*«iE^TS>s fcfy^^nfe t ^tzf*, 

RB&9clz£f$,Lfzb<DtmL < „ lOry^jH^ S ig A A S IE ^ "?r 
&Sfc*iJ5£;*ftfci:^ ft 5^ ^^IB^S^^B 1 OOli, §B0 
^JfSBtt^y 11 0K*&*flLTl^£ a > "J* h^ffitv 

-b^r 3. >; 7=-^ -t^i— ;u i 3 st^fe^f^ x mnzmmfo 1 o 



• * 



WO 01/15380 PCT/JP00/05543 

39 

© I D AifiMm. U st?^r — ^ 3 > U X h fc&tt^ftT^&^Cl fc&tfeiE 
***tit«Se»»E#l 0© I DA#'J#^-yH> 'J* ft 

* ^zmnmmmwi o#iE^T-&£^'j$Tb % 

7 s * **g3S?S££S lOOIt ¥HRR 1 3 £ bt> ^!££lfi 1 0 

(0<K B <r) huIB E C - D H =f U X A ©If! 1 f£pg 

(Xf-y71) (3i5^Tpahese 1 value Vnfit&fH* (Vb=Kb- 

g) c ct f) tto^o it, * *gB»S£«e looit hues 

EC-DSA0f«7;^-|JXA|«lM, ±IBSL!&Rb. SLI&Ra, 

rnvs, mmmm 1 o o»y^-i/ 3 h©^-^3 >t- 

>^-RevV B ^^%l) bT y h?"JR B | |R*| I V B | | R ev V bIZ 5 s *J $ )l 
mZcDMrnSignZm^tz^V? Jim%,*ft\<^ S ig B = Sign (PriKey B , 
R B | I R A | I V B | | RevV B )^f#^o PriKeyBfi^^ -f X £ aB^ 

1 OOli, cne>R B , R A , Vb, RevV B , S ign£^ :7 l) * * USE 
0Ji#CertB£ttt:i\ t^aiJr^t^a-jH 3CSSo ft 

7 s ^ xvmmm&mw 1 o o#>;*^— >3 > u^h & 
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- ±13^^* -r xtmum^mw i o o*»e> cert B , r b , r a , v b , 
c - d s A(Dm.W7)i3 v **83»?i£ss» 

1 0 0©yiry y^«gEflB» Certs, S ig B , ID B © 

Sg£$SB 1 OOC/^iJ y ^HIEH^«CertBCDMsiE$:fT^. 00* 

bKey B £^f;r Xtl&o -fe * ^ <; ^ *f ^ ^ — ;n 3 it, %=r 4 

*^§3fiW££lg 1 0 Ofr£jig^£ft-r #£SLifcR A £: N 

U^-f ^E^i-;n 3*s^«R 1 2tf^fiJtUfcSL«[RAi:*s^U<> 

&©#tsiz?i^ ^3-e&vMii^t;:j±#^ x^g3^w^^« i o 

0 tf^IE&S&BT?** hWLtiirn Fn;^^7tSo 
±^©^^{3, * ?33^??£^« 1 0 0 frfi>Mm$tltz%L 

a i: U & L < , lor>>^;H^ S ig B #IE 

(D^mmvsi**: v 3 4 £«»b-ti>ay 3 >i;* h*m^s 
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^myt^j x?umn£.%km 1 o o it^iE^mwv^ 

*^§3^i?£^a 1 o o© i D B #i8'j^-'>3 
> u * h ic*s«$tiT*5e>i*> 4 xtaamm^mw i o o 

^iE^tf&S h¥U®rL -T&£>*>> t^a'Jr^ya-;i/ 

1 3 tyt^j x?$zmm£mw i o o cdmk&i^ ±t£*a^# 
Ka ■ VB<©ff-»fcfT^ it^i x^mmn^m 1 o ot-ii 

Kb • VA©ff-» Sfft^ £ 6©xffifll©Tti[ z t y h 

yy3>iKsehbtcne.-bJpa Uf-f ti/a — 1 3 hit? J 

xtmum&mw. 1 o o#±t^-r& 0 

0 0 l£ N * n-^tlffi^^^^Fo-C V^* 'J #>y-— ^ 3 > 'J ^ h con — 

V 3 >^1 — tO^-x. 5/ ^7 fefrl^s £ B©{££f 1X1^^5- V 3 > 

(Djj&ffi ^JliR 1 4XliR 1 5Ht> -€-©§f 

3 >© U #>T — ^> 3 > 'J * h ^ffi^^t'^^o -f&fr*^ t^ra 
U^-f ^^^L-;b 1 3T-(t t^^Y ^ ^SB^H^^S 1 0 0#«j$ 
LT^§ U tP^t — is 3 > U * b <Ds*—i? 3 >/n*— RevV B #\ g 
BODtf-y- — > U * b<Zm* — >^->y\*RevV At fc & &§rLO 
^^xyH, RevV A * s RevVBj; ») &#r L^h£. 1 

B^mn^mm 1 o o tz^^o x*ge^?*£sg« 1 o o 

V X b co^—i? 3 >:J->^*— RevV A #, g B© U 5j?-5r — S' 3 > 'J * 
h ®/t— $; 3 y± >^RevV Be fc ») £fr bi^frgfr^x y £ b> Re 
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vVB#RevVA«fc t> fcfrb^h ^jlRR 1 4 i: Lt, &E,<DftftL 
±^£0^ a (3, tB^#A» e»#f Liw* — 3 > a — ® i; tftr — 

^Sft3-fe>*T C0t^*;uS£T CSigfctftSEU 

S£T CSig^IE Ll^i§£\ U #>r — *> 3 > y FSffl^tgB 

£ s «f$ it y **>r — > 3 > u ^ h &M#f ( >; * h©7«;r 

7 s - r) tS. — rVtfrmZxl CSigtfiEL < ij 
3fc-f >f **l30l?£=giE lOOli, ^MR 1 6 £ Lt N 

KsetZTB&^bfcfllEnc (Kse, Kco) ^t+iijf^ya-jb 
1 3t«fgt5o 

■b^raUf^^a-M 3 fct, ^JUR 1 7 h Lt> .±§3^7* * 
*^§3fif?3E^e 1 0 O^^^fi^fitlfeiEnc (Kse, Kco) & 
■b yi'aVlKsetll^mtaaCk!), Hf^giKco£m^ 
U £<Z)l©-5f*Kco£gB#fto;* h U-^ftKsttZTHf 

^•YbbfefitEnc (Kst, Kco) >f * £ IBiiSifeilg 1 0-Olzm 

Hz + a'Jf-ft^a-M 3fr£±gBfiEnc (Kst, Kco) 

3&*£^ ft?* issuer 1 o fiR 1 8 i:it, ± 

8BBg^MKco£^TBg^bLfci3>^>y^-*Enc (Kco, dat 

a) zft^j xtmmtmmfai o©^*** 1 2izmm*zt& 

iZ s ±H3Bf-^||Kco$^ r U — ^mKsUZXm^it htziUEnc (Ks 
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t, kco) ^ga^-r xzmmmm&te i o©#^ 1 2tg 

<fH 1 ©Hflg©B98©I3®«La¥« (8¥«B2) > 
±SSIH 7 6D0JT?«\ ^ + aiJr^ ^E^i-;i/ 1 3 tUtr* *^85 
10 0 £i3^T* ^J6R 12, R 1 3 tc «fc a (3, g3tf 

{££flt^3 y s > u ^ h ^c^ft^nta^© i d tm 

M^tlX ^£*»S*>CDtftSiE£fT ^JHR14, R 1 5 (I t U 

^t^-^a > h©^*-^ 3 >±>m— ©tfiH^^ * ^n, if 

biwt — s; 3 >© y tftr — zs3 > V x h — s> 3 >© y 

% \z y 7jf ^ — s > y * h ©n— v 3 > ^ > /\-— © if la £ x. y z 
l> v 3 >©if y > 3 > y ^ h £ffl^T*i^# 

© I D#»«£ftT^£frS*»£tft8E-rs«I;5K: Lt*«tK ^ © 
i§£\ <&^ir Ltw* — i/B XDVWr — isa > y ^ MlcfcoTffi^ 

^^IJ^t^So m%<DVtftr — is3>VX h©M — i?3> 

j->st — ifim *) f#S©T% ttTClJB^It 3 > 

instate, ±jBLfc«fc-5t^ y — >- 3 > y b©^— >? 

3 >± — ©3PrlB£?-^ y £ I, ^ — ^3 >©if LU;£© 'J *"<r 
— >3 > y h Sffl^Tffl^SO I D^^aE^S cfcotc bfci§-£©^ 

:ffl@8(:i)^t, x^SB^H^^S l o o&, ^ 
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MR 2 1 £ IT, mmm7 (D^MR 1 1 £|5J4f fCSL$fcR B ££/#U 
1 3tt, iuH30 7©^jlIR 1 2 hPtHitc, fIR 2 2 t It, SLiS? 

RASfe^rs fcttizgrga^f^ffisS!i^ttgL»©KA*5fefdtu^ v a = k 

f y h R a 1 1 R b 1 1 V a 1 I R ev V A (C :r ^ # £ £ t, , » S ig A = 
Sign (PriKey Aj R A || R B I I V A | | R evV A ) C*ie>R A , R 

B , v A , r ev v a , sigAiz/^yv y ^mmmmcert^n^x^t^ 
* xp^mm^mm i o o izm& 0 

±IB-t?*:x >J ^ t^a-;H 3 fr£> Cert A , R A > R B , V A , R 
evV A , Sig^gVJ&Zt, ft? 4 X Z I3fil5£$m 1 0 0 fcj\ -fc 
3ro. t^'a- ;i/ 1 v ? @|Effi|8 C ert A , 5=^ # ;i/ 

-rt^a.-;n y*»af»SCertA©tfcSE&ff^ 

1 3 fcfia.&^-f * *tit«g3S8S# 1 0 £^IE&fli#i:#J& UT 

tJraiJr^ 1 3 ®;17'J y * MIE0J!« C ert A 

^8 1 0 0«\ ±83^7* U u/^HIiEB^«CertA^^/N o y U y *StPu 
bKeyA&#CA*l£o #5= -r ^ £ 83^#££|g 1 0 0 -te* 

^ 'J^^^^^.-;H 3^£>jgi£;*nT££SLgtRB^ SSOfc^-f 



WO 01/15380 




PCT/JPOO/05543 



45 



ztmmm£.mm 1 o o #^jhr 2 1 X'^mLtz^LmRsttmL < , 
£ t>\z±m7i;$ )vm& s igA#jEMST?&£ h^j^^nfe ^ %\z\t* 
Kommizmfr, z o-ete^m$£.i****- ur^ya-^ 1 3 

7 CD^JIiR 1 3 £ mmiZ, fiR 2 3 i; LT, Kb ( 0 < K b< r ) 
Vb= Kb • GcDat^&ff do fty* 4 X #1B»n£. 

ill 0 0J±, ±SBSL^Rb, SL^Ra, <tV Bx l> tf^— > a > U * 

h ^— a > i- > — R evV B ^ £ & £ hT y h #1 R b 1 1 R a | | V B I I R 
evVBlz^VZ frm&Z'iJ-iT S ig B = Sign (PriKeys, R b ||Ra||V 
B| | RevV B )££/& b N :Jlf,R B) R a , V Bj R ev V B , SigBf^ 
7V y ^tiMSCertEfcttttT-fe*^ »J ^ * ^ V a. -)V 1 3 izm 
-2> o 

±13^5^ X^SB^H^B 1 0 0 Cert B) Rb, Ra, Vb, 
RevVe, SigB&g:tf%LZ, t, -b^aiJr^t^a-^l 3li v % 
7 4 X ? nZUm&mW 1 0 0©M^<; y ^ftiEBJi»Cert B , 

^H^^B 1 0 0 CD/^U y *IIIM«CertB©tfcSE£fTHK #lx. 
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t B (DmiElZj3^XlE%X&Z>tmfe$tlfzWi&. -fe*i 

1 3«\ ±§B^° 7 'J y £8tSEW<FCertB*» ^;17'J y £ HPu 

t + i'Jf^ ^E^i-;i/ 1 3tl±KA- VB<DmW*ft^s 
zftv^ *^I2^S£s&g 1 0 OT-liKB - V A <DftH&m^ 

n^+a'Jr^J?j-^13 £3fc^;**i3ss£&si 0 0 

t^aiJr^ya-;H3 h %7 -< X ? HB^W^^g 10 0ft 
^#©^*-^3>^->^*-ds|5li:T-$,^^^, %?4X 

tmmft&mW 1 0 0 fct^Fa ijf^5?a-^l 3tt, *tl*tl 
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-fe^ri U ^ ^ ti/'a^ 1 3 CD I D A #g3© 'J tf^-v 3 > U ^ h 

*3^-C±t(c 'J tf^r-vs > 'J ^ h(z»«$*iT^3&^i:i|aj^^nfc 
t&^KfcJu ^©^HR 2 6 ©Jaaifcifttfo ttiiJr^ 
is*.— ;i/ 1 3 (z&^T, ft^-V ^ ^MB^S^^B IOOCIDb^I 

a© u **^— >a > >; * h cfli^nt^aa^tii, 

^^ib^s^^s i o o&JFmftmm-c&z tmfeVs mmya h 
n;i/^n7ti.c i«j < . ft? j xtumm&mm 1 o o (^^t, 

-b i Uf-f ti' zl — 1 3 © I Da^§3© U — 3 > U ^ h 

t^raijr ^ya-^ 1 3 * ^fB^m^gl® 1 

0 OK^T^ft-eftffl^tfftoT^S U#>r— >3 > NO 
^'-^ 3 >7->^ — (Dl-x. y 2 %ft-otz%£m. |Sm^-J(D§^ L 

3 ><t &ffe#cD/t— 3 >&m u^«£\ 2 
4 XliR 25i: It, ±S3$r bw* — is 3 >© V iST — is 3 > U * 
h ^ffl^^ClSo £©*r bt^*-v 3 >© U tf^-^ 3>'J7h 
*S(^fl&o feffl!lTfttaK«f ttwt-^3 >© ij ^>r-i/ 3 > ij x h 
ft/Bl^T* fl3^;£© I D CD^IESrff -5 o -r&fr*> N -te^-a-U^^E 

i 3 tytTj x^mmm^mw 1 o o « s ^n^ti^^K 

©ID ©1&EiE&fT5 o 

Ttet>-%m*.&. -tr^ri >; -r a.— >v i3©u #>r— 3 > 
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y* h©^-va>#, zttmn&gim. 1 ooo^iD 
*^-^3>y * h ^ffl^r^^v z?mmm£%im ioooid 

y >3 > y * h {3s3ffi^nT <^&(^ £ ^JgR 24tlt, 

mi o otz^^o si | jt^-i'3>ij^ h §§i^ofc^T-f x 

^HB§il$£§gB 1 0 0(t ZCDm^tiT %fz y #<ir — s>3 > y * h 

— ^isi bA^^a*^^ y ^ u ^e>n, torn lv> y 4t^-^>3 > 

'^hSffl^tt + iiJf-f jl— ;i/ 1 3 © I D aCD^IE&^tOo 
31, -fe^-iy^-f^E^i— ;n 3©ID A ^y^-ir — ^ 

i 3 ipf>^e»nT *fc^K«f L^/t-^ 3 >© y ^^-^> 3 > 
ffl^tgawbt^s*^ y ^^-^s > y * h siftSo 

Sfefl^ilix sfe^-r * ^IB^I?£^B 1 OOO'J 4?^ — i/ 3> y 

U^i§^. ft^>f **HB^I?£igg 1 0 0 -CligB^fififtS y # 
^r — ^3 > y ^ ^ffl^tt^a y 5=--f ^E^o.— ;i/ 1 3 CD I Da©H 
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— 1 3i4. 30if,nt#fe'J*'^-^3 >'J* h©^'— i? 
s >^>/\* — RevV B ^$fet^f ^3 >^ ws — £IrI b 

frh'O fr^i y >7 L s ££>tC N -€©$r L^V > 3 > U * h £ 

ffi^Tft^f ^12HS4££IS 1 0 0 © I D B©t£iE£fTl^ ^©tfc 

ie©*s^ it=r 4 x tmnn^uw 1 o o © i d b # u #>r— 3 > 

0 zmztiX t fc«f Lvwt— 3 >© i; 3 > y ^ h p*g(z 

g£T CSig^IE L^S£\ — $✓=,> ij* ^ffiutgB 

CSig#IEL < JSci^»^ti x ^myu h3;i/^^7t§. 

^©gK ft^-f ^ ^IB^W^^g 1 0 0 14 N fIR 26i: L T > 
#5** 7^1 2 tCfB^-r?>3 >5">^T r — ^ $:B^^-Yb-rSfe«)©B^ 
-5fitKco£^#K £©Bf^iiKco£-fe y ^ 3 >H K selC T Hf^ft b 
fcfilEnc (Kse, Kco) ^JraiJf^^i-JH 3tC^{g-T3o 

-b^ri <J^^ ^o.-;ui 3(4> ¥JHR 2 7 It. ±13*^^ 

xtmrnm^mwi o ofrzmmztiTgtzmEnc (Kse, kco) & 

■fe^^3 >HKse^ffl^Tft-^-r^c:^(C4 ?K Bf^UKco^^^ 
Us ^?>('s C©Bf -^HKco^SB^^-ox h b — ^HKsttCTBif 
LfcflEnc (Kst, Kco) ^ftr 4 X 2 $EMn£.%iW 1 0 0 

t + aUrY ^E^i-;i/ 1 3 *>£>±g2fiIEnc (Kst, Kco) 
Sl^hs ft^ w X ^g30^^^g 1 0 0 (4. ^JliR2 8i:LT^ ± 
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I2Bg-#®Kco£ffl^Tl£-t-ft ^fc^ >7 i >rV5 s -^ Enc (Kco, dat 
a) fcft^* **tiffRgE»at#; 1 OOjfe^ i 2 KSBSf S h±t 

id, ±I2B^-^^Kco^^ h b-^UKst^TBf-^fb bfcfSEnc (Ks 

t, Kco) *>±&yt7 : 4 ztmm&mmfri o©^^^ 1 2csa 

xzazmntamw 1 0 ovx?*** 1 2*e.r-^*s4t5f 
mm iooit -t>^TCip^^^feiD, ^raati©^©:/ 

is 3 > 'j X h £±§2^*1^14* tE U 1 10 (ztSMLT* ^ * fcHO 

«B8^©75>f ^ — hit, 7t^Uy^«| x ;^7U y ^f«0J3«, 

-So ^t** * ^§2^??£^g 1 0 H^-T^t 5 — 

>^7* I D (Recording- ID) &fcJoTl^3fcCD 

1 £ IT, Jte^-r * ?m ?5§B@&tt 1 OO-fe^a-y^-f^i — ;i, 
1 3(:^Lt, 3ti*?>T- *©ff££fT? d ££^-rS£i3 v> 
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H#IE L^d ^©^HEiis 'J iRtr — l/ 3 > D * b «3ffi^;ErcD I D ifi 

^ ^^tife^fi^n^ffl^rs^©';^^- — >-3 > h^Mif 

Bg^b £©Bi?^itKco£#7^ **S3»|f££S l 0 o#fcl 
^^^'tt^^E U34 LT^32K SlMi^^a 'Jr-f 

— ;n 3 a*^ tt^^^ h u—vrnKstzm^x^mife^m 

Kco&m^fc bfefiiEnc (Kst, Kco) Lt^f f X ^ 1 2 KgE^ 
se-emf-^bLfcfiSEnc (Kse, Kco) ^ ^ IB^S^^B 1 

o o kissso it? -< x$mmm£.mw 1 o o -e&s ^KfitEnc (ks 

e, Kco) yUKse^ffl^r^-^-r^^^tCct DBg-^HK 
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^-f X* l 2 fr*>±g3Bg^Kco£Bg^b bfcffiEnc (Kst, Kco) ; 
£M<frtiJ I, itl^t^raiJr^ fya-;b 1 3 fC^<g> 0 -fe^r^ U 

Bg-5§^Kco£f# N ^tL^-te y i/aVaiKsetfHg-^-fb LfcfiEnc (Ks 
e, Kco) ^jlSP 5 h b T^fc^ ^ X * H3i§W£s£g 1 0 0 fz^So 
#■7^ **Sa»f?££fi 1 OOlt ^^filEnc (Kse, Kco) &-k v 

^niP6i:LT. xtmmmsimw i"o o& N ^ 

2*»t>, ±83Hg^itKco£^TBi^b£ftT^£7 :: — # 
Enc (Kco, data) Sgg^fflU 5fcfc8Hf b fcBgHg-«t K co£ffl 

3 o 

<iU ©f?ffi©B^©B£M^j]I (Ml) > 

Ell OKI*. ±I3H7 (C^bfcSg 1 ©^Jg©ff^^©^^-f X*I3 
^S£^B 1 #5*^ *^f»*8I3$i^#: 1 0 z ^ 1 

2 ±ffltt^b£nT^3 7 ? -*fcS&*fflr*^©^M©I*«l 

-f * ^S3^S££lfi 1 0 0 i:i§#f|gi;o^t tr j ©A^Sft 
U t^ra Uf>f ^E^jl— ;b 1 3 fcasa^-filfflfcovi-r Ta j 
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mn§z&w i o o *v JL—))/ i 3 « N t>^Tc* 

^mmn^mm ioocidb), &mmm^&<D7°^ << ^- hn, 

^n^tL^jts-r z^w ^ 'j 1 1 o , 34 iz&m iti^o 

11 oti5^t, ft?, * ^mmn^mm. 1 0 0 ¥in 
pi it it, tssBsa^*: notify aiK^^gp 1 0 7 tc-c 6 4 t? 

1 3fcfc> ^JliP 1 2 £ lis HuIBI3^^hl5l^(c. SLg[#g£gfl3 3 
l:t 6 4 b: 5/ h©SLifcRA£$g£-T£ 11313 PI «©«fc«©fllr£ 

ft#^fcfcSLSCDKA (0<K A <r) &£j£U BuIS E C - D H T )V 
JUXA©ilgi (7ry71) I:*^TVa=Ka- GCDff-J** 
ff^s It, hubBE C — D SA©fi£T,>l':J , JXA£:ffll , >"t\ ±!B 

^-RevV A ^f>^-5tf y h^JR A | | Rb| | V A 1 1 R ev V A lZ 5 s V *? Jl m 
&*ft-oti S ig A = Sign (PriKey A , R A | | R B 1 1 V a 1 1 RevV A )£t# £ 0 
t^raijf -ft^a-^UIt Z\tl R a , Rb, Va, R ev V a , 

1 0 0 iZi^ ^ o 

±!3-b*i Uf-f ;i/ 1 3 irZ Cert A , Ra, Rb, Va, R 

evV A , SigA&gttmZ ^r^^lBiS^^tl 0 Oli, ffi 

7&<DmM8fhmmiz, ec-d s a(dm.bmt jvzi u xa^«i^> 
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^W^SigA, IDaCD^IE (^m^^) &fT^o ?tzt>lb, 4 
7 >7 g3^B£^fl 1 0 0 It, •fedpa Ur-f t is i.— ;i/ 1 3 (D;i7 y 
y *»SEW*CertA©tfcSE£fr^ ^I£t£§iE£^;*T- 1 ^ § 

1 0 £^iE«f*:£<fr& IT^17D hnj^Hjt, — # N 
^»giEB8»CertA*»e>>'^'J y ^SiPubKey A £3McAft3o 

;i/ 1 3 fr*>Mm$tiT£fzgLmRBt±m^imp i i 

;i/ 1 3 £#x.fcft-7^ **t£*fiffiS8lft; 1 0 tf^iE 

t^ssufe -i, < . m.-?^*/* )i,m& s igA^jE^T^-s tm 
fcztitztz^ mftcDmmmtmmiz, yt^j 7^$Bmm^^m 1 

■Jr^^a-M 3© I D A&m& U #>r — a > U * h£JB«£ 
nT^&^-Z fcfetftSEU *©t&SE©|g5i N ±IB I D a # U tf^- 

^ 1 3 *ffiz.tzftTj7>7mmmMMfo 1 0 &^IE&!£#T*&.g> £ 
¥U*£U ii7nhn;^H7t5o ±gB I D A #^I£ 'J tf^ 

£\ **S3SIS£8* lOOIt ¥)HP 1 3 £ bt, huIBbB 

SBSfcl^tBfcix 3f^ffi*^ttaiS[©KB (0<K B <r) ££j$L, 
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HUSBE C — D H T )VU >J XA©| 1 ISRt (^f'y71) tC&t^TV 
B = Kb • G©Ht^£f? W fuaSE C-DSACi^ZJl/J'J 

SL^Rb, SL£fcR A , {IVb, n-i? s >i~ — Re 
vVb^ £ & £ t* v h ^'J R b I I R a 1 1 V b I | RevV bIz?V # )vm& 
■^TSign = Sign (PriKey B , R B | | R a 1 1 V B 1 1 RevV B £ 0 %? 

<< xzmmtm&mm 1 o cm, cn^R B , r a , v b , r ev v B , s 

3 (3j^ 5 o 

±13:^ f ^ ^E3$if?££IB 1 0 0 t> Certe, Rb, Ra, Vb, 
RevV B , S ig B £ t^ri 'Jt^ tya-M 3lt E 

c-d s AomwTjisn- v zA^m^x, x^tEmn^^m 

1 0 0©^7>J y^iSEWlCertBx 5 s 5? * S ig B , IDs© 

^HM«CertB©1&!El;::^TIE^T-&3 ft fci§-S\ ± 

83^^ U y ^lilEB^aCertB/^e,^^'; u> ^HPubKey B £3M;: Aft &o 

0 0 *>£>jgi££ftT £fcSLgfcR A £:, 5fe(C^jlIP 1 2T?£j$LfcSL« 
R A h## L < x lofiJ^M^ S ig B #;E^T-&3 ii^J^ftfc 

100 #^ie&£ikt-&3 tmm vmrnrn 

f <2>o 
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tz$L®.RAt9clz£mLtz&<D£ ifi^L < , lofy^^ s ig B 
.X^EfiSigg 1 0 0 © I D B # U #^-^3 > U * h 

*n-c^s»^izii % is&^-f * *gess£8H i o o ta^iEfc 

it"? j xtMznm^mw 1000 iDB^ii^^-^g > v x 
hizmmtttiT&b-fs ^(Dit^j x^uum&mm i o o#iemj 
-ess tjfe«-& N -r^^^-fe^po-u^i' "e^zl— )v i 3 tyt 

* *JE»S£§gH 1 0 0©M#(3i5OT, #IE^*C 
tb 3 ttftmgtLtzM^i, t^a'Jf ^ ^e^i — ;u 1 3tliK A - V B 
©ItH^mv Sfcx ^r^^gBSSiillOOTIiKB- V A 
©tf^^rfr £ £f;i-£tL£>©xJffi*I©T{iiz My h y :> 3 > 

i o o ##wrso 

fifl/tt^Sn-yg XDfttm bl^»£\ ^J©P 1 4XtiP 1 5 h 
bT, ^©§r bVv*-S?3 >© U 7}t^->>3 > U ^ h £*B^;£l3i£ 
So d © <£ a ffi^^fr £>gf blw* — ^ 3 >±>yN* — © y #>r — 

^>3>«;x h#jS&*iT ^i^u^^r-^3>y^ 

W£T CSig^IE b^ii^tC©^ ^©U^>5r-^3>«;^ b£ffll^ 
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^^-r ^ ^ib^s^^h i o o ii x at-^fb^ft-r^-s^— 

EI10©#|-?i± N tdpaUr-f ^e^a-;H 3^^ hl/-^ 
^Kst£ffi^Tf®^b LfcfllEnc (Kst, Kco) i) s )tr 1 2 f 

I3ii£ nr 1^5 h?Z>o )fef^7^HBiff4ill 0 0 

(i^ 9c?, ^MP 1 6 h LT, ^^-f * ^12 *>£>±fEX h b — ^ 
HKstT-B^^-liKco^Dg-^'fb LfefiSEnc (Kst, Kco) SSfc^fcUU 
^td^JlIP 1 7 i: It, ^l^fitEnc (Kst, Kco) ^Jra'Jr^ 
1 3 izmz>o t + a 'Jf-ff^a-;!/ 1 3 -efcfc. 

h ]y — ^ttKstSffll^T Ztl%'&^ LTR£-5fitKco£?#, 
^I^Bt-^UKco^-fe y a >HKseTHg-^<b Is ^©ffiEnc (Kse, 
Kco) SflP 1 8 £ tt^f>/ X^IS^W^^B 1 0 0 izmZ o ft 
-t^ *^I3^H£^B 10 0ft ^i^fSEnc (Kse, Kco) y 

^o^> ft^-r ^^SB^S^^B 1 0 0 li, flPigtJ;!), 
Bt-^UKcoCTHt^-fb^nT^S^-^ Enc (Kco, data) £ft^ -f 

±13111 1 0<DmtH£. -fe^ro. U^^-^E^i— ;i/ 1 3 tfty** 7>? 

tzmm^mw iooi:i3^t, ^jimp 12, pi 3t:iac, §b 
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mmz tix ^ z tp^frcD&tmzft ■? tz'&, ^mp 14, p 1 5 \zx 

fr Uvw^ — v 3 ij ^f/r — ^ 3 y yxh XS^/i — i? 3 >© 1; jj? 
\^tzMU(Dm^tmW.\Zs 9c\z y #>r— >a > y N<zm-^3 > 

Z> <fc a tz £(^ 0 £©i§-£\ i&"T*r L^A-^ 3 >© 1; ^-ir — 

is 3 > i) X hlZk-i-Cffi^ftcD I D^fi ^ ^ £ 2x S £: #k <£ D fit 

Lfz ct o iz, U #<{r — a > U X h CD^\*— ^ 3 >^->y^ — CDff 
IB^^^ u> 9 Ls yl — 3 >©ff Lt^© U stf-Sr — 3 > y ^ h £ 

^IliP 2 U ffjgBEI 1 0 OflP 1 1 fcP«t^a»RB*^fig 

lz M Z> o 

1 3 it, hu §20 1 0 (D^MP 1 2 tmmiz. if jliP 2 2 £ It, SL 
^RA^HuS2^f^M^O{iSL^©K A ^:^^b. V A =K A - GcDst^ 
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fctfl^N MtfulBlRUf £ \± v h R a 1 1 R B 1 1 Va| |RevV A £^v# 
JimZZfi Sig A = Sign (PriKey A) R a 1 1 R b 1 1 V a | | R evV a )£ 
ZtlbiZsi^V y ^ItsiEBJ^CerU^ttttT^^ ^ ^ IB 

uw&mw 1 0 0 izm&o 

±l3-b^r a- 'J 5^ ^ isz.— ;i/ 1 3 CertA, R a , R Bj V Aj R 
evV A , S ig A £§ttIfc£ £ N f * * HB^S^^ffi 1 0 0 & % -fe 
^ri Ur>ftya-;i/ 1 3®^7'J y ^litM* CerUiiT^*^ 
SSS igA©^liE&fTOo -r&to-fe, ^^HB^S^^g 1 0 0 

llsiEBJ3»CertA<Dl&IiEf:::^TIE^&£ fc*U^£ ft ± 
SB^^'J y ^^mmmCevt^h^y U y ^HPubKey A £3MzA*U 

^^ra'Jf^ya-JH3 £ Mj£ £ ft T £ R B t ¥ 

HIP 2 1 T-^^cU^SL^Rb^ < > fio^^^^SrgSigA^ 

looii, hi o©#jiMP i 3 tmmiz, ^ump 2 3 t it, 

Kb ( 0 < Kb< r ) U V B = Kb • GCDftl? £*Tl^ JEt N 

SL^Rb, £LifcR A , IVb, y\*-^3 WN*-RevV B fr £>&3 K 
y h R b I |R A | I V B | \ viz? is # )\,m&$:'tt oT S ig« = Sig 

n (PriKey B , R b | | R A | | V B | | RevV B £ft£R B , R A , 
V B , RevV B> S ig*\ZJ*7 U y ^gtIEBj§* CertefcttttT-l? ^pa V 
7=- >f i; jl— ;i/ 1 3 ££§3o 

±IB^5 :: i' *^gB^I?££IB 1 0 0 fr*> Cert B , R B , R A , V B , 
R ev V B , SigB&SttflfcS ts -t?^a'Jf^^a-M3lt ft 
^-f X?$Zmn£.^W 10 0 ®/^'J y ^HIEB^# CertB, 7 V 9 
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S igB©tfcSE£ff "5o -fedro. u =r 4 ^ s^i— ;n 3 fcfc N _hH2^ 
7 'J * *«IEI!B*CertB<Z)tftIiE<D«S^ iE^Tf&S ^^^tifcjg 
£\ ±12^:7* 'J y ^USEB^ft Cert B fr hny \) y ^HPubKey B ^^t 

^^IB^H^^M 1 0 0fre,£S£;3cftTSfcSL 

*^ge^s£sgg i o 0T-iiK B • v A ©fti¥£mK £ e>£ 

*i 'JrY^^a — ;i/ 1 3 2:^^ **f3SH£SB 1 0 0 ifi^m 

si o o©^#(c*5^t, ^t*g^#iE^&s£i&si£ft£i§ 

1%, t + aUr^i;a-M3 #5* * * 3HS 1 0 0 

^mmn^mmi oott^aUr^^^a-M 3& N ^n^n 
— ^ t + aUr-f 1 3 tyt^j x?t2mm£.mm 1 
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4XliP 2 5 t Lt, ±SB«f — > CD < j # ^ — > s > > j 

£§(«o£#J-efi^g£#f Uiw*-^ 3 >© U tf^-V' 3 > U ^ h 
£ffl^fc*g¥;£© I D^giE^r^TO t^iz^ — is 3 >CD U tK>t 

->> 3 > V * h £MfrlT 5o 

?<D'&, X^IB^S^^S lOOIt ^iliP 2 6 <h It, 

ft^-r X P 1 2 6±g3* h b-^H.KstT'Bg-^SiKco^Bt-^Yb b 
fefjtEnc (Kst, Kco) £f^tBU ^('¥H1P 2 7 £ ^^fS 
Enc (Kst, Kco) £-tz*i 'J 5^ ^E^zl— ;i/ 1 3C15o t^a'J 
5^ ^E^i— ;b 1 3 d&i^T, * h l^-^HKst(c J; ^m^^ti, 
mizt v is 3 >mKse-cm^mKco&m^it LtzMEnc (Kse, Kc 
o) ¥HIP 2 8 £ LT^^r ^^HB^W^^B 1 0 0 izMZti. 

* ZtZmm^W 1 0 0 i^ffiEnc (Kse, Kco) 

>r>3>iKse$:ffl^Tlft5ui:T% Ril"^"iiKco 

^fc^-f ^^S3»ff^«iB lOOfi, ^MP 2 9 C«fc !K ^t-V 
"r — #Enc (Kco, data) £^^£ijU 5fet;^f# LfcBg-Jf 
^Kco£fl3^T, ^©^-^-^^fdo 
CSS 2 (DmmcDmm (IM4, Dev4) D 

*«W©*2©HflS©^j!8"T?tt, «*SBS»&#*: ^ t U fit 

El 1 2 (3 lis * * 'J ffiH88B&&ft 2 0 O^^^J * 
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^Cii^Jili77^i/aR0M J pEEPR0M, 

MfcMRAM (Magnetic Random Access Memory) t£.¥) p< 

±IBt + a'Jr^ ; E^a-;i/2 3l±, III 1 3 £ 75 -f J; ? £ , £g 

£g£gfl4 3, ^»$Btt*^EU 4 4, Um^A 5, g3S8Etf:>f 
7 :n-*g{$4 6 *mx.XUZ>o 

^mt LT^glW ^-^gP4 1 *iit^5 0 £fc x 

-fe * ^ U ^ -r a. — ;i/ 2 3 fcfc N & — MJ y ^ 2 lF«3©^^';g|32 

7s (0Ji«7 7>^aROM-f >^-7i-7!&if) 46^fit 
43*). tfetfots H<JS3^ 'J SB 2 2 -\©+»|g©HS0 ) N 

S£ (Wtfrtti L) lis ii-b^ra 'Jf-ft^i-;!/ 2 3 £^LTfT 

co-fe^ri ^ s;^— ;i/ 2 3 nu<D^m%>&* =E 'J 4 4ii, 

t5fci&©*SiO^ ■£ U nfl 2 2 ^Ctl^©fig)&ti$g§|30-r § 
^^*t^5o <I ©t§-£\ «fcffii4©4fc£fcfS#t3 0MTtt. -fe^j. 
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&2 2(D7n y # <D\,\t>Q> & I CV (Integrity Check Value) £st 
f l^ <J ^ * ^^i— ;p 2 3 1*)©^}? #gf£ * ^ 'J 4 4 CtgiM 

L T & £ > t^a Ur-f ; E^a-;i/2 3 ^© ^ g'fflJ 22ipf, ftffl 
^i^^tblt-^(CStN"^© y ^ CD I C V£if-|? L, tS^ltfe'S 

fit it «c-r * £ £ £ «fc o t tt$g^afe £ n t ^ * ^ z t & m m -r 

ICVIt &Z>^'-* <D5u±& (Integrity, &&/u$tlX^t£\,\ 

Ur-f t^a — ;i/ 2 3©X h 1^ — ^HKst) h&A;£f 

3tit«tii«x _hS3cD|tJ^fjl^:^n ot^^-fe© t ti*iZM<£>7 : — # iz 
M-?Z> I C V^tr^-r^xl fc#3HS±*C£«:^fca^ flljtfcC^— * 
#^S£ftfc<£ o ^c^th L IS (C R if- £<**l 

£ I C V £H3!ilSHZfm;*ft-T-fe*i 'Jr>f -€:xi-;u2 

HS-fe^iD^^^A — ;i/ 2 3 i±£0 3 £ h ^ 3 <fc 5 I;: & 3 0 
I C V*ff*-rS7'';i/Zf 'JXAt lilt &B8«B&^ttffi 

AC (Message Authentication Code) f^J5K7';i/ J r, JXA N Ho§^ 
v ^iM«*fflV^ST;i/=f U XA^^ASfe^o I CVtootli, 

Menezes^f©, r Handbook of applied cryptographyj x C 
RC, ISBN 0-8493-8523-7, pp. 352 - 368(3 P b l^JBS&A** £ o 
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ei i 4 its ±nzm 2 <DmM(DBm<D*^ vmm^mt^i^2 oizn 

i: It, Aa j ,^SS^2 0 1 , »pg&2 0 5, A£gB2 0 6, SLf&#g 
£lgB2 07, -f>^-7x-7g|5 2 0 8 , mm^2 0 9, ^Jf^-ffi 

p<-e u 2 i o tezzmpLrmza 

W&mm 1 0 0 ^-?-©^fi5c^B&^[5l DTfe-S^, IH 3 IZ&lfZ #7* 

^ ^ 1 2 ffl©#f^fft-e&3;* t>KM-^iou y 

K 1 0 2 — tfdlSg 1 0 3 & £&#:£-tir-r\ -fe ^ 

£^bT VtitlRBB&$ft 2 0-n©S3^ 
/ff£©fc#>6D-f >*-7 tfmtf ZtlZo &:Jb\ El 1 4 

tJra Ur-f •€ — ;i/ 2 3 7" ^ -fe ^ 3 S6©^ — 

4ffii§i^ p<^e >jfi?ffi§B&21tt2 O0AW?2 4 t. ^ * U 83 
2 0 0 ©AtfJ;«^ 2 0 1 #*mtfJ£gM£<*;h,ao 
IE0/I?£Ih]S& 2 0 4 teu mU^Pgf5 2 0 5 C<t V WW t) 

£ft3Bf-*§fcSi5 2 0 4 Afc&-^SB2 0 4B^ft5 o B&^tiBB 
2 0 4 Alt 82«^-h*^(3, ^^ipe>aB«M^©««&*S^Sfc, 

U «fRfa®JI#: 2 0©*^EiJgfl2 2 Kf3S£#5o MSB 2 0 

4Bii, s^^-h-B^tc, **vmnsammi*2 o©*^ uas2 2 
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A#£P2 0 6 It, MI3E1 3 (DAJjffi 1 0 6 tmffilz, 
>s ^'fs'f, h ^ > h D-^^^-tict t)*l/ifc<**u j. — -tf 

AtSo fKffllSB2 0 5{±, H31f£ftT l^SF/r^O^ > ^i — * 7D 

SP 2 0 5 ©Mfflltw cfc t) . ffi£©gL»&#e£-r 2>o -< > * -7 jl-X 
2 0 8fiBtt, ^ Utit«gB»&ft2 0 ©-A fcB 38 ^ 2 4fi^t U 
g3»S££H2 0 0©Aft;M^ 2 0 1 ^bt, UtiSfciB® 
2 OcD-b^ra-U^^^E^a. — ;i/2 3 i: © MX* ^ — # ©gS £ fr 

$ <b (Cs £©ff§ 2 a>mm<DMm(D * * Us3Silf£=g» 2 0 0li, 
SI IV ^ 2 0 9 h^iilStt* t'J2 10*feiitV^o dft fc«JV 
SB 2 0 9&Wi?$gt?M >J 2 1 0 tt N Hugaia 3 ©^^©vumgp 1 

o Q&if^jf&tt*^ u i i o tmmomm&ft lt^Zo 

&(C N 01 54»?»H1 8Sffl^t, fg 2 <omtl&<DBf&<D * * U S3 
iff4i!2 0 0#**UtiMRIB88l<*;2 0 £ *gBS"r -5 ^ 

nM(DBM<D*'EVmmiZm$fa2 0©-t?3ro- Ur^i;a-;i/2 
3l±. T C2p£#;L £>*lfc I D N ^PgHBg^^©r^^^- 
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X h £±H2^j? ^ 'j 4 4 HMLti^ 0 

1 <b bTs ^ ^ U ti$EHB^£gf*2 0 ©-trdri U ^-Y ^E^i— ;u 2 3 

lzm<omT ?.li§l/3-r^ D (Recording-ID) ££5££ 0 

^jlgR3 2hbT, * =Z D IB^S^^B 2 0 0 RZF * 'J 
tit *gHBii*£# 2 0©-bdra. Uf^i^x-^ 2 3 it. _tl3I2^n x' 

££ N h>jI2EI6 0 3 , R4^|Sjai3, HI 1 5 <£>^]H P 3 3 , 

fc>^ ^JUR 3 3 £fi N -fe*- jl 3_t©'J^^- 
i/3>'J^ h©^*-^3>^ N HB^B£glK2 0 0±©'J^-i/ 
a > U X h^/t-yaVj; ») fc*r L ^*-&JC £ J* 5 U 4t^-^3 > 
'JXhCin^^bt*^ £fc N 3MBR3 4£fcJ\ IB^H^^S 
2 0 0±<£> »J — 3 > ij ^ b(DJi~^3 -b^rZLU^-f^ 



WO 01/15380 



# 



PCT/JPOO/05543 



67 

— ;i/ 2 3 ±cd U #>r — ^> s > U ^ h ©M— ^ 3 > «fc t) &#r bi^ 

^JIpR3 3, R 3 4 £ 'J — 3 > U * b©j&tt 

li> ^©¥A1R3 5, R 3 6 (C^ttST 5 — *©iB»fcJIBJ?#iiu& b 
"tfcfrlsfr&^o D N ^JliR 3 5, R 3 6 (Itr — # © S3 
ff ofe^iZ, fIR 3 3 gfeVMiR 3 4 T»© »J #^—> 3 > 'J X h © 
mn £ ft o «fc o £ b T * <£ IS 

©ife^&hbTfi, WTtiE^SB&^a^^^ (11) 73rMBg 

(i 4) ©a t>©— o*fflv%n« cti^o 

Bg^lt&^?Ji£ (11): 

^a'Jr-f ^e^o.— ;i/ 2 3 Bg-^UKco^r^^rt ^£ © ^ J? 

SBtt* ^ >J 4 4 (C^^-r^*^ t^ra'Jf^ ^E^i— ;U 2 3 #i^#> 

fcfilEnc (Kst, Kco) "Jf-f t^i— ;i/ 2 3 fl*©p< 

^ UgP 2 2 lZfeM?2> 0 

m^m&feum (12): 

^^ri 'Jr-ft^a-^ 2 3 A SJ ?^tS^bTV^SX h U-i^iK 

X h I/ — ^«Kst£±SB-fe y ->a >HKseT-Hif-Sf>fbbT^ ; e 'JIBS 
B^^B 2 0 0 tC&So 

m^m&fejim (13) : 



WO 01/15380 




PCT/JPOO/05543 



68 

%^mtz¥?tm^xmtz.\z%>£ts*s:z> 0 zooms, -fe^y-x^ 

2 3 #^f£Bt-5g-i|Kco£±g2-fe y i/ a >HKseT"lf -Jf ft U 

t^ : e , JIB®S4ii2 0 0(:i§ o ^^a'Jf^^a- 

t + i'Jr-f *z¥a.—)\, 2 3 ^^to^M Ltu^^M/ 
-^»Kst&ffl^T±g3ie-^»Kco%ie^Yb LfcfifiEnc (Kst, Kc 
o) *±S3^« USP2 2 tfSiSfl-r'So 
£®^@&^?7& (14): 

S 2 0 0 *SBg-5§-HKco£-fe v > 3 >ttKset?H&H§-fb Ltt^aijf 
^^^-^ 2 3{3^^»o -fe^o. >J ^ -< tyi — Jl' 2 3{iBg-*fi|K 
co£££l^0FW©^Jf $gf£^ * U 4 4 tClSW-r y 
■5 1 f jx — ;■!/ 2 3 ^«>MIT^5 7 h U — i^Kst£fflUT 
Hg-Jf j|Kco£H&-^<fb LfcfcEnc (Kst, Kco) ^±g3^ ; &y^2 2 Jc 

±i£L£Bg-^tt&^;£& ( 1 1 ) 73rM ( 1 4) ©fqJftfrfcffl^T 
Hf^«Kco£$*;£bfcfc&«, fiR3 5i:Ut, * ^ y 13 

ifi4§12 0 0H\ **ytiffRSBS*Itf:2 0 © ^ ^ y 2 2 £ 13 

^Enc(Kco, data) £ -t? 3r a. 'Jf 'f a — ;i/2 3 izizkx&ir %> 0 

^©^(Dt^aijf ^^a-;i/2 3li, fiR3 6tlt, ^ 
SEHt-^-fb^tLfe^ — ^ Enc (Kco, data) ±tttmm.(D * ^ y 
2 2 (ztS$rt1-^ 0 
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€ya-^2 3 CD^|?|gt$* ^ <j 4 4, Xfc**^ U SP 2 2 £ S3 
CD-fe**K x ±83H&^-fbbfclf^lSKco£ga»-r<5&ifbTx 7 s - 

W^^M 2 0 0 #B&^§tKco£ifc#>e>nS;fc#^ ;>< ^ «Jf3^W£^ 

tt$BH3®^te2 0©*^*^^eUg|5 2 2(zgBit^So 
<lg 2 ©H«B©^l!8©gaSiftia^JIS (P«BI1) > 

11 6t:li, _hS3El 1 5 bfcfg 2 ©USteOBS© ^ ^ 

usb»i?^«{B2 o o am ^ mm&mmi* 2 oct*— *£ias-r 

2 0 0 l"B j ©;fc^£<t U ^t«J|f 

&§B@ggft 2 0 co-b*^ »j 5=- ^^a-jb 2 3 iz^^ttfglco^ 
T r A j ©A^fcttbTl^So El 5 tflttWbfcCfcl^titC 

^ U I3®I?£&H2 0 0 tt + a 'Jf-f tyi-jl'2 3 fci\ -b > 
^TC4»ti4i?)nfeID (•b^a'Jr'f : e^a-^2 3 © I Da, 
* * D §3^S££I® 2 0 0 CD I Db) , ^M^tBlf-^^©^^^^- h 
Sis /^U y tmwEWm, SU t, J^v'-^3> l J^ 

h*. ^n^eti^/^-r z^m sgts^ ^ u 2 1 0 , 4 4 izteiiflbTo 
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-2> o 

0 1 6<D^jliR4 173rS^IIIR4 6£Tffcj\ iuM L fcfjl 1 ©USE 
(D&WUZ&VZEi 7 O^iiR 1 1 Tbm^MR 1 6 ST' t*&*m 

;i/2 3ii. ^HR 4 2 i: LT\ SLIStR A ^ K a££/£ U ^(;V A =K 

ft£R A> R B , Va, R ev V a , Sig A i:^ 0 7*U '3/^llliEB^^CertA^ 
**'JS3»?f£gB2 0 OCiSo t^a'Jf-ft^i-^ 
2 3#>;*>r— > 3 > h £&£&^®iirsUWiMffl L&^i§-£ 

±l2-fe^rzt iJr-f : Eyi-;i/2 3 frfc CertA, R A , R B , V A , R 
evV A , SigAfcSttafcSi:, 'JiBiS4^f 2 0 Oli, 
^ ^HE0jmCertA©J&lE£m^ * CDtfclE T- £ & \>\ £ £ (3 

2 0 *^iE3&ii#i:^& UT^Srn hn;i/*jKF7L. 

± 13 ^ r U 5/ ^ fit IE W • C ert a *> ^ r >J y ^ @PubKey A £ ^ £ Aft 
3o &tZ. ^ U8B»S^^B2 0 0 ti % t^aijr^^i-;!/ 
2 3 *LTSfcftRRBfc % 5fc©¥ilIR4 1 LfcSLifc 

Rb ^^^ L < ^ fiOr^^M^ S ig A #IE^T&3 £fij^£nfc 
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^i^snfc*:^ ^ ^ >j sb@5£§£8 2 0 0 es©^*f#gtt^ 

t 'J 2 1 0 IZfem L T l> -5 U — s > 'J ^ h -tr^r^ 'J 

3 £ ^ U tifffig5&&ft 2 0© I DA^ii 

(is ^l^-fe^i Ur^ya-jL- 2 3 £fll;l fc* * l> titfBt3S8l<*: 
2 0 tt^IE MJ^L. li7D h^jl/^Tt^o - 

;>< * >;8B»H£^B 2 0 0 li N ^jliR4 3tbTs Kb^/SLTV 
b = Kb- G©fm£fr^ Mlz, ±IB£L^Rb n SL^Ra, fjtV B , vn* 
— v s RevV B *>£>&£ y h ^Jtz^^^l/S^froT 

Sig B £?#3o &J3^ 'J83^l?£sgS 2 0 0 fi, £ft£>R B , Ra, 
Vb, RevV B) S igBt/iyy y VmmwmCerU*, ^ 4 

^>^i-;i/2 3 izmZo ^ ^6 UaBM:£=&B2 0 O^U^^r 

±E3^^E 'Jg3^H££l«2 0 Ofr^CertB, R B , R a , V Bj Re 
vVb, S ig B £§ft^£ t^raUr-ft^a-^Z 3li> ±H3^° 

>y ^HIiEBJ«CertB©^liE$rfT^s ^l£t£IiE£^*T' t&l^ £ 
ICIt 'Ja3»«£§&S2 0 0 £^IE&£lfi£:^ft Hi 
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mCertBfr U y ^HPubKey B £3M;:Aft6o -fe^U^ 

£SL^R A £3:^JIiIR 4 2 L fcSLgfc R a £ U < , 

<^s z ox*i£is^m&iz&**: u gB^s^^a 200 ^^lE^^a-e 
±m**vmmm£.mm2 o ofr^^nr^sLifcRAhsfct;: 

-€ U 4 4 UThS V^tr — is 3 > U ^ h ±gg I d b # 

i^SM* UIH0S^^B2 0 0&^IE&^H-efc-5 

±12 I D B *s U **>5r-iy a > <J x h izMM £ tlX ^ 
-fe^i >J ^ ti^a-^ 2 3 ii^^E'J le^S^^B 2 0 

5-^ *i/3.—)l< 2 3 fiiK A • V B <Dif-^£mv ^ 
U§3^#?£^S2 0 0T-iiK B • V A CDiHf£fTVK <*5JC*ne>© 

-r ^E^^-;i/2 3 fc^yg2g?f£^B2 0 Otfifc^-TSo 

t + a'Jf^ ^>*i— ;u 23i:^f J J s2^??£^S 2 0 0 
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fc^iis — ^3>U*hrti-^£ft&^>*TCCD^v 

T C Sig^r^lE U ^I^^^^^^^T C Sig#IE t 

— > s > U 7. h £gff U -#T% TV#)im&T CSig^IE b < & 

*©g^ 'JI3SS£&H 2 0 0«\ ^JliR 4 6 LT. ^^E 

HKse^Tffg-^b LfcifiEnc (Kse, Kco) ^■b^a ij> ^ t i^a- 
;i/2 3 izmmirZo 

CC^Ot + aUr^ya-^Zaii, ^fliR 4 7 £: LT. ± 
13^ * U IB^S £=£S 2 0 0 A^^ft^ixT ^fcfiiEnc (Kse, Kc 
o) y is 3 >^Kse*ffll^-rfS^- LTBt-Sf HKco£fI5c Us £ £ 

nc (Kst, Kco) £^^E USB 2 2 £»<flbx ^{£Bf-*fliK co£ ^ff 
'J 4 4(3^iSiflf-^o 
^^'J!B^I4iI 2 0 01^ fIR48i:Lt, ±8B 
Bt-SfUKco&ffl^TBg^-'fb b^u y^l/Vr — # Enc (Kco, data) 
^•b^a'Jr-f 2 3 £ 0 

d©B#©-fe^ri V ^ f tyi- ;i/ 2 3 ^JUR 4 9 £ It, ^ 
SEBt^b^ftT^Sn >^>y^-* Enc (Kco, data) & / ^E >J 3fl 
2 2 i;Mt5o 
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<fg 2 ©^©^S^ggii^iJl^jig (g»2) > 
±p3EI 1 6 (DmX'lt, ±* 2 3 £ * U gB^ 

£tlX^Zfr : gfr<D&Lm&ft-Dfz'&. ^J1IR4 4, R4 5tt'j3t? 
tWN"— a >© D Jf^ — ^ 3 > U ^ h T"£iw\* — ^ 3 >© U 4t/r — 

£ 'J — ^> 3 > u x b on — y 3 >^->/t_©ff| B ^^- i ,j Ln 

yt — s; 3 >©#f b ^;€r© U 7h*^ — i> 3 > »; ^ b $rffll^T^B^^© I 

D*sjs«^nT^s*»s^*tft8E-rs «tat3 acorns, 
>&-?%\ btm-^ 3 >© >; > 3 > y h (c j; ^Tffi^^f© i 

^t't^o M#<£> U tJI^ — i/ 3 > U ^ h (On — V 3 >^>/\* 

e i 7{z&, m 2 (Dnmommiz *5^r, ±*£©j;?}3ftfc y # 

&4b\ 0 1 7©^/liR 5 1 75S^«R 5 6 iiuiiliLfclg 1 

©^JfiCDJfcflgi;: *5ttSE 8 (OfiR 2 1 TJS^JHR 2 6 
IrI b X £ o 
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Z(DWl 1 7 fd&^T, ^t'J IB^H^^S 2 0 0(t ^JER 5 1 
h Itx SL$tRn£83M:3^> K h^lC-tr^ri 'Jr^yi-f 2 3 

a-Jl/2 3li, ^IR5 2hbTs SLife R a h K A £ £ j$ V A =K 

3 > — RevVA^ t>t$.%) £ y hfllfc^^S^&fTO 

T S igA&£/& L. ^n^R A , R b , V Aj RevV A , Sig A h^^'; 
y ^»liEW»CertAS:^ ^ ';I3^#^^B2 0 0 izmZo 

±13-tr^Pi U 7^ ^i? j.— ;i/ 2 3 ft> £ Cert A , R a , Rb, V a , R 
evV A , S ig A £§#Ifc£ * ^ >J H3iil?£^B 2 0 0 fcfc % 
y £ £gEEH S CertA, S igACD^EE^frao ttat>%, 

^t'J IB^W^^S 2 0 0lt >; y ^ feiEQBS C ert A ©t£IiE £ 
frW ^SEtfcSiE&^^-eS&^i: CD -fe 3r ^ 'J r ^ ^ a 

2 3 U fHIBgBft&tt: 2 0 &^IE&*£ifc h <fr& b T 

S^7DF3jPM7U ^^'J y ^SIgEW»CertA6Dtt 

« CertA** t>;t7U y ^HPubKey A $:^C AtlSo ^ 'J 13^ 

S£^fi 2 0 0lt ■b^ra'jT'f ^ i^i— ;i/ 2 3 *>£>jIj&£ftT # 
fcSL£fcRBh;Sfc©^JlR 5 1 -££/?£L£3L£&Rb*:#^ L < , 

<frs * a T"^^Jl-&{C{i-fe=3ri >; 9- ^yi-JI/ 2 3 £ fli X. ;>< 
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fegtitctg, V$ZUm£mW2 0 Ott, ^AIR 5 3 tLXs 
K B &£/#U Vb= Kb • G©!tJ¥£ff Ik Mfc, _ts3SL$S[ R b n SL 

*^W££fToTSig B ££/#U Ctie>R Bj R A , Vb, RevVa, 
S igoi:/^* 'J v ^»IEB8SCert H fe-lr^rJi. Vr-f ^E^cl— 2 3 £ 

±13^ UB3SS£«K2 0 0 & Certs, R B> R A , V B> Re 
vV B , S ig B £§tt#i£ £ N t^ra U 7^ -t^i — ;i/ 2 3 fi* ^^ij 
sB^S^^S 2 0 0©;^y if ^StSEW* CertB, S 

y ^»SEW«CertBCDtftBlE&ff^, ^IM*SE&^;*T & 

t viZMmmmw 200 £^iE&=g«^& lt 

^^E Dg3S3££&B2 0 0 A>^>3gj@S$nT 
£ tz%LmRA£9c(D^imR 5 2 T b £ R a t ifi^f b < > E.o 

*5-efc^»^£tt**»Jg3S#£&B2 0 0#^IE&$SB 

^^ui3»s^$iiB2 o ot-^Kb • VA<z>tm*ff t^. * ^-en 
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^fex t^ri'jf^ ^^a-;!/ 2 3 1 * * v m^n^^m 200 

i 'J^-f ^E$/*i-;i/2 3 h^^E ';gH^H^^S2 0 Oteu ftlftl 
ffl^^ot^ -5 U -ft*! — */ 3 > "J 7s h ©M— ^ 3 >± W\* — © 

jtt5 'J #>r— 3 > U ^ h &m^Xffi^J5(D I D©tfcSE£frVV 

3 > U X h icJS«^nr^55:v>fc3|ai^$nfc®^tztt N l£l£©^Jii 
R 5 6 (DmmizMtSo £tz, ■fe^aiJf^^a-^2 3C*^T> 
* * D gBg|f£&tt 2 0 0 © I D B #gB© U > 3>'JXH; 

fciu »;I38S£«« 2 0 0 tt^iE& 

IHMH^^B 2 0 0 fd&t^Ts t^ra'Jr^ ^E^:x— ;u 2 3© I D 

-fe^ra 3 £ * ^ U §3lili££IB 2 0 0 

^3 >^->yN*-©^-^ y Z itz&gks {5Jftfr-;£©^f$LT^ 
f±R 5 5 h bt, ±83 if LlrWt — 3 >®'J #>$r — ^ 3 > 'J X h £ 
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l>* KO/<-yg>i«, S3Hf?£igS 2 00©&©J;t)&ff 

-b+aiJr>f -t^i— ;U 2 3 tliSBtf^tS U 
— is 3 > U ^ h fc/S^T* <;§3^H^^S 2 0 0 © I Dn©tfcgiE£ 
frl^ -£©&!E©|g^ p< ^ U I3^H££IB 2 0 0 ifi V tfsr-is 3 



U 5=- -t^a.— ;i/ 2 3 © I D A ©|£!iE£fTt^ *©tftfE©«gjR N -te * 
i U ^-f ^E^i-;i,2 3© I D A #'J*^— >3> Mci3tt£ft 
T^&U £ £s ±I3-tr^r 'Jr^ tyi-^ 2 3 t^^m^tlX £ fc 

©v^^S^T CSig£tftIEU ^K^* T CSigtflE U 

^© U 3 > U ^ h ^Otga«Lt^3S 

'JI3ii#£^B2 0 0©U #>r — ^3 > \) ^ h©;N- — 
^3 -tr dpo. Ur^f ^ jl— ;i/ 2 3©&©£ t> &$rLl^®£\ 

^ UIBS«££B2 0 0 -£fig3#^&-f 3 'J^-y 3 >n 
h^ffl^ttJpa'Jr'f ^E^i-;i/2 3© I D A ©*&IiE&m^ ^© 
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^lltfUSlH, tJra'Jr'f t V a.—))/ 2 3 ifi >J i> 3 > ' j * h 

JcgBI££ftT l^fcl^ i: ^IIR5 5tbt, gB^^lt^S 
■j **^— > 3 > V * h ^-b^ra U t- J 2 3 (3 j& § 0 ^S^ 

U #^—> 3 > U * Y ^§l«^f:t + a 'Jr-f ti^a- Jl 2 3 12, 
^©jl ZtiT §fc«f t ^ D 4?^ — ^ 3 > >j * h & * ^ 'J BBS 

S*fc^B 2 0 0 CO I D B ©*fcHi££m^ *©tftSE©*S^ p< ^ 'J SB@ 

n^mm 2oo©idb#';#^— >3>'j*b £gB*s£*i-c^&i^ 
m&T csig^nu mm^t?* jim&r csig#iEbM»£\ * 

3 > i; ^ h fcHfrf -So — 13, TVtfrm&T CSig* s iEb < 
^ UfB0iB£&fi2 o oti. ^HiR 5 6 t it, ^ 'J 

tt$BS3g|*£<fc 2 0 CD* ^ USB 2 2 (cgBS^S =1 >^ > ^r-^ £Bf 
^-fb^Sfc»©D&-^»Kco*-fe y ^ 3 >HKse{'TBf -^-<b UfeffiE 
nc (Kse, Kco) U ^ ^ j-— ;i/ 2 3 f-jlfg-T &o 

ClOBScD-t?* jx "J ^ t^i— )\s 2 3 f±. ^JliR5 7hbT, ± 

tE^'E vmmn^mm2 0 oA^^i^nt^fciEnc Use, kc 

o) y */ 3 >8IKse£ffl^-CfI-Sf-r3 d <£ !), Bf-^||Kco$r 
THf-^fl: bfefitEnc (Kst, Kco) £* * U # 2 2 iSt^tt^ifSStt* 

^ U 4 4 tcis^-r-So 

Ug3^M^^fi2 0 0B\ f IR 5 8 i; It, ±sB 
Bf-^UKco^ffl^rBg-^^ Lfc^i >^>!V5 ; — ^ Enc (Kco, data) 
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H^Bf^b £ n*t £ z; >5^>y 5 s - * Enc (Kco, data) S^^EUgp 

C©!! 2 ©ilOiiCiJ^t, 'Jt*#HB0$JI^2 o 
* USP 2 2^©^ — *CDg3®flL3It30^Tfci\ mi 8©cfc -5 (C 
- RTf6T?&£o «c*5, mi 8(D^MR 6 1 73rSR 6 4 (3 o 
^T(i, HI 1 5 C^IR 3 1 73rMR 3 4 £ |s| £ 

:©li8#j(;^t, *^>JS3««£Sgit2 0 OHu fiR 

^ES^i— ;b 2 3 i:«Wl&-b«yi/3>iKse*ffl^tr-^4li^ 
fbU i^Bg-Jffc^tifc^— # Enc (Kse, data) £ -fe 3- l> 5r ^ 
v a. — ;u 2 3 tcj££ 0 

COBf-sf-fb^ft/r^— # Enc (Kse, data) £ g Ifc o Hr * :x U 
r^^a-;i/2 3lt ^JIfiR66hLTx (sj b < -te y a >M K 
se£ffl^TCft&^U ¥£©5*— * &£#f £ £|g£ £ 
fcH&^«KcoT?flf^bUfcftEnc (Kco, data) fc^— */8©;rf ^ >J 
SB 2 2 iZtZMtZo 

©^^©^Jl^tiy f 'J 4 4 IC^lTS*^ t + aijf^ya- 
;i/ 2 3 #^#>t§,W LTl^S* h l/-S>«Kst&ffl^TB&#«Kco& 
B&^bUfcfiSEnc (Kst, Kco) £±SB:*:g«©* U SB-2 2 K j&jpfi 
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fif-^UKcoS:^^ »J geSS^S 2 0 0 (3 * & x. & ^ T* (o* 

mz, m 1 9 7iMEi 2 2 ^ffl^t. ±mm2(Dmm(Dmm(D^ ^ 
y sass£&«2 0 oa*** y«$Rge»gi#2 o©*^ yes 2 2 

2 0 0li, -fe T Cfr£>#;L £>ft& I D, temm^&cDzr^ J 
^— ^St^ ^^Us/^fcs ^ry y ^atSEiiH^ Sff'J^<r-'>3 
>y* h £±8B^*?$8t£^ U 2 1 OtMLtiJ^ £fc|s]«i^ 
^if£Sg 2 ©II©!!©^^ yfiHBgB&&tt2 0©-k*i'J^^E 
^a-;P2 3li, -fe>* T C^f,4i e>*lfc I D s ^gSIIBt-^^© 

->H>'jxh £±ae^jf $6*4*^ u 4 4 lt^s 0 

Sfct\ BH9t^ ^yg2»?f£M2 0 Of*. ^JHP3 
ULt, fE t )mmZMMi&2 0 y ^ ^ ^ a 2 3 

¥JUSP 3 2 t Lt, ^^'JlBiSSif 2 0 0St>^ : e , J 
«$B§30*£<fc2 OCD-fe^r^ U tt 4 ^ V a. —)V 2 3 te N ±HBW^^^ 
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Sfc* mjsBEl 1 5 CD^JIIR 3 3, R 3 4 tmmiz, 019 <D3Mi 
P3 3, P34i:U, if-fc £>A»#ffittW£Sff U — s > 

ti^ffl^r u #>r— 3 > y * h *M«f % z. h &mm-e & 

Z>o Ttet>lE>, ¥MP 3 3l:lt tdraUr^f ^>*zl— ;u 2 3 ±© 
U**^ — £>3>U^ h©^-^3>#, 'J H3£1I?£^S 2 0 0 
±© 'J^^r->>3>n h©;\*— ^*3 >cfc t> %$rbt^ 
'J#^-^H>ij7h©in^^lTi5!3, fffiP34Clt 
^ y s3^#£ilB2 0 0 ±©'J^^-^>3 > »J X hc?)yN*->? 3 > 
A s > ^Jri'Jf^ t i^'i — ^ 2 3±©U4t^ — ->3 >'JX b©M — 

^3 >j; *9 ££r v^m&iz&v % y ^^-^>3 >y ^ ho^n^ 

^MP3 3, P 3 4 'J *>r - a > 'J ^ h ©M 

It, ^©^IiP3 5, P 3 6 iz&tf 5 7-? (Dm££M&i)m'ikl, 
T&fr£to&^o o£ *K ^JUP 3 5, P 3 6 iCT^ — # ©gg£t£ 
ff fiP 3 3 ^UliP 3 4X'(D 'J ^^-i/ 3 > y X h<D 

ftlz, rr-*£*^ y ft$gI30&#:2 0<D*^ygfl22 
£*} -flutC, Z\(D7-$ ^Bt-^^bfch^CDBg-^UKco^^^E y 120 
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ff££IB 2 0 0 M5:i:i)S«ft^o 

Bg-SfitKco^ t^a'Jr^ tya-Jl/ 2 3 & ! g±iZ ? <Dft&<D 

2 3 t^&feMLT^zx h \y — vrnKstzm^T^mm^m 

Kco&Bf UfcfiSEnc (Kst, Kco) i: IT^t >J SB 2 2 (Zg3@£ 

4 Ct&JWStlT ^SBf^StKco&Hz y v a >H K seT"f©-!f fti L fcfil 
Enc (Kse, Kco) p< * 'J I2^I?£^B 2 0 0 ^i£3 0 ^ V S3 
ili^f 2 0 0tlt MtMEnc (Kse, Kco) 3 >fcK 

se£ffl^Tit^--r 3 £ fcC £ ?)Bi^||Kco£f#3o 

— ^ St%©i§-£\ t^a'Jr^vi-^2 3lt ^JIiP3 5 
ii It, ^ 'JgR 2 2 fr£±g2:* h b — K sfT Bg^UKco^Bg 
^-fbLfefiiEnc (Kst, Kco) fcSfc^ffiU Z ft £ * h 1/ — vtt K st 
£ffl^TfI-5f IxTHf-Jf HKco£f#3o £<2>Bf-5fgiKco£-fe 
y S' s >® KseX'Vg^fc LfziMEnc (Kse, Kco) & N fIP36i: 
bt^t'J13iS4ia2 0 OtiUSo Ug3SS^^iE2 0 0 
«\ ^l^filEnc (Kse, Kco) v is 3 >mKse&m^~C®.mr % 

tztgcDm^mKcozmzz t&Z'g 2>o 

2 0O^t'Jg|S2 2fr£>, ±I2Bg^§|Kco£fflV>TB&-5t<fb£ftTU 
5r-^Enc (Kco, data) £^ttib> 5fc (~ U fcB&^St K co£ 
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<m 2 <Dnfa(DBm(Dj%£*i!im.^m mmi) > 

dtiz, 2 on & s ±%zm 2 (DmMoKmo* ^ u issues 
2 o D.tf*. : Evmm&»m{*2 o^^-^ z-ecD^im 

^SftLt^So ±j^P«tC^ l JS3SI?£§$iB 2 0 Oht^a 

'Jf^i;a-;|/2 3I4, Hr>^ T CA>e>#A f,tLfe I D (-fe^o. 
U ^ ^ya-;i/ 23©IDa, ^^E 'JIBSf?£&M 2 0 0 (D I D 

'J 2 1 0, 4 4tC»»bT^So 

EI 2 0©^/liP 4 1 75S^jiIP 4 6 £t?fcfc % mjiE Ufe^ 1 cDHJfc 
©J&Sg£33ttaEI 1 0©^«P 1 1 75SfiP l 6 S-e^BS^p D 

<fc >2> o 

<r&fc>*>, ^ »JM3liW£^B2 0 Ott, ^HIP 4 1 £ bTSLiU 
r^^*a-^2 3lt fIP42fcl,t, SL^t R a £ K A ££$; 

Va=k a • G&ffrn&m^ sl^Ra, a^R B , fttv A , a-s; 3 > 

^- >A — RevV A fr hT y h^CT^^M^&trotS ig A £ 

^ Ztiblzsi?*) y tmmWW Cert A £;lj[J;LT^ ^ 'jgB^S£^ 
S 2 0 0{Z3||^) 0 Hr^raijf^^i;a-;i/2 3^ijt^-y 
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H3i^I# 2 0 £^IE LX h )\,%mT V, - 

^ U §3M£$IB 2 OOlt -b^r^ ^^^^-^2 3*^^^ 
^feSL^R B h5t©^)liP 4 1 T-£misfc%L!&RBt&m L < , 
lor^^JH^ S ig A #IE^&S i: &©#l 

#J^£ftfc££> ;>< u §3$ii?£2iB2 o o £b##£fLt^ 

±13^ D ti $Ba3g§^tt 2 0 © I 
^ © HI > ±H3 I Da^U #>Jr— >3 > U ^ McJiiffi^ftT^ 

5^3 h ciii^tit o o 

(i, ^IIBP 4 3 i: Ut> KBS4ilt Vn=K B • G©fm£fr<>K 
M£ N _h S3 SL l& R b N SL^Ra n fjiVe, ;\*- V 3 > — R evV B 
YWZtVZ )\,m%x-%:'K otSigB^^s ^tie>c/^ 
U ^ ^HIEB^SCertB$rj!jPx.T-b=5r 'Jr-f — ;i/2 3 tCj£& 0 

;>< ^ 'jgB^#£=gg 2 0 0 #U*^— >3 >>J* 
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0 £ffl<^3o 

t^a Ur-f €^a-;i/2 3li, ±13^° 7 «J y £ HM* 
CertB©tfeSE£frV^ ^gEtfeHE^XT? £ * ^ £ § fc fci\ ^CD^^E 
U SB^S££I» 2 0 0 £^IE&=gB£:^& LTSi7n 

SB/tr U * ^ SliE^»CertB*>e>>'^'J y *«PubKeyB&^£ Aft&o 
^aijf^ts;a-;i/2 3lt U8B^S^^«2 0 0 

±13** UgB8S£§&g2 0 0fr^j££ftT£fc£L$tR A h5fcfi 

tf^r— > 3 > h£/St,V ±83 1 DB&mm V ft>T — Is 3 > U * h 
£JS«£ftTM&^3£:£tfciSEU *©tfeliE©|g|l, ±I3IDb#U 

££!8 2 0 0(±^IE^^S-r*fe^ £*ij£b> ^l7"Dh3;^H7 

— ^ ±13 I Db#U *^->>3 > >J * Miii^tit^ft^l^ 
1" -te* jl U^^^^i-;i/2 3 UI30S^^S2 0 
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-bJf-i "E^=l-JV2 3 il^t 'JI3^l?£^g2 0 0 

«\ ^n^f5#jfot^5 /K-ir— v 3 > U * h CDA-i? 3 
>± W* — <D3^o: y Z&fi lB0^lt^SA'-^3 > CD # 
#§rLl^i|-S\ ^iP4 4XliP4 5i:bt. ^<Z>#? LlWN*-s; 3 

f>«f lAvt — ^ 3 >^>n-C> U #>r— > 3 > 'J * h #'j£?>ftT £ 
fc#fi. T C©5^*;U?£T CSig£*£IiEU 

m& T CSig^iEbOl^> ^©fff »J *>r — 3 > U * h 
fcg§r£*T^> -^T% fy^mT CSig#IEL < ft^Jil^te. 

Bf^UKco^flg^-Yb bfciiSEnc (Kst, Kco) tfiJxfcf* 
^ 'Jtit^IB^ffc 2 0©^Ug&2 2 {it&^^tXT^-S h Ltzm-^ 
-tr^r J- U ^ ^e^i-;i/ 2 3 {i, 3MiP4 6£:bT. ±12^ 
D SB 2 2 fr£>±l3M^ffi LfcffiEnc (Kst, Kco) & X h U-^g|K 

-yy 3 >MKseT-Bg^"fb UfcfSEnc (Kse, Kco) fIP4 7i: 
LT^U§Bfil?3E^B2 0 0tI5c ^ U s3iM£ig* 2 0 0 
^s^fflEnc (Kse, Kco) y 3 yMKse^m ^tlf t £ 
d £££ «9Bg-^i|Kco$:f#^o 

^£>l£, t^a'Jf^ya-;i/2 3lt ^JlpP 4 8 t L~Cs Bf 
^b£ftTl^3:3 ^^y^-^Enc (Kco, data) £^UtSlgH3 
^Ift;2 0(D*^EUg|32 2^^^^tt5L, Z.(D^— *Enc (Kco, d 
ata) U§3^I5£^B 2 0 0 IZjgfg-f £ 0 ^ V H30IS££ia 

2 0 0 t(i> 5fc£Ifcf#Lfclli^-ilKco£JB^T> ±S37 J -^Enc 
(Kco, data) &m^--f £o 
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<m 2 <DmmcDmm(Dn^.mm^im (mm 2) > 

om&iz&^T, mmm i (Dmrnommnm i i ©tfij^iBUtic, 5t 
(c u **^— >> a > u ^ b <zm— 3 >^>/\*— ©if iB^^ai y ^ t N 
3 >©ff u^^© »; > 3 > v ^m^xm^i5(D i 
d fimmz tix zfr^fr&m.m-? % & o izLtzt go^m^^-to 

&:Jb\ EI 2 1 CD^IliP 5 1 Tim^MF 5 5 ZXlt, mmLtzWi 1 

©^5E©^S^^(^^>0 1 1 (D^JliP 2 1 7}S^)IIIR 2 5 i; B§ 
* PI D X & -S o 

^©i2 1 IZ&^X, UIB^H£^g2 0 Ofi. ^iliP 5 1 

LXs M.B.RB^n^^ K i:±t{c-tr^o. U ^ ^e^ — ;u 2 3 

^-^231^ fIP52tLTs SLf&R A ^ K A $4^ls V A =K 

TSig A &£;&U Ztlt)R A> R B , Va, R ev V a , Sig A i:^:7"'J 
y ^H!EBJ3«Cert A £^ U SB^^^^B 2 0 0i;i§ o 

±IB-fe^r^ U^^^^o.-;i/2 3 fr*> Cert A , R a , R B , V Aj R 
evV A , Sig A %§:tfmz> * ^ U HB^ff 2 0 0 l±, y^'J 

^HSEB^»Cert A , 5r^* S ig A ©^liE£fT ? o ±IB^^'J 

y ^HIE0J»CertA©t^iE^^^-?r ^^ot §('{i N UIB^B 
4iS2 0 0teu p<^UtS^g3^JI^2 0 £^jE&££#:£;#& UT 

Si7n ha;^i*Tt, -#t% mmmmiz&^XiEmx&z t 
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PubKey A $r^(3 Atl^o &fc, ^ -t U I3^I?£^B 2 0 0 it. 

5^ ^ 2 3 £fcSLftR B fc$fccD^fliR 5 1 

¥«J/££ftfc£:£. ^ 'JH3^W£=£B2 0 0(i N fIP5 3i:bt, 
Kb^«U Vb=Kb • GcDtm&frV^ _tg3£LgfcRB, a 

I(Ras ffiv B ^ ^— s; 3 — Revv B fr £ &-g> t: y h^ji-^^ 

PJVW&Z'lf oT S ig B ££#ob> Cfte>R B , Ra, Vb, RevV B) 
S igB^v'^^'J y ^HIIEB^^CertB^-b^ri U 5 s - ^ ^>*a.— ;u 2 3t: 

±I3p< ^6 U E^Un^^m 2 0 0 fr£ Cert B , R B , R a , Vb, Re 
Wb, S ig B t^ra'Jr^^a-jl/2 3lt ^^6 1) 

I3^w£=gs2 o ocD/'iy; * ^mmmmcert B , ;i/g&s 

fcV^fc^ i:=lra | Jf'f ; E^a-;i/2 3lt ^ © * ^ U H3^f?£^ 
12 0 0 £^IE&§gg£:^& Ltli7D h3;i/^H7l, — 

• CertB^^yiy; y 47 HPubKey B £ ^ Ic Aft £o 

^^V=l—)V2 3 it, ';i30f?££l«2 0 0 2p£>a!j££ftT £ 

feSLiSjRA^^©^/lR 5 2-?^^LfeSLi!fRA^^^U<, Mof 
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2 3 ^^-"E Ug3H#£^«2 0 Ofi, HuSB-fe v>3>» 

3. U^-f ^E^i-;i/2 1 3 fc^^E 'JSBSB^*»2 0 0 tt, ftif 
© m u/^^rffoo 

®S4^i2 o o ^-fe^jL u^-f 2 3 « N -en^n^fi 

t*i'Jf^j;a-^2 3 4: * * U g5SW££8 2 0 0 

3 > J; f) a >#frL^»£\ ^IP 54X 

ii P 5 5 LTn ±§3#r bvwt — ^ 3 >© y — ^ 3 > U x b £ 
ffi^^tz^l D s Z ©if ion- 3>©U^^— V3>';^ h£g 
tt^fc{l|-£te^!££f lOA-^a >© ij #>r— >3 > »jX h 
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^JliP 5 6 7bmP 5 9tt s EI 2 OCD^jliP 4 6 75MP 4 9 i: |5j C 
T? * § fz #> CD IB W ( i i£ IBS 1" 4 o 

^JH£ffl^5 d £ *» WIST-feSo &:fcs EI 2 2 ©^JliP 6 1 75MP 
6 4£o^T^ mi 9©^JliP 3 17iSP 3 4 fCftSfeft 

3>r>fr-^Enc (Kco, data) £ N Bg-^H K co£ffl ^ T 

i 'J r -f t ^i— ;u 2 3 (i N y *> 3 VUKse^fflOTBi-^b 

>5=- > y ^ — * Enc (Kse, data) flP 6 6 i: 
* * UgBSS^^B 2 0 OlljIStSo 
^ j eU§B^S^^B2 0 Oli^ ±H3^-^Enc (Kse, data) 

l>83SI?££ft2 0 0(i, 1^03>r>^r-^4f 5c 

3©cko(C^5Ch-?r. t^ra>Jr-f — ;U 2 3 (i^ — ^ & 

le-^-fbLT^aui^ttK c UB3^?l£^e2 0 

tm3(Dmffi<£>mm (IM2, Dev2) ) 
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mwx$>& t-t> * t cfi$mmLtz&<D mfamL<&mw) ©i 

mmm nu-r^^x^^xmrni^ y b— > 3 > y * h©,<v_^ 
w^isk© i d fttzmmxi±mte<D id) © y * b -t? 

T C\z&z>7v# )\,m&hfrt>tzZ>&(DX&Z> 0 c©l,>>*^ h 
^ — x >3 > V * h OlSli, -itlt, — A* y h >7 — ^ 

rt©^a43«fctfi2SlflEft:© I -to* y h ? — £ i*j© — o©© 

b t * y lx * > * t c izmm -t>* t c&znt> 

(DVXh IZM Lris* )\,m%*tt]m LXm t> M :tl^§lt|o 
fe^S*** — A* y h«7 — * |*J J3 CI © 'J * h $:SH^t--5<fcd^3 £ 
<£ *) fit>ti% 0 Zftlz £ N ^(D-fc — A^ybV — ZftXimMX 

% z%iWRmmmfc±x(D i D&&&B£:ga»«Ettfcj:*n*;r 
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7u b ^ jizfrv z ttf-aimtteZo n^&zti&s y^j^—b 
xtmmzmmfa i o ©-t?*i u ^ -t^i— ;w i 3 <d^w&&* 

^'J34^, ft^-r *^I3^I?£^B 1 0 0 gd^ji igtt^^e >; 1 1 
0 buI3 U KT — i, 3 > U x b fctt£T±8BU h U — a > 
^ h ^> cfc o iz Lfc0!)T-&6 o 3 <DmM<DBB£.jS 

v * * ? mmzmmfo 1 0, x?mmm£.mw 1 0 0 

©#j£fclU fuHB® 1 75M® 3 btr&£fc#>, ^ft 

m%.mw 1 0 0 ztmmzmmfa 1 oc^-^&aas-r-s 

mm ?2>o El 2 4 7&MEI2 iiUsBlfl 1 ©fSJfifflJfc 

^©H 6 Tb^m 8 hB&^llHf &Elffi-t:& £ s o <^T & 

m 2 4 GD^JliR 10 2 »i 6 CD^jgR 2 tJtlStS^ ^©£ft 3 
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1 OO^tifa^r^ya-jH 3 t (DmT* U is X h U — 3 > 
U X h CO is a >^->^*-^r^^1-^ 0 

02 4©^|IIR 10 3, R104lt HI6©^jliR 3 , R 

4tttjfo-tz>j)K z<om 3 ®nm(DBM(Dm£(D^MR 1 o 3 , r 

10 4 T-te, fi|Jlx^©-SisiS© b v~A h b — 3 > u ^ h j; t> 
h b — i>3 > h ^^oTusSlia^oi/i;^ h b — ^>3 
^t^S^li, ff b h V — is 3 > u X h ^^f^Tli'S^^ 

& *K ^jli R103, Rl 04i:i5(tSl/y^M/- ^ 3 > «J ^ 
^JRR 1 0 3 l£^&R 1 0 4t'CDl/^^ M/-y 3 >ij7 h ©j£tt 

<m3(Dnm<DBM(D$vMmm^M mmi) > 

02 5l;lt ±831212 4 £ ^ L fcil 3 ©HJ£©BS©ft ^ 
^**iefM£=S£Bl 0 0#ft:r^ * tit fgf3ii*gf*: 1 0(Z^*-# 
£I3^£ £T-©^j!©=«&^ LT& ^ SuI2HI 7 £B&^|il;fi& 
^JK £ & o T ^ 3 o 

C©E12 5fCiS^T> fIRl 1 2 (H|7©^)liR 1 2£*f/fo) 
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Vis 7, hl/-y3>ij^ hcD^* — ^3 y±y;i— RegV A fr £>&3 tf 
y h ^(J R a | | R b | | V A | |RegV A t3^^^;i/gS©H^Sign$:fflUfe 
t 5 ^* S ig A = Sign (PriKey A , R a 1 1 R b | | V A I I R egV 

A)£f#5o -fe *i U -f ^E^jl— ;H 3 8\ Ctl^>R A , Rb, V A , 
RegV A , S ig A £^:/'J v *«SE«!a*CertA£f!fW\ ^^-fX^IH 
^H^^B 100t«5. t^ra'jr^ ^ ^ ^ — ;u 13#U 

VX h > 3 > U * b Lfc^®£-fci\ 

C*l£Cert A , R A , Rb, Va, RegV A , S igA&gtfSKo fc^fe^ 
X^sBiS4^Il 0 0i±, ^^'J >y ^ilaE0^«CertA, 7 s S?* 
;u^^Sig AN I D ACDtfcSE&frl^ *©tfcSE£'t;* $e>ic -fe 

©£#S?b <s jao^^sfc SigA^iE^T-fe-S £:¥"j;££n;fc £ 

^ eeo^issstt,** y i i o iztettLT^a i/^* hi/ — a 
> v x b %m\,^ * mzmm&- i o©iD A #iiui;^ 

xttzmm^gkmi ooii, fiRi 13 (h7o^sr 1 

3iZMfo) £LX, Ksfc^b. Vb=Kb • G^frff&frVK 
±IH£L^Rb, SL^Ra, iifiVB, ^IlllOO^oUi/^hl/- 
i/ 3 > U * h ©^ — ^3 >^>M— RegV B fr h? y h R B | | 
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Ra| I V B | iRegVat-rS^l/g^Sfr S ig B = Sign (PriKey B , 
Rb| I Ra| | V B | I RegV B )£f#3 0 ft? J X ^EB^W^^B 10 0 
£ft£>R B , R Aj V b , RegV B , S igBlz^yy y PmUBMWC 
ertsZtttf, ■b + a'Jf ^tS?a-;H3l:S2. ft? *f X 

*S3»W££S.l 0.0 #.u h 3 > U ^ h 

±iB^-r**g3S?f££SEl 0 OfrfcCertB, Re, R A , Vb, 
RegV B , S ig B £Sfj-3i£ ^ t^i Uf ^ya-;H 3li, 
7V v ZmmmCerU^ ^i^^grg S ig B , I D B ©tftgE*fT^ N 
*©*feSE£^;* UfcEK SS©^l?Sg£*^ U 3 4 » U T ^ S 
I/y^hI/-i/a>ij7hSfflK ^v^^gBStfS^ai 0 0 

SE^-^o ^©^|jE©^^ N *r^^EgS4Sfil00OID.4J 

<< x^mun^mm. ioo li^jEJ&^jiT z> tm%. ^^^*d 

^ i 3 tft?j x^mun^mm. 1 o o ©itc^ut, «tc*a^ 
ft? * x ^mmn^.mm 1 o o «-b y a >mKse^^m,Lx^m 
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o o its *ti?nffl^^oti\s i/^xM/-i/3>'j7h0 

3 Li^»£\ ^IR 1 1 4XliR 115 (07 ©^)HR 

14, R 1 5 t^tJS) h LTs ^©#r L^M— ^ 3 >© U h 1/ 

#;UW£T CSig£1&IiEU *©tfcSE£>n* bfc £ ^ ^©SfblM/ 
U - >> 3 > U * h> £M§r ( U * h © T v -7?— h ) -r 3 o 

#©£?£©-£ Pal, $^«,HT^iCff oT^cfc^o 
E2 6(:li, mtzm 1 <DnM<Dj&miz&tfZW 8 ©^Jli£> 

^ h 1/-S/3 > fcjtffl lt^3 0 -r&fc>*^ ia 

2 6 tt N friz Ui?Xb U — >-3>«;^h ©/N*-^ 3 >^->/n* — ©Iff 
IB y £ ^ 3 >©$r Lt^© V i;7M/-ya>'j7 

h *IUTffl?5© I D £*&!iE1-6cfc -5 lc Lfcl§-&©^ ^-*S3il 

^©EI2 6 C^i^Ts ^JliR 12 2 (El 8 ©^JUR 2 2 izMfiB) 
©^©-fe^ra. U ^ )l 1 3 & N SL&Ra, SL^Rb. fitV AN 

y h R a | | R B | | Va| iRegVAlCT^^l/WS^fToT S ig A £f#. 
dft£>RA, Rb, Va, RegV A , SigAlzyl^'J y ^ BJ3« C ert 
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Ctl^CertA, R A , Rb, Va, RegV A) S igA^gtflfco tz 

&m L < . So ^ ^ * ;i/ S ig A **IE ijj t- & £ i: ¥'J^ £titz£$, 
^/IIR12 3 (EI 8 CD^-jliR 2 3 CftJ$) £ LT, Kb^^U, V 
b = Kb- G©tfj¥*fr^. ^(^ ±I3SL^R B , SL^Ra, «IVb, ^ 
I£^B 10 0 #fSo by^ hl/-i/a>'J^ h ©yN*— v a > A 
-RegV B ^f,^5 tf «y Ymiz^VZ )\,m&*ft oT S ig B £f#£ 0 
*r^^!BiI41f lOOli, I*ie»R D) R A , V b , RegVe, 
S ig B fc/\°:r i; y ^#IEB^aCertB§N-(t. t^iijf ^ ^E 
1 3(3^^, 0 

±s3^^-f ^^tdmn^mm 1 o oa>e> cert B , r„, r a , v b> 

RegVfl, S igB^gt^S £ s -fe^ra <J ^-f ^E ^i— ;n 3 ti, ;\° 
T'U v*»SEtJHSCertiN 5 s S igB©tfcSE£fftK 

tzWs&, -feJpaiJr^^^a-M 3 £ %7 j 7, Z sB^H^sgg 1 

-fe^ri ^e ^i-;n 3 £X,^ ^ x ? tzum^mw 1 

-te*i 'Jr^ya-M 3 £ fty* << X Z SB0B££tg 1 0 0 fcfc. 
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^g3^l?£^S 1 OOtt^aiJr^ tS?a-;i/ 1 3(i, ^tlftl 
Sff IV 5l^f-*l¥#© I D^by^ hU-i/3>UX h IzmMZ 

Tl^S fc*iJ^<!Tftfc»<&K:yu &©©#JER 2 6 ©MSi-iltfo £ 
II 0 0©I D B tfg3©U^^ M/-i/3>'j7; h £Sfi£*l'r 

^i^-^-^ii, ^^^^-y x t?mum£.%im ioo tt^iE&gH-e 

S»4i:ML> SirDF3;^H7t^o IrJ D < > ft ^ f X ^ gg 
^*?£3IB 10 0 iCifcH^ -b^ra 'Jr-f ^E^i— ;i/ 1 3 © I D A # 

— £ x t^raijf V ^ES^i— ;i/ 1 3 fcft^-f * *g28#£8» 1 
0 0 t^^t^tlftlifS^ot^S b ^^Hz-yayU 

R 1 2 4JK&R 1 2 5 (IH 8 ©^JUR 2 4 , R2 5i:«J!£i) ilbT. 
±8B$r UW*— ^ 3 >© 1^ y'Xh lx — ^> 3 > V X h %ffl^l3izm K> „ 

■^t±^K«f biwt — 5? 3>©l/^^ Mx—>3>UXh£ffl^T*S 
3^© I D^H^fro *Vwn--^3 >©^*XM/-y3 
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<m3 cDmm<DBK£(DW£si!im^im> 

* x?MMn£mw i o owytT* i 2 t^^— 

^m&&WTZo HI 2 7 73rS0 2 6 its m^m 1 (DnM<DB 

El 2 7£*5l^T* X*§3ii3£=g« 1 0 Ott^aijf^ 

l 3tt, ?1P 1 0 2 (09©^jlIP 2 £*fjfc) |;t, 
b i^X h b — i>3 > U ^ hlzm^ficD I D * s tg-f±^nT^-Sd i:co 

3MBP 10 3, P 1 0 4 (EI9©^/IIP 3 , P 4CM0 
1 3 fcfc, 2f*> fcfrtffBttfcjUif h > 3 > h 

<^ 3 ®^S£0^^©^^Ma^jti (PSH 1 ) > 
*&W£TZ£-e<D^M(D&m&w\sZ^Zo =^02 8© 
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8 IZ :fc^T N ^JIRP 112 (110 CD^jlgP 1 2 fC*f 
Va, US?* h V — is 3 > U * hCDM— Ws*— RegV A fr e> 

Cft^CertA, R A , Rd, Va, RegV A , SigA^^^^ofe^r 
^^IBlS^ll OOii, ;<7»J y £ Cert a, 

;uW^SSigA V I D A ©4&tiE£m^ €©^SE£^XL> -fe 
^Pi'Jf -< -t 2/ .x — )\s 1 3 ^?>ilii^n-r ^^SL^RBh^^^fiJtb 

fc£ ^ ga^^jf ^ >; i i o izfamisT^z utsx h u — 

V3>'J* ^ ^ *^«fggE^*£i*: 1 0© I D A #^|£b 

liEo^igs x & mmzmmfo 1 o®iD A #b^xhi'—>3 

±|B I DAi^Sil/^^ h I/— > s > >J ^ h tii^nti 

* t^mm^nm looit ^ip 113 m 1 ocd^jhp 

1 3 ICftJfo) hit, Kb^S^I, V b =Kb • G©fm&mK W 
£s ±g3SL^R BN SI!&Ra. fgV B , mWi%iW 10 0Ol/J?XH/- 
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> 'j* b<Ds* — *?a Reg V B #>£&3 b* v V m iz ^ v 

cn^Re, r a , Vb, Regv B , signiz^y v y ^mmmmcert 

1 0 0 tfily h 3 > lj * h &J$fc&^«£-#^ 

±SB#t^ **I3fiU¥££iE 1 0 0A>£ Cert B , Rb, Ra, Vb, 
RegV B , S igB&gW-flfcS t, -b^ra 'Jr yi-;H 3lt /\° 
T' 1 ; y *«SEi»#Cert B , t 5 ^ S ig Bx I D B ©tfcSE£fri^ 

h U — >> 3 >|JXF ft?** * *i3S?f£gB 1 0 0 

se-tso c <z>*fciE©*s^ * xtmmm^mw i oocidb^ 

-f ^ ^I3^H£SIB 1 0 0 »i^IE&^B"e&<5fc49|^i^ 

— 3u ^te^-f ^^IB^H^^a i o ooi DntfMj&u^;* hi/ — 

^3>ux htia^ntst), ^<d%=t^ z?mmm3Lmw i o 
i 3 tyt^j zztzmm^mw i o oo^c^t* 

£#IEi!ST?&3fctftIE£;iT,fc«£\ ijf^5?a-;n 3 
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U y ^»IEW*CertB. f^^M« S igB©*fcIiE£fT 5 o -fe 

t + i 'Jf^^a-;i/ 1 3 fCT±HB^!E Lfch 

=l—)\^ 1 3 ©M£t?±gBtftSE&;t;* Lfc ^ -teZ-z-Vrj^i?*. 
— 1 3 £ft5^ **f3SH£&«3 0 Ott-fe y ^>3 >lKse^4 

-fe^i 'Jf^yi-jb 1 3 3 5 4 £ IT, ^ 

^tt^^'J 3 4 tittbt^S >J ^ h ^^^^ 
3 0 0 tZjH>5o 

±IBU^ rfeSttttofeft^-f **f3SB£8£B3 0 0&, ^e© 
U * h©7\- — ^3 >^->yt — *S-fedr i 'J ^ 1" 1 3 frib^- 

JHR3 5 2 t^l^ofcA'-^3>t>n- ( R ev V a , RegV A ) 

1 0*»iE^3&*©"e*SA>gA»(OttliE % M^DX h^CtttlSt 
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t cot^^umt csigctftSESfrao %mfemz$>^x s 
it?* •zzmmvmmw. 1 o #^iE&fc©T-&3 tmfe 

t>t>, * ^gBS?i££lg 3 OOhtJpa'Jf^ ^E^o.-;i/ 1 

3 ©1^73 tC*5^TiE^-efeS £m%.Ltz®&\±, &$SL(D¥mR 1 6 

W. m © 7 s - * flt-^fb & IBS © mm C m ts z t iz & s o 

ii3 o o ifiitTj xzmmtzumfa i o©^^^^^ i 2^e>f 

Cl©EI6 8tC:fc^T> t^Pa U^^^E^i— ;b 1 3fcfc, ^JlgP 3 
52 (06 0©^JIiP 3 1 £ UT. SL2&R A , SL&Rik 

>±>j*— RegV A fr£&£ hTy h^iJlc^^U y ^ HIM* Cert A £ 

xtizmft^mw 3 o o {3^i§o 

dft£>Cert A , R A , Rb, Va, R gv V a , RegV A , Sig A ^:§(j- 
Kofc^r-f ISSUES 3 0 0(i, ^^'j y ^HIIBjmCer 
t A > ry^M^ S ig A CDtfcIiE£fTV^ * £>^IiE£:/'S X Lx 

titz£%* fIP 3 5 3 i:bt, SL&Rb, SL&Ra. IV Bv U * b 
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*j$fe&^c:i:S^t r 0j ®^-^a>t>^-*p,«:5t:.> h 

fiUCrS?* )im2,&ft\,^, ClftS>R D , R a , Vb, 0, 0, Sig B (3 

±S2^^-f X^I2^?f£l&B 3 0 . 0*>£CertB, Rb, Ra, V b , 
0, 0, S igB&gttflfcS tJfaiJf^t^a-jH3lt 
U y*fcff9l* CertB, ^*;uS&SigB©tftfiE&fr-3o -b 
*i'Jf^ya-;H3il, §B^t§ij7h^fflot, # 

-fe*^ Ur^^a-jl/ 1 3 (Z T ±I3tfcSE * U& £ 

;b 1 3 CDm^X'±mmm^:^X LtztZ, t + a'Jr^^a 
— )l 1 3 £}fe^r>r X^S2^S^^B3 0 0<i-fe>yi>3>ilKse^^ 

-b^^ ijf^ts;a-;i/ 1 3 1*. ^JIIP 3 5 4 t LT, ^ 
3 0 0 £j2£3 0 

±13 hfcSttflfco&^-f **gBSS£SB3 0 0 11 ^© 
HIP 3 5 >^->^_ (RevV Aj RegV A ) 

>^ T C©^v^;i/#^T CSig©^SE^frdo iS&tftfflEfcfcH^ 
Jte^-r **tiSfRS3»8Efl; 1 0 JE&fc©-£'&3 h ¥4 £ U £ i| & 
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%=r<< Z?iBUm£.%iW 3 0 0 ^t^a'Jf-f "E^a.—jl 1 
3 <DMl5lZjo^XJE%Z-&Z tmMLtzWi'&lZ. ^f£©^JlgP 1 6 

cm i o (Dnmvmm (im3, Dev3) } 

W, 1 0 (DrnMcDBBt It, ^r^NriMatr^' 
^^-f7Dev30M^t)t (IM3, Dev3) (Co^Tl£ 

^ 'J 2 1 1 fifitx.'T l^S) , * fe, ^5 s -f7 , ^-mM3©^ ; EU 

m 7 o tdti x i o (DnMammcD* ? * 7* j ?im3 t 

f^W^^^7'Dev3©ffi^f (IM3, Dev3) 
\Z, yB2S?l£M4 0 0 >;«|R3a»*&tt:6 Olc^-* 
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m 7 0{iHui2Ei4 5 £v&*mmtz^m*m lt*5 d . ^ir 3 6 

2 (i45©flR 2 3 2 CM>) tits P<^ , ;s3iiS£i£IS4 
0 0 ^-tr^ri 'J 7^ 6 3 £©F H 1T U — >> 3 > u ^ h 

hb — ^3>'J* h©n — ^3 >^->,s;_ ^^^§o 

OttU* p&#fcj5:i,>fc#> % ^IR 3 6 2 ^LT, /n"-^3>^-> 
vt — roj ^-trdriU^-r ^^i-;i/6 3 JZj£0 N -fer^-i U 

$Ii$k:§3^£ftT ^ -5 g — i> 3 > U ^ h RZF U h U — is 3 

^ VtZMm£%tW4 0 0 tC^^, 3 £f;:&3 0 

-t^raijf^^a-jl/6 3lt 3 6 3 t LT, p< 

^ U ti$8I3^££#: 6 0CD^^U^2 2©z?>^> y 5 s — ^gg^ffi© 
MMilgB^^ftTl^ U pK>5r — > 3 > ij x h^t>*b isX V V — ^ 3 

fcffl^Tx 'JgB»B£&B4 0 0 AJiE^3&4,0-??*SA»gA>© 

75, >JI3Slf*fc»B4 0 0 #IE^T-& 3 ^#I^L 

^IR 3 6 4 ^Lt, _ts3'J^ h fcjrf^E »Jg3«fi£|g«4 0 0 £38 
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-r&fc^ ^ sb^h^b 4 o o t** 

— *Bf^rti£:geS©3MIR 3 5 £ at if C h (3 & 5 o 

<ii o©n*£©j&flg©iBSja3ffi^0 (i¥«fli) > 

i7icit ±gam 7 o {z^tfc^ i o <Dmm<DMmc>* 

"T 3 *T?©3ME©§¥*BI£jT* bTfc »K HUH2H 4 6 i:B&*l^t8&^M 

7 2 (EI4 6 ©fUR 2 4 2 tbt, SL$fcR A , SL^Rb, 

tV A , H^^E'J 4 7 5>ic^tb bfc U * h©yt-ya Wt — R 
evV A , RegV A iP^^5 h* y h^Jlz/^'; y * ^iEBJ3« C ert A £tt 

Cft^CertA, R A , Rb, Va, RevV A , RegV A , Sig A &gtt 
Mitz* * ';IB^S^^«4 0 Oii. /^'J ^ ^§iM«Cert A , 

S igA©tfcsiE&ff *<DtfctE&^;* b. -fe* 
i iJr^f^a-^ 6 3 £ ftT t fcSLSfcR b i: b fc 

hi, ^HSR 3 7 3 (0 4 6©^j§IR 2 4 3l3*r/fo) £ bT, £L& 
R b> SL^Ra, {IVb, gBi^n h^fe5:^:^^t r o j <D 

^Rb, r a , vb, o, o, sigBiz^rv y ^mmmmcertB^it 
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W\ t + a 'J =E i?a-;i/6 3 £2&£ 0 
±3B*^E >JsB»?i£i&B4 0 O^p^CertB, R„, Ra, Vb, 0, 

^»SE^*Cert B , ^ V $ S ig B ©|£IE £ fr 3 o £©tfciE£^ 

t> 1" p< -=6 U I3^H£^B4 0 0 fc-b^ra ij t^a- 

tfe v %zmm£.mm 4 o 0teHrys/ 3 >§iKse&£jEdcLT#*r-r 

t^ra"Jr^ya-^63H, fIR 3 7 4 i:lt, p< 

3 >±>^-&9clZJ&mLtz^-iS3 (RevV A , RegV 

a) tmi^l^Zt, St>\ MS 8 U * h Sffl^t^ ^ yf3S#?£^flf4 

T C©rv^HST C Sig^^iE^fr ^ o £ttttttfc:*mT, 

^ ^ ui3^w^^«4 o o fi^jEte&(Dr~&z> trnfevtzmeritm 

hLT, ^©'J* h£* ; E'JI3«iS£«B4 0 0(3^ So 

±8B»; *>££ttBio&;><* 'JfBSIf££B4 0 ^(DVX 
h<D;*-i? 3 y±y^-&ftlzmmLtz^-i/3>±>^- (Rev 
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Va, Regv A ) tmL^^t, rv, %m u * v * * m 
a*ns-fe>^ t c©v*^^;i/S*T csigotftaESfrao m&tiim 

fC&^T, ^ ';t!i$BaBit$£{fc6 0 #^IE& & ©T" & & i: ¥U£ b fc 
— ^©tfcSBc^TIEiiSfcfcfflTfcSfc^bfc*^ 

<mi o <Dmm(omm(Dn&mm^m> 

140 o&t^vmmuBmfoG o©^ygB2 2 a^^-^&s 

£©EI 7 2 (Z&^T. t + a 'J^>f ^r^i— ;u6 3 ii, ^JliP 3 
7 2 (0 5 0 CD^jliP 2 4 2 izttfo) " i: IT, SL^Ra. SL^Rb, 
AIVa, i^t >j 4 7 iP^i^tflUfc l> * hOA"-y 3 Wt — R 
evV A> RegV A fr£>&3bf y h^Jt^ru y ^HHfE* Cert A £tt 
It, ^ ; EU12iS4iI4 0 0l:l-5o 

CtL^CertA, R a , Rb, V a , R ev V A , RegV A , Sig A ^§(t 
mo t^tij HB^#£^S 4 0 0lt y ^iiaEW»CertA N 

S igA©^sI$rfrt^ ^©tfciE£^*U -fe 
a. iJf-f€i;a-^6 3fr £>^M£ftT£fc&$JR B £$fci;::£/&b£: 
*>©£:#«b <* So^^^^WSSig A i^iE^-eafe^ h^J^^tife 
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^/IIP 3 7 3 (05 0©^|liP 2 4 3 Krftjfc) £ LT, SLgfc 

r b , sl^Ra, ffiv BN BB#y;*h£j#fcfc^c:£;£?3s-r roj © 

6Rb, Ra, Vb, 0, 0, S igBiZ^T'y y *HgjEBJ3»CertB&fl- 

±§B^ y|3SI?££H4 0 Ofre»Cert B , R b , R A , V B , 0, 
0, S igB*%:lJm& t, t + iiJf^^a-;i/6 3it /tr'Jy 
^fcSEWfcCertB. 7 s '>**;i/S£SigB©tfcg1E£fT3o £<D8*SEfc^ 
* L£ fro ^i7*D h 3j^H7t5, 

;i/ 6 3 ©M^^tftgE*^^ Lfei:^, t*iijf^ €i/a-;|, 6 3 
£. * * V &mU£.mW 4 0 Ofi-fey *>a >mKse*3n&LX±£%T 

•So 

t^aijT'ft^a-Jbe 3li, fIP 3 7 4 tlt\ * 
^ USB 2 2 ©^-*3E»1S8fc:te«fl<*nT^S U tf^-^a > y * 

3>i->^—&ft.izmmLtz^~-iS3>j->^- (RevV A , RegV 
>*T CCry^UST C Sig©^IE £ fr ? o MiR*fiEfc:*^T, 
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±sau^ h*&tf%L'?tz*^vmmm£mw4 ooit *©y * 

h <D* — y 3 >t>/t-i)St^a Uf-f — ^E^o.— JU 6 3 GDg|p< ^ 
U 4 7 A» e>¥JKR 3 7 2 iaotSI^;A-y a W*— (Rev 
V A , RegV A ) fc^L^Clfcs &t>\ ^i'J^ h^ffl^t^^'J^ 
#I3ti^ft 6 0 A«iE^3&*)©-C$>S*»S*»©lft3E. IkM U * h f*]K 
^£ft£-fc>*T Cffir^^mT CSig©tfctSE£fT5o iig«!E 

y g3»W£$S«4 00i:-tr^r^y^^ ^e^i— ;i/6 3 CD 
Cm 1 1 ®HflB©^!i (IM3, Dev4) } 

^^^f7Dev4©i^bt (IM3, Dev4) Ho^Tlfc 

^yffi®fi^«a2 o oi±y * h zfeMT ztz&®m-m<Dmttw 
^vmm$^mm^6 ocD-fe*i y 7- 4 ^ *j a. 6 3&y* 
s&ir&tew-rstM^y 4 7\zmz.x^z>) • ^i£m7 3 
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r/WX^^7Dev4 ©Ifi^^fct (IM3, Dev4) 

^t'j §eiM£ig» 200 -t u mmimmfa 6 o k^— * 
ei 7 4«BuiaEi4 5 tm*mmte^m*mLT&t) , ^mr 3 8 

2 (0 4 5OfIR 2 3 2l:^) at, ^ : E'JS3SB4«12 
0 0a^aiJr^j;a-^6 3 £: © Rfl T? y #>r — ^ 3 > y h 

> 'J * h Steffi LTl^ 3 fc«>, 'J * h ©^'-^3 >^>/s— £ 

^6 3 1*. «^t'J 4 7 tZteffiSftT^-SA-^g v^wt-^ 

CI ±IB^IliR 3 8 2 13 43 it* U ^ h ®/t— j; 3 — 

©3£gUC <fc ^ t^ra'Jf ^ ^6 6 3 ifi&ftTZ>J* — i? 3 > 

:>->n — fr\ l JSeSH£$&8 2 0 OtfftSftS h©/\*— >>* 

^-^6 3kt\ ^HR 3 8 3 £ LT> * ^ U SB 2 2 fcSB8£*l,T 
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* h Srffl^T> ±12^ ^ H3^H£^H 2 0 0 #£=!=}#&©-?£>£ 

"rfcfr-fcx ^ : E , ;i3iS4iI2 0 0 i:-feJra';r^^a 

BBill?£^B 2 0 0 U X b©A-v a >± >^*-^-b3p 

J- 'Jr^ya-^G 3 #{£&-T £ A — V 3 > ^- — t #|5] — T» 
^©©^-^B&^-fbfclBSC^JlR 3 5 izmts c: 

-b^rJL U^-f fi^a-^ 6 3 #{£j$-r-5^— ^ a >^ 

— #\ ';Hg^s^^a2 o o^&gr-rs »; * ^ 3 >± 
mz^ %m**:vmum£mw2 o 0&, ±ia#t^^nfeu^h 

ttx g B^^tS X h £3MI1R3 8 4 T'M h tlfc <b V> £ m 5 
il> ^©^-^Bg-^b^IB^^lfR 3 5 tzjitpc i:i:^:5o 
Sfc* ±fB3MIR 3 8 2 tC&ttS 'J * h©/"?— v 3 >^ — © 
t)x USBS?f£&»2 0 0 h©/^-i/* 
3 W* — A* % t^a'Jf ^ ^E^i— ;i/ 6 3 ##}§-r -5^* — V 3 
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3 8 5 t LT> §Bi)5§^t5 ^^-bJpa ijf^f 

3 tj^^o 

<Dmm. mm** vmmm£.mm 200 t^m^^cDx^^ tm^. 

^<Z>*^ 'jgSii?i££IB2 0 0 #IE^-e&£ tmfeLfrM 

^ Wi — £±|B^JliR 3 8 2 (3Tt#fe^t — ^ 3 > ± >^--^mm T 
Z> t&lZ s ^MR 3 8 6 t Lt, ±Mf£ V tmW£.mW 2 0 0 

^(Dm. ^mr 3 5 izmtso 

<m \ i (DmmvBMcDMzmmm^M mm) > 

^ >;iB^s^^a2 o o u «^ia^^^6 o 1 7 s -** gen 

7 5 IC&l^Ts ^^ra'Jf^t^i-^e 3(i, ¥JliR 3 
9 2 (04 7©^/liR 2 5 2 fC*t/£) £ It, SL&Ra, aiRe, 

evV A , RegV A *>e>&3 t y h^iJtz^l^U y ^? HIEBJ3« C ert A £tf 

Ctie>Cert A , R A , R B , V A> RevV A> RegV A , Sig A £§tt 
^o£^ UIB^S^^S 2 0 0lt /t7'J y ^HIiEB^«Cert A , 
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%0£Wt$ u < s jao^s;*^*^ sigA*siE^-e*»s h*a^$nfc 

£ ^ 3 9 3 (El 4 7 ©^flMR 2 5 3 izMfc) £LTs SL^ 

Rb, SL^Ra, HVb^ ga©W #g{4* ^ U 2 1 OKlMLT^S 
U * b<D/*—i?a >t>M-RevV B) R egV £ & -S b* v h JUiZ 
5 s v^W^^MtI^ CH^Rb, Ra, Vb, RevV B , RegV B) S 
igBtz/l ^ U y *»IEgi!»Cert*&fl-W\ -tedf a. »J ^ -Y ti^a-^ 6 
3 ^ o 

±33* -t UIB&?I£«B2 0 Ofrb Certo, R B , Ra, Vb, Re 
vVb, RegV B , S ig B £§W-8t3 ^ t^a 'Jf^^>'a-;i/6 3 
tt. ^7 y y ^teSEWSCertiu ^ * ;u W£ S ig B ©^HiE^ff o „ 
^OtfeSE*^;* fro S^7d h ^Jl/^TtSo 

;i/6 3 (Dm^X'^m^^X Lfe^t. -tr^a. >J^f ^>?a-;i/6 3 
£**V&mW£.&W. 2 0 0lit y is a >iKseS^btit*t 

§ o 

Sfc* t^Pa 'Jt'C ^E^i-;u 6 3 Ji^t'J geiiS£^§ 2 0 0 

O^^^E^i— ;i/6 3 h*^e vmmu^mw. 2 o o&, ^ti-eti 

f^^a-;i/6 3lt ¥IHR 3 9 4 £ LT, *^E>jgtf2 2fr£>'j 

x h &mfr& u ^© u x h©^*— >*3 >^>^n*— *s$fe^^f#bfc 

/n* — ^ 3 >^W\* — ( R ev V a , RegV A ) MS 
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is u x h &m\,^xx -t »;ib^s^^K2 o o # ie ^ & 5 

g^©^IE^ iif£ 'J M*j£^£ft3-fe>*T CO^^l/grg T 

csig©^sE&fTo o mt&&imz&\,^Ts ^ ^ >j iBis^it 2 0 0 

^UI2^S^^S2 0 0 h©^-^3 >^>yN-_ cfc 

*2#rLl^l^ -fe^r^ U^^- f^a-;i/6 3^, R 3 9 5 £ L 

J->^—&9b\zWLm\,ti^-VB>-ryn- ( R ev V a , RegV A ) 

*TC©:r^*;i/W£TCSig©t&IE£fT5o ^iS^iiE{3^UT, p< 
^ U sB^W£$lfi 2 0 0 #^IE&&©T"&£ i: L 

y°u hnfr&mj-f&o * ^ vazuft^m 2 0 0 #ie^t- 

^S^J^Lfcif^rki:, ^HR 3 9 6 £ LT, ±H3U*h£^»; 
IBIi^^^g 2 0 0 J3j£S 0 
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^IIR 3 9 2 -zmm Lfc^-v 3 (RevV A , RegV A ) 

T C<D7iS# )im& T CSig©ttliE^^Oo ^s£tfctiE(C;fc^-t^ ^^e 

$I#££IS 200 ^ffi^fts y x h<DJ*—i?3 y±>j^—tK 
«£\ y 83^s^^«2 o ottx iSty^hSffl^t.Atyi 

iiiS7D h3;i/&niTts, y t»fgg2ii£&ffc 6 o#ie 

^-CifcSfc*!lJ£Lfc«£fc^ 3 9 7 i: L>X S ±t3U:*rfc-fe 

* j. 'Jf -/ ^E^i— ;b 6 3 izm&o 

y* ^3 >^->/N--^5fe(3^ y mnn^m.m2 ooip^ 

^/liR 3 9 3 X'&m isitrt—S? s >^>;\* — ( R ev V b , RegV B ) 

0#IEi|§&fc©-C&3a»SiP©1fcSEx ^s^ y ^ b F«3 t^*tli> -b > 

* T C©^^*;i/W£T CSig©tfc£E£*r3o ^KtftSEKiS^T. 

* vmmn^mm2 o o#^iE&&©T"&£^j£bfcm^i±^i£ 

7Q F3jHJ|7tSo — # x *^E y IBlS4iI2 0 0 &JEMX 
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iTSM— S^3 >n_£ N ^;i||R 3 g 3 fctlfcyt— 3 > 
>J*-^n$itZ£PHZ, 3 9 8 LTx ±IB U * h * 

USP 2 2 T?M3r *<D&(D^MR 5 6 |$ lz ift & d i: 

t*So &4b\ D X b <DSfr ^JlIR 5 6 m%(D%Lmi£mW: UT & 
frtfc&t^o ZtHb(D*7j T$>< 7*1 M3 7?li, 0M U 4 7 £ 

A,*ffi±T 2>tclsblzl±, ±j£©£ o s y-y >yt— ^ 

•Jr^f€ya-j|,6 3 (1^'J47) #8Bf8UT43 < CI i^gS 

<mi i(Dmm(Dmm(Dn^m^im> 

mz, m7 6iza s ±sesgi 1 ©^js©^®*^ uaB»ff£g 
a 2 o ow**vmmtRmm<*6 o©^^eygp2 2*^^-^^w 

S^&gfcHII-r So 07 6©^JIite N Hug3EI5 1 

Z.©EI 7 6 CiH^ts t + a'Jr^yi-;i/6 3^ ^Jli P 3 
9 2 (E9 5 1<0?IP 2 5 2tz*fjfc) tLX, SLiSfR A . SL^Rb, 
fltV A , i^fij 4 7 £>M<fr£B U£ V * h ©^-^ 3 y± Wt-R 
evV A , RegV A *e,4l>lf 5/ h ^i:/^7'J * *»SEf!J3«CertA£tt 
W\ *^E'JI3S?f££B2 0 0i:l§ o 

Z.ti£>Cert A , Ra, R b , Va, RevV A , RegV A , Sig A *SW 
Ifcofc^-t ';gB®f?££»2 0 0«\ y^«tiE9§»CertA, 
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ry^m S igA©tfcliE£ff ^CDt&tiE£^;* u ZZiZ, -k* 

^©^^L < , lOry^HS S ig A #IE^-C&£ ^^J^^tife 
t 3 9 3 (15 1 CD^JIIP 2 5 3 £*hfo) £; Lt, SL^ 

Rb, SL^Ra, fitVo, §H©^»^t4^ ^ U 2 1 0 (C^^ It 
' j X h <Ds^—i? =i >^->/ s t — R ev V B , R eg V B ^?> & & t' y h ?!j iz 
)\sm%&?T W dne>R B , R A , Vb, RevV B) RegV B) S 

3 {3 § o 

±13^ ^ USB^S^^g 2 0 0 Z Certs, R b , R a , Vb, Re 

vVb, RegV B , S ig B &§(tlR?) tJfa'Jf'ft^a-^e 3 

li> y ^iiliEBJftCertB, ^grg S ig B ® I^SE^t d o 

-tr U ^ ^ tya — ;i/ 6 3 iZX^U^M.^^^ Vfzt 
#s "T&to^ ^ ; E , JHeiS4^I 2 0 0 ht^aiJr^y'a- 
;i/ 6 3 ©nJu£T-t&HE£:^* L£ i: -fe^a. ijr^ya-^ 6 3 

t** v$zmm£mw2 o of£-fe^>3 >^Kse^^^bT^*-r 

t + a 'J ^-r ;i/ 6 3 £ * -t U33^H^^B'2 0 0 

5 1 i' ; E^i-;i/6 3 & N P 3 9 4 J:IT> p<^';S$2 2*»£y 
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si-is3>±>^- ( R ev V a , RegV A ) t^L^Zt^ &t>\ ^ 

mvx h zm^r** ommn^m 2 0 o^je^^^cdt-^-s^ 
csig©^ii^fTao ^ii^iiE^^^Ts vumn^mm2 0 0 

h^ffl^Ts * ^ v mm$mmi& 6 0 ^mMx^^^txDmm^ 

Ztl U 7=- f 6 3St>"p<^Ul3^II^^S2 0 0 

^£IE^T»&3 L£Bfi£, ^©^©^IliR 5 6 &l 

S4^I2 0 0 h©^-^ 3 wt — «fc t)frb^ 

«£\ tJpiiJr^^2-;k6 3lt ^IP 3 9 5 i:LT, ^^E 
y»22*»*,'J7h ^r^^tii I, ^© V* h©yN--^3 >^->^>_ 
^5fet5i?#Lfe^"-^3 >^>,s;_ ( R ev V a , RegV A ) £:#L^ 
Zt, %m U X h £ffl(^T* ^ U§2tll?££gB 2 0 0 

S4if 2 0 0#^IE&£©T'&3 ^J^bfc^&ijM^D h u 
fr&t&TTZo — # N ^ ';IB^W^^B2 0 0 &]E%T-&2> tm 
felstzm&lts ^/IIP 3 9 6 h LTx ±IBUX h£^'Jg20i?l£ 
2 0 0 iz^i&o 



• & 
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^JliP 3 9 2 T*&M 3 >±>/n* — (RevV A , RegV A ) 

T C©ry^;H« T CSig©tfcfflE£?T"5 „ iS&tfeSEK*^^ 
■J t§?R3B»*l#6 0 as^jEfcfcO-T&a fc*PJ^bfc»'&teMm:7D 
F3j^^7t5o >Jf£ffigB8*ift6 0 #IE^-£&£ i: 

iB@&tt 60©p< ; EUgp2 2 s u * v a >:*- 

-i-OtL^a^ ^'JsBiiB££m2 0 Ott, §SU^h*ffl 
l^T*^ 'jtitlB3B&&#6 0 #IE^ 3 *»Sfr*tfcSEU 

M*KtfcffiE£:i3^-t. * * 'J telBSBSttEffc 6 0 tf^iEfc &<DT*& 3 i: 

mite o tfjE^x&z tm%.Ltzm&iz, ^ump 397^ it, ± 

IB U ^ h^-b^a 'Jr-f^e^a 6 3 Z> o 
^JIIP 3 9 3 X-m.m Lfc/t— S> 3 >±>^- (RevVo, RegVe) 
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St7DbD;i/$HTt5o U ISSUES 2 0 0 *sjE^ 

fc¥U^ tJFa'Jr^^a-jl/6 3lt SBtf 

{S^F^-SM— ^ a >^->/t— $:^|liP 3 9 3 — ¥ 3 

'•s — ^3imTZb#tZ. flP 3 9 8 £LT, ±13 'J * hS^^'J 
£tf 2 2 £*&&A,-CM*rU ^©^CD^jHP 5 6 Wfttcjttr d h (3 

csg i 2 (Dmmomm ( i m 4 , d e v 3 ) } 

^7^^7Dev3©ffi^fct (IM4, Dev3) tco^TSB 

EI77{C^1-«fcai-3&So iT&fr t>> -f 7Dev3©^ 

* U 2 1 1 M£T ^3) , — 15, ^r^7^7IM40^f 
U ft IgSB^^^ 20fflt^raijf^ ^E^ ;i/ 2 3 li y 7s h 
■TSfcKxO^FfflBtt^^y 4.3 ^Ixth^o ^1^0 7 7(3 

^ttS^SBCDfllfiSHU buM©0 1 4 SIF® 6 9 ) ©#J2:|5|DT"&£ 

m 7 8 £«\ ij§££! 1 acuMo^iB©^^^ T^-mM4^ 

r^^7^>f7Dev30i^f (IM4, Dev3) <DWj& 

(is j**yiB®?i£g»4 0 0 v * * v mn&mmfr 1 ocr-^ 
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tub £mt£Zffifr<Dfrmmtz> 0 
m 7 8 teffinzm 4 5 t^^mm^^m^m ^hr 4 o 

2 (14 5®^1 2 3 2{:M0 iiLt, ^ «J s5,mM£mW 4 0 

l£fg 1 2 ©USSCBS©®-^ ^ ^ UB2M££lfi 2 0 0 (i, U # 

— a > U * h Wl/y^ hU- ^>3>UXh ££ffc&^fc#>, 
^ l£ 'J .X h (Ds^ — is 3 >^">^^ — £ LT roj St^a'Jr^t^* 
3tl^ Uflf $ggB^£fr 2 0 (i, -fe^D^^E^ 

;i/ 2 3 l*J©^}?#gt4^ t U 4 4 &c:J£^£tlT^£ U X h — 
is 3 y±ls n-^^^z 'Jg3MI?£^B4 OOClSCtC^So 

£ -IT". ±I2¥HiR 4 0 2 {3^3(t^> U * KDA-ya W? — 
©^^tlJ; 19. ^^Uge^m£Sfi4 0 OCfiU^ h##;£U&^ 
fc#> N ■fe^ra'Jf'f f^i — ;b 2 3 (i N ^Jf ^t*t^ ^E U 4 4 Icfe^ 
Ltl^'JXh^ffl^t^f U gBMf?£^B4 0 0 #IE^&&CD-e 
&£frSfrl£IELs ^©tfeU©^^, ^l^^ ; E , ;g3^B^^B4 0 
0 *^IE&&©T-&3^¥iJ^Lfcf$&s h =j ;i/ 7 "T & o 

^©p^ 'J H2^S^^B4 0 0 tisjE%X'&2>tm%:LtzWi'&, 
t^aiJr^f : E^a-;b2 3li, ^IR 4 0 3fclts ±13^1? 3g 
tt^^U 4 4t3jg*flLT^3 V#>r — is 3 > V X hRXFUitX h U 

-^3>u^h^^^B ';i3^?i£^fi4 o o izmzo 

iif^^E »JI3^S^^B4 0 Otiu gtt&ofc »;x h &ffl^T. 
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tmm(D^MR 3 5 izMtS Z tlztzZo 

<mi 2 (Dnm<Dfcm<Dmmmm^m (mm) > 

^ u§2^«^^iS4 o o am * u mmmmmfr 2 oiz5r-*£gEii 

1 2 (IU4 6©^]I1R 2 4 2fZ*fJ&) tit, SL^Ra. SL^Rb, 

^"—^3 >t>/\--RevV A v l/J/7hU-'>g>n h©^- ^3 
>*>A--RegV A ip?)^Sty b&}lZ^7V y 2 MEB^* C ert A £ 
tttt, UIB@S^^fi4 0 o izmzo 

Cft^CertA, Ra, R B) Va, RevV A , RegV A , Sig A £^it 
M^fz*^ Vmun&mW4 0 0 fci\ /l^U u/^HiEHJi«CertA, 
^^'^^i^ S ig A ©*&IiE£fTi^ ^©;f&SE£^*L N $e>lz s -fe* 

^©t^^L< N a-37 :; ^^;i/W^SigA^iE^T"2feSi:*J^^nfe 
£ l> ^jliR 4 13 (04 6 (D^MR 2 4 3 lz*fJfo) t It, SL£fc 
Rb> £L$tR A . IVb, ^h^jffe&^it^^t roj — ^ 
s try h^Jtz^^^^g^^fr^. dft£> R B , 

Ra, V b , 0,0, SigBlZJ*7Vy?mmwmCertB%<tV, -fe^r 
J- l> ^ 4 ^ i -;U 2 3 Id £ 0 
±sB^^E DgB£ifl£i£fi4 0 Ofr£ Cert B , R B , Ra, Vb, 0, 
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0, S igBfcSttflX* -fe + i 'J 9- 4 ^E^-;i/ 2 3 fcfc. M7'J>; 
^SiBEE* Certs, r^^l/S^S Sig B ©tfcIiE*fTdo -fe^a 
iJr^ya-;i/2 3lt SBMtJ^h^ffl^t, 'J 

:it\ -b-taiJr ^yiHb 2 3 tt ±I3^IE^^^ bfe h 

;U2 3 ©PS}&t?±aBtftaE*>'^ Lfc h ^ t^ra ijf^^a-;i/ 
2 3 ii^^E U sEtil?£^»4 0 Ofi-tr ^>a >i£Kse££/#L-£±t 

^(I N t^ri'Jf-f ^E^ol— )\y 2 3 J£ N ^/liR 4 1 4 £ LT. ^ 
^ 'J4 4 Kt&lfl UT^5 iJX^^^E'J SBfil?£3£B 4 0 
0 l3?£3o 

h©A— >*3 >^>y<c — As-b^-i ij 5^ ^E^i— ;i/ 2 3 fr^JliR 
4 1 2^§lttofc^-^3>t>;N*- (RevV A , RegV A ) 

u^^ rv* h ^ffl^r^^e u ti?fsgB&gg# 2 o #ie 

©t^^JI/S^T CSig©fc&5E£fT5o ^KtfcffiEfci^-Cs ^ ^ U t» 
IRg2»»l#2 0 #^:E&&©^&3 ^J^bfcSi'S-JiiilSrD h n 

fc>^ * ^6 U gBfil?£^B4 0 Ofct^a 'J 2 3© 

© t-* - * Bg f b R 7>* IB ^ © tik M iz m ts Z £ . £ & § 0 
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<mi 2<Dmm<DBm<Dn£mm^m> 

±-rs^-jB*si^t-So 0 8 o(d^mi±, mmm 5 o tu&* 

1 2 (15 0©^ilMP 2 4 2(3*hft) tit, SLifcR A . SL^Rb, 

^ — ^3 >t>^-RevV A , hi/- -> 3 >V ^ h<D^~p3 

>t>^-RegV A ^^&5K y h^Jtcy^y <:/ ^ltliE0J3«CertA& 
USB®S^^B4 0 0 tzj&So 
Cft£>Cert A , R A , Rb, Va, R ev V a , RegV A , Sig A £gtf 
%L-o fz * V mMm£.%iW 4 0 (Hi, y ^gEej3#Cert A , 

<, fiory^Mg Sig A #iE£"T?fc-5 ^*fJAt^tife 
413 (05 0©^)IIP 2 4 3(C*fJS) h IT, SL$? 
Rb, SL^Ra, ffiV B , 'J* r &J$fc£^Ci:£jF-f roj 

a >±>^—&<btez> \z v vmz^v? )\,m&*fi ^n^R B , 
r a , v b , o, o, sigBiz^y^^^mwmmcevtB^n^, 

±IH^ U IBiW££IB4 0 0 6 Certs, R B , R A , Vb, 0, 
0, S igB&$:ttm.Z> ii, -fe^ro. y ^ ^e^jr— ;i/ 2 3 \± s rtf^y 
^^lEHJ^CertB, TW^m^ S igBCDtfcgE&fr 5 o t^a 
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-r^ct>*>, ^^E UI3iiS^^g4 0 0 tt^rx >J :r ^ -t S^- 
^2 3 ©jifij7jT»±l2^IE$:^^ ^ -tr^o-U^^^E^i — ;U 

2 3 £ ^ ^E UIB^H^^B 4 0 CHi-fe >r>3 >lKse=£4^Lt±t 

^(C. taraiJr^f t^a- ;i/ 2 3 (i, ^JflSP 4 1 4 £ LT, ^ 
^^t^^^EU 4 4 JZIS^LT^S U^hS^t yS3S?f££{B4 0 

±sB U X h ^Wofc^ V aE»3£&*4 o ok, y ^ 
h©/"«— — ^ a ^E^i— ;i/2 3 iP^^IP 

4 1 2t§l^ofc^-^a>t>/\*- ( R ev V a , RegV A ) £3? 
U^dfc* &t>\ Si"J * h ^ffl^T^ y tif$gI3i^ifc2 0*SjE 
i§&fc©T-&3#>Sfr©1&IiE. l^'J7hF'ill:t$tl5-b>^TC 
©^^^^W^T CSig(OtftSE*frdo ^i^I(:*3^t, ^ -E y ft 
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< *t << T $ 4 7IM1> 
HJ8 l(3(i N luIB^ 7$ -i 7 I M 1 fcfflMSf -S^^ 7, Cm 

*;uS££fr^S igAitg, Cert A , R A , R B , V A , RevV A , Re 
gV A) Sig A £ft:r^ *^SBiil?3E^S(zj£fS <r&o 

#JJ3s ^aJJr^5;a-;P5 3li, Xfy7S2i:l / T, # 
^ *^§B0S£^gfr £>i£{f £ftT££ Cert B , R B , R A , V B) 
RevV B , RegVe, S ig B g/f, C ertuCD^IE, S ig B CD^|E. -by 
*s a >HKse©at^^frdo 

-fe^ri u ^ / ^E^jl — ;u 5 3 li N ^f^7S3i:lt, 00 
*K 'J* F©^-ya >^>/n*-^ r 0j ^S^(3ck0, 
ft^-r X^EB^II^gcD^W *#>f 7***iJ^1- -So ^©^^ y 

3<D*!I^H*5^T, «»Jtli'J7 hc/t-i/g >i->j%-1fi 
r 0j h&oT&tK buSB^/W -T 7D e v 1 ( "T & fc> *> ilu IB 
**g3»lf£«B3 0 0 ) £¥iJ^L£:®£\ t + aij 
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7*S 3 ©¥"J^fC;fc^-t> U X h<D^~ ^3 >j->Jt — ft l"0j X' & 
<> tuiEr^W^^^7De v2 ( f & t> % ffi IBft^ * X 9 tZMU 

ioo) -cftafc^ufci^ -fe^r^.';^i' ; E^i-;i/5 
3 ©Msa^ y rs 5 £itt?o 

y 7S 4 ©MfcMt? •b^ro. 'Jf-f ;u 5 3 fi. 

*fe^-r * *a3»S££B##7 i 'r * * 1 2 ©T-'-^lBliSMfr £M 
^tb LXmm Ufc 'J #>r — 3 > U * hS^U^^ b > a > u 
*h£gftU ^e©;\*— 3 >^->y\*- ( R ev V a , RegV A ) ©*& 

7Devl0^t3OO) © I D B ©^IiE , -fe > * T C ©5^ ^ * ;i/ 
1ST CSigCD4&!iE£ff Xr^7S8l:Itf, 

y 7S 5 CDBLStCjlir -b + a 'J 5^ -f ^E^o. — ;U 5 
3(±, ^6^^ 1 2©^ — *gB»««£§B»£ft"ri^<5 'J*^r- 
^3>'JX h St>" 1/ h U-i/a>'j7 h ©M — V 3 > 5^ 
0^^7Dev2 ©Sfc^-r * ^IB^?l££tB 1 0 0 ©«8fiT £ U 
X h <D/*—Vm >^W\*-<fc D ( A > B ) fr. iiHMi^ft 
WT (A^B) T-&3©A>©¥iJ££*t5 o ^1©*^ >y7S 5 ©fJj£ 

5 3 ©jlK^f y^S 6 tljl^. — ^ AgBT^I>i:|iJtlfe 
-fe *i U t- << "EiS^—Jl 5 3 (DmmitX'r v 7S 7 (Zjltfo 
>y7S 6 ©M^ilt? -fe^ri 3 teu 

ft-r^ * ^SB^S£2£g#, it^-f l KbT-Zlzn^t&frh 
m^iti Itiilfe 'J #>5r — 3 > D * hSl>"l/^^ hb — >>3> 
U^h$:^{fL, ^(D^—^b>±>^— ( R ev V a , RegV A ) © 
■tftiE i: x ?(DVX V^mi^tzft^ 4 X^HBHfcH££l» 1 0 0© I D 



WO 01/15380 



PCT/JPOO/05543 



198 

^rs'T'S 8 £ jl o 

3 t± x ^ ^HBus^^a ioo fi^untz U — a > 

>M- (RevV Dj RegVe) U * h ^fc^V 

^ tnzBn&^w i o o © i d B(D$tmts t>^Tc©r^^;n 

fbLfefiiEnc (Kse, Kco) ^<DW.^lz& 

&»£ftfcl«-5iiKco£gB#ffi8-f h l/-^*KsfT?B&-^fb 
UfcfilEnc (Kst, Kco) Lt^r^ * *IBSS£«Bfc:aHM 

TDg-^<b^nfez? >^>^5 sr -^ Enc (Kco, data) iiBg-^UKco^ 
^ h U-^»Kstt?Bf^YbUfefflEnc (Kst, Kco) 

-bJpa. y ^ -f ^E^i— ;i/ 5 3 7r^7S10 L 

x^sasn^gjias^-f 1 2 (D^—^mmmmta 

iffrbmfrSi LXmimLtzX b \s — ^KsttZTBf-SfilKcoASBBf^- 
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fb^nt^SIEnc (Kst, Kco) bttf <D ft (C J: 

Df#e>ftfcBi^-i|Kco£:-fe ^ > 3 ^^Kse^TBf-t'fb LtzMEnc 

(Kse, Kco) ^MLT^t^ * ^ IBItlf ^sggtc ^ilT 3 o ^ © 
^> ±SBBi^MKcof;:-CRg^-'fb£*xT^&:3 y^yVr — Z Enc 

(Kco, data) (i, X ^ l 2^f,S4^tit^rV *^HBM 

<^y" <i n M 2 > 

?EI3^£{fc 1 OCD-fe^ra'Jr-f ^^zl — )\, 1 3 tC :fc 3 £Q;3I<Z>?*Eft 

CICDEI 8 2 fcjjbH^ t^aiJr^ya-M 3I±, Xt v 7 
SI lklt, itu*£bfc J: a {3, #^>r x ^ g3^#£$IB#2g£ L 
£SL$tR B <Dgft buIBVa=K a - G©lt^u 3L£& R A <E>fg£, ^ 
^^;i/W^^frl^ S ig A It^ Cert A , R a , R b , V A) R ev V a , R 

egv A , sigA^^^-f xzmum^mwizmmtZo 

#!i3 N t^ra Uf ^ ^E^jl—;1/ 1 3 f£ N ^r^7S 1 2 £ UT> 
ft^V *^H3M£^B;fc£ji£{g£ftT££: Certe, R b , R a , V 
b, RevVB, RegVe, S igB^ft. Cert B c7)^iiEx S igsCDfeU, -fe 
y */ a >HKse©fh^£$rfTa o 

-b^a'Jr 1 3 (i, ^f-y^S 1 3 J:bt> 

>y 7S 1 3 ©^KSJ^T* mK.it V X h©;\*-^3 >± 
r 0j J:^oTt5!3, ildr^W^^-frDevl (#5****83 
!MiI3 0 0 ) Tf&SilflSLfel^ t^ra'Jr^ya- 
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7;WX^^7Dev2 (ft? j x 0 gB»{f£gB 1 0 0) 
S 1 5 (Cjttfo 

^r7 7S 1 4®IIi:Itfh, t^ra'Jf^ ti?a-^ 1 3 

S4iI3 0 0©ID B ^It, *©tfcSE&^*Lfc£#, ±83 'J 
* h Zft^j *£§BII?I£§IB 3 0 Ofz^fSLfc^ 7r^7S 1 
9 05{lS{Ziitfo 

^"r v 7S 1 5 (Dmmi'Mts t^ra'Jf^^i-;!/ 
1 3 tt. ^JS&tt*^ y 3 4 LTl^S U * h a >fr\ 

>{ x ^mmn^mm 1 o o u ^ h ©/•?— v 3 > 

!) fc:*SVN ( A > B ) §5H Mi If L I ^ ( A = B ) N 
te'bZ^fr ( A < B ) (DWMZffOo ;®7fy7S 1 5©*!l^{z 
*5^T. A> B-£&£ Litm^ t^raiJf^^a-jH 

-te* 3.1)^-4 €ya-;i/ 1 3 ©ffllli^TyrS 1 7 Kjl^ A> 
BZ*$>2> trnfeLtcMS, -fe^^- 'Jf^va-^ 1 3 <D%imiZX 
r^7S18 tiltfo 

^^^7S 1 6 OiHICItfi:, t^a'Jr-f ti;a-;i/ 1 3 IdU 
@B^t§ ij x h Sffl^Tft^-r **B3®3£=£g 1 0 0 © I 
D B©tftiE&fTl^ €©'J^h fe^-f lOOtjl 
Mbfe^, 7r^7S 1 9l:ltf„ 

^ry7Sl 7©5Q.S(CMtf t^i Ur>f ^ i^a-^ 
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i 3 its S3^t5 vzt zm^xytT* x zmmn^mw i 

0 0© I D B ©*£IiE&fTofc^ Xtv7S 1 9izMtSo 
£tz, T.'r V 7*S 1 8 CDm^izmtS ts -fe^r^- 'J =r -f t^a- ;U 

/\*-^3>^>^*- (RevVe, RegVe) ©$111^ ^t2U*h£ 
ffli^fcJfc^-r *£8B»l?££fi 1 0 0© I Dn<Z>tfcSE4:. ■fe>^ TC 
©^#;i/W£T CSig©i&IE£fTofcgK tftSE#fi£«JT?fcft«SB 

© 'j * h zmztitz y x h ^ffl^tMif Lt^f * i 9 izmtso 

«£\ ^^ra'Jr^^a-.iH 3li, Z 5^ y 7° S 2 0 ©#131 £ b 
#5=^ X^f3^3££IB#-fe y 3 >HKsef3THi-Sf HKco£ 
Bf-^b bfclEnc (Kse, Kco) fcgftbTft^b. 

(z<t y>n ^nfent-^aiKco* ga#«#ir h b-^UKstr-Bt 

^f-fbbfcfiEnc (Kst, Kco) bt^r f * * gBfS?}5£$!Bfc: 

colCTBg-5ffc£ft£:3 >^ > Vr — * Enc (Kco, data) fclgf-^ttK 
co£;* h U — ^ilKstT-Bg^-'fb bfcffiEnc (Kst, Kco) fiK ft 7 s 4 

Xr>y7S 1 9 (3 T £ ftT V\ 3 £ b 

-fe^o. U ^ ^ t^2-Jb 1 3(i^ ^ir^S 2 l©ili: 
bT> Sfe^-r ^SBaS^Btftt^* 1 2©r r -^I3^^^ 
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B&^fb£*iT^afi6Enc (Kst, Kco) SS<Sl/t«^U * O 

nc (Kse, Kco) it^r x ^ mmn^mmizmmt Z>o * 

<D'&, ±&m^&KcolZXm*$ib$tlT^Z 3 >^ > y^— * Enc 
(Kco, data) 4 X t> 1 2 £ff ft-T * ^gBSB 

< * ^-f ~7 $ 4 7 I M 3 > 

08 3 tc ii, b5I3 -?< 7 s T ^ >T 7" I M 3 td ffl ^ f « p< U M*88B 
@g£#6 OC-b^F-jLU^-r 3 \Z & -S MJI^a&ft & ^ 

to 

S 3 1 t It, iiuM L£ £ o tc, pttuaSS4«l#«4b&iSL 
IuS3Va=Ka- G©ff-||k SLiSf R a(D$&*$l^ ^ V $ 
JimZZftU S igAHtHU Cert A , R A , R B , Va, RevV A , RegV 

^^E yaa«W££Bfr£j£M£ftT*fcCertB, Rb, Ra, V b , R 
evV B , RegVn, S igngfg, Cert B 0$fcfiE N S ig B ©^|E. -byy 

&1Zs -b=¥-i Uf-f -tixi — ;i/6 3tet, ^T>;7S33tbt, 

S 3 3 OiW^CiJ^t, fflz_l£ U * h<E>M-v 3 >^->^ — A* 
r 0j fc&oti^ IuIBt^W !7*D e v 3 (^^E'JIS^I? 
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iz&is^x, 'J * b(D^ — >^>^*-# i~o j t?& < , hUIB^^n" 
^N7Dev4 'Jg3»lf££1B2 0 0 ) "T?* S fcipJ5£ b 

7f^7S34 (DmmizMtSt, 'Jr-f t'Va- ;i/ 6 3 it, 

*^'Jgfl2 2 — bTV>£ 'JX hfci^thbT 
A — ^ a y± yn— (RevV A , RegV A ) ©1&!iEh> ^ti^ffl^t 
^^e »Jg3S#£&«4 0 0 CD I DeOl&siEh-fe >#-T C£>:r^*;u 
W£ T CSig©j&!iE£mv ©J£!E£^;* b fc t % , ±I3U^h^ 

^^e <;i2iis^^B4 o o iz^imbfcgK xr^rs3 9(Dmmiz 

6 3lt * ^ USB 2 2 CD^ — ^IBa^J^H^^ bT ^3 'J * 
->?3 >tK UsB0W^^S2 0 O^f^tS 'J* hC^'-i; 
3 >±>M — J; (5 &*§<^ ( A > B ) fr, 3fc^t±^b^a» (A = 
B) , 3H^±/Jn&^*» ( A < B ) ©i^^firoo d©X^y7°S3 
5 ©^iJ^z&OT, A> BT'&S £ ¥"J £ b ® 1§i\ -te^U^-r^E 
;i/ 6 3 ©flO-Ste*^ yys 3 6 (~*t£*> A = B 3 £¥0^ 
b&S£\ t^aiJr^ f^a-^B 3©5{La{i^^^rS 3 7 tC 
$ft2K A> BT*fc3 £¥0^ bfci§£\ tJra'Jr^ ^E^i— ;i/ 6 3 
©flLSB:*? 1 y 7S 3 8 fCji&o 

Xr^7S 3 6 (Dmmizmts tJFa >J ^E^a.— ;U 6 3 14 N 
^^EUgP2 2©5 s -*83»$H*S(3fBS£ftT^&U;* b£i!<frttib> 
^(D^—iy By±yn— ( R ev V a , RegV A ) CDl&aiEh. X 
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h fc/H^fc;*^ 'jgB8H£gB2 0 0 © I DuCD^mt, -t?>* T C 

6 3 1^ 2 2ffl7 s -*gag^«tcgBS<*ftT^fcy * h & 

^aiU €©M-^ 3 >^Wa*- ( R ev V a , RegV A ) ©tfcgEi:, 
N£/3 0fc^DI3M£5gB2 0 0©I D B ©&§E^ -fe 
>^TC©^i;^;i/SSTCSig6DtftliESfxofe^, 7r^S3 9 

6 3fcfc, * J EygB@S££B2 0 Ofr&yx h£gf§U *<DM — 
i? a >1->/t- (RevVs, RegV B ) ©tfclEi:, SK'J^Miffl^ 
fe^ U I3SB^««2 0 0© I D B ©^|iE^ N -t?>*TC©^# 
T CSig©tftaE*frVK ^© y x h ^r^ U33 2 2 iz 

^T«y7S3 9 ©Mtzjtt? fc, -fedipzL 'Jf-f t^a — 71/6 3&, 
* ^ U gB^W£^B£> £l3^X{£|?£©Mft©#Liia s S3<£2xT^ 

±§£\ t^FaiJf ^^i^a-^e 3lt 7f y 7° S 4 0 ©Hi: b 
T N y gBSM&Btf-fe yi/g >«KseHTI®-JHtKco£Blf^ 
-fbLfefiiEnc (Kse, Kco) ^giltlf ^©H-^HJ; 

t>fte>*i&i©^stKco£eei& s #j#-r3;* h u — ^stKst-eie^-fb 

LfcfjlEnc (Kst, Kco) L T * 'J 35 2 2f3*£&i? 0 ^© 

^^aijf^^a-;i/6 3lt ±13^ ySBSH^^fitc:* 
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l^X±Um-^rmKcoiZXBg^4b£tlfz^ >^ >y^ — ^ Enc (Kco, 
data) ^5<IU * V B 2 2 izBM-fZo 

— £s Xr^7S39 £Tl?:£©MgiA s g;K£ftT^S £#J;£ L 
fc^-o x -fe^r a. y -t^i — ;u 6 3 li, ^r-y7S4 lOilt 

33 2 2 ©7 s — ^gBSi^«6^(wl3S*ilTl>SiiiEnc (Kst, Kco) § 
fflS^fcH bmi, ^©M^tl «fc >H#£>ft£Bg-f§iiKco£-br y 3 
VUKse^-ne^-fb LfcfitEnc (Kse, Kco) ^SiUty^ iJES 

-t D SB 2 2 ^ 6±§2Br^itKco{;:TBg^b2n-r^S3 >7 u >y? : 

— *Enc (Kco, data) Srl^ffiU * * 'J 3B8?f £&8Ki£3o 
<^< ^ ~F $ 4 7IM4> 

2 OCt^ra'jT'f 2 3 IZ & § #LJI©^ft £ m 

To 

<I©[U 8 4 IC^T. ^Jfa'Jr^ya-^2 3li, 7t5/7 
S 5 HOxliUfcJ: 51^ ^ U §BSI?££a#$8£LfcSL 

g&RB©§fg£;, hub3Va= Ka • GCDgtJfU i5L8RA©$8£, 7 s s?^ 
^S^^fTl^ S igAifgu Cert A , R a , Rb, Va, R ev V a , RegV 

a, sig A £^ y imm$immizmm-fZo 

-b^-zL y 5^ -t vzl — ;i/ 2 3 it. 7ry7S52i:lt, 
y I3^S£^Bfr £M{§£ftT Certs, Rb, Ra, Vb, R 
evV B , RegVe, S ig B §{g. Cert B ©t&IiE, S ig B ©t£siE, t-r> 
a >HKse©st^£f? Oo 

-lz^iUf^^a-;i/23lt ^f'y7S53Htv 
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s 5 3 (omfeiz&^x, mz.\t u * h ©a- v a >^->/n-— as 

r 0j Buier/WX^^7De v3 M^UIB^f? 

3<DmmiZ, 7r^S5 4tItfo 7fy7S5 30fl^ 

££^T, U^F©A*-^3>i->A-i)S roj f*<, ifuHB^ 
^N7Dev4 (^-E 'J S3»H££{B 2 0 0 ) -f^S^M L 

Itfo 

^r»;7S5 4 (DWLMlzmtS -fe + aUf-f * jl — ;i/ 2 3 
^ffSBtt*^ D 4 4 (Cf&lflLT^S h&ffll^T^^E U I3»S£ 
if 4 0 0©IDB§tIL, *CDtfcIE£^:* ±IB U X h 

£^ 'JI2^l?£=gB4 0 OtStUfe^ Xff7S 5 9©81JI 

2 3 Ji. ^Jf^ti^^E »j 4 4fc;|&iWUT^S 'J* hCD^-^3 
^ Us3^H£^B2 0 OtfMtS 'J* hcDA-^a y±yn — 
<fc*>*>:*:£^ ( A > B ) fr, HUMi^L^fr (A = B) x Sfct^te'h 
( A < B ) (Dmfe^i'ttOo Z (D Xy" y7S 5 5 <Dm%.lZ3Sl\ 
A>B"£&3 ^$IJ£ Lfc»£\ -b a U r ^ t y a. — ;b 2 3 CD 
Miliar y 7S 5 6 A = Bt^5i:|iJ^bfei^ -fe * 

^ 'J -f ^i^a. J]/ 2 3 ©M&X^ y -TS 5 7 CM 3k A > B 7? 
&3 bfcJl'^ t^ra'JrY ^Eva- ;i/ 2 3 ©^Sti^^ V 

7S5 8 (CJitpo 
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TsJ- y 7S 5 6 (DmmVLMt! ^i^a-jl/ 2 3 «U 

'J* h^rffl^T^^ 'Jf3tW£^B2 0 0 © I D b© 
»iE&ff t^, ^© U * b 'J H2^?l£i£S 10 0 JCj&fi Ufc&* 

7f«;7S5 9 izmtSo 

£fes Xt- y -TS 5 7 ©JUL 3 £311 if t Jra 'Jr^ya-Jl/ 
2 3 teu iBi)Wt5 'J7h Sffll^yt U gB»S£$£S 2 0 0 
© I D B ©tfc!iE£:tf ofe^, * ^ y Zf S 5 9 £ Mts „ 

y r S 5 8 ©&L3IfCjIif t^a'Jr^yi-Jl/ 
2 3li, ^^UIBjtH^^*2 0 O^f, h^^lU ^©^*- 
^3>^W?- ( R ev V b , RegV B ) ©jtlEils li'JXh^ffl^ 
fc^^E UI3^^^^B2 0 0© I D B ©^SE^^ -fe># T C©^* 
MST CSig©tfcIE£fT^fc&, tfcSE#fi£JS!j-C fcfttf S B© U * h 

£?££>ftfcu;* h^ffl^tgiitxr^rs 5 9lzitt?o 

iiXriy7S 5 9 £ T IBIi©^!!^!?^ £ tlT £ tmfe Ltz 
J§£\ -£3-3- U^-f =E*Ji.—)V2 3 it, 7r^7S60OlIJ:l 

-fbbfclitEnc (Kse, Kco) ^giLtttL, ^ © -Sf id £ 

LfcfiSEnc (Kst, Kco) It * ^ 'J gfl 2 2£*£&& 0 

-fe^i >j^^ ; E> ; i-;i/2 3ii, ±g3* ^ Ug3^H^^B(3*5 
^T±f3Bg^ltKco£-CBg^b£ftfc=i >^r>y^-* Enc (Kco, 
data) ISil, /t'JS2 2i:ffiSt«. 
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tzmS. ±3c3- >J =E-J=l— ;U 2 3(t 7f^7*S6 1 ©Mi: 

g|5 2 2 ©7 s — *gE»«#t|£3Bi^ftT^3ftEnc (Kst, Kco) * 
ffil^ttJ U *©&^£.<fc Df#£>nfcBf^glKco£-fe v> a 

>8tKse(CTHi-^'fbUfcfifiEnc (Kse, Kco) &£fifc LT * U 8Bf8 

n&mwicmm -rs 0 ±i3i@-^Kcof;:-rBg-*f<t2n-^ 

3 >^> ^:r — * Enc (Kco, data) lis * ^E 'J gp 2 2fr£>S££ 
tlX* ^E U g3£iS£^B£3i££>*i3 £ i:^ ft So 
Ct^W * * rgiJM^jli: 
&t3s iiuH3:r;W >f 7Devl e v 4 tffiit5#^ 

^to &4b\ t^W*** 7D e v 1 fcffi^-rsft^'f *£I3^*S 
4iI3 0 0 i:f/W^^Y7D e v 3 lC*B^ t5 * U f3^S£ 

^14 o o (DmmcDmtiM^m ^ £fc. 7*4** 4? 
d e v 2 tzfanj-ra^* **3esi?£^» 100 h^/w 

:TD e v4JC*i^-T3^ ; EUgBM??£i£lg2 0 0 

^ III J^T©g^B^Tr(is rM^N/DevlSV 

D e v 3 X<£>$E>mh. 7 s / W 7, ^-f^*Dev2^t>"Dev4trCD5Q ! 

<r/W ^ # -f :TD e v 1 /D e v 3 > 

0 8 5 13 (i N r;H^^^ :7D e v 1 &t>*D e v 3 ©H3^#£^ 

com 8 5 \z&\\x. ^mn^^mit. xr-y/s 7 i ommt 
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mfafr t>mm$fiT £ tz Cert A , R A , Rb, Va, R ev V a , RegV 

a, sigA^SM-rso 7 &mn $km u c 

ert A ©t&giE, S ig A ©$IIiEs buI3V b = K b • GcDEiW^fi o tS 
*8SEf88H*£** bT* CertB, Rb, Ra, Vb, RevVe, RegV B . 
S ig B £?£{g-f 3o ^45x IO^§^-^a>>>A-RevVB, R 
egV B & roj £teZ> 0 

*7 s 4 7*4 71fi^ I M 1 frmwt^tlVLft ( I M 2 , IM3, I 
M4) frSfrCD^JJ^fcfrdo SlXf y 7*S 7 4 © JpJ j£ JZ :fe M T s 

-5* >f 7^^7IM1 T* & 3 b gBH 

S^SSBOffiJItt^^yrs 7 5CiI<fr, WfRIBSflEttaMT^ 7 
H7IMlt^^ (^r^7N7IM2, IM3, IM4) f 

&z tm&L fern's, mmn^$kW.(DVkm±-7.Tr v ? s i enjitpo 

7*1 M 1 ©ft^f * * tiMRHBSIH* 5 0 ©#^f X? 1 2 £ U 7|t 
>r — 5/ a > U * h h U — ^ 3 > 'J * h £Sc^ti5 U <£© 

U ^ h ©/t — j; s — ( R ev V a , RegV A ) ©tfcH£. %(D 

U * h Se/H^fc^^ -f *^«$Sf2^*£#:5 0 © I D A ©^IEh> Hr > 
* T C©^*^^ T CSig©tfc5E&fTtV ^-© U * h Zlt^J * 

tmmzmmfos o ';^^^^i-;i/5 3K3a&{ibfc^ 

7 7 7 izmtSo 
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7^7IMlt*:iMf^7^7 (IM2 75 S I M 4 ) ©ff$g 

( R ev V a , RegV A ) ©tfeSE^ U * h Sfflt^fctitSiaaS 
I D A ©tft.8jEi: x -fe>*T C(D7^#;bW& T CSigCD^IES: 

izft itr- ^ common o suwawsgsaassf*:*^^— ^ 
imi, im2 (-rtjitDtytT* x?mmmmmt&) t«&s2p n 

Sfc^fiIM3, IM4 (-rftt)^^^'J«f|||3»««:) T*££fr© 
fj^^rffoo 3K^rf7S7 8©fl^l:*^t, <5fB§e&&tt# 

IM3, IM4ffe5J:$JSU;l^ I3^S^^«CDMS(i^ ^ 
'^S8 1 CMtfo 

I3fi^£^gte: x ^f-^rS 7 9©Ili:Lt, ^r^7^ 
IMI, IM2 Ofe^-f **flt«iBS8Efl:) t?**^, n£ 
VW£IM3, IM4 (^*Util*gBSaii*:) tf*S^©*|^*fr-5o 
SS(^ry7S 7 9 ©*»J;£lc:;fc^T N tff $gg3^*£#:#^ 7 J T $ -f 
7IM1, IM2T?&5i:*|£Lfc»£\ SB^S^^a^MSJi^ 
r^7"S8 2tl^, fit fBB3M 5^ 7^>f 71 M3 , IM 
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>«Kse£TI©^&Kco£l©-5fti UfcfitEnc (Kse, Kco) fcj&faU 
^tUC*f/fo bTtt$EIB^^^©-b4ri 'Jr^ a. — ;i/ # * hi/- 
^gKstT*H§^«Kco&l£^bLTj8mLT£ fete Enc (Kst, Kc 
o) £:§ftL&^ ^ h b-^£IKstT-B£-*§-g|Kco£Bt-^b LfcfitE 
nc (Kst, Kco) ^Hg^ltKcoT-:} >5^>y^ — * £f®^b bfc^- 
^Enc (Kco, data) SfiHRgBSSHi*:©^^^ ^ ^ tlS^aitfo 

a >»Kse£TB&-^gtKco£B&^fbbfc£Enc (Kse, Kco) £-tz* 
J- 'Jf-f ^ ^j. — ;K3^f§bfe^> Bt-^HKcoT-3 >7->V5 : — * 
SBt-^Yb Lfe^ — * Enc (Kco, data) i&lil, ;>< U # £ d 

— V m K stiC xm^mKcofi^^fcgfttzm Enc (Kst, Kco) £ti 
IB 33 £ic^ttS Is ^ (DM Enc (Kst, Kco) &til$g§B&ggtt 

©■fe^riUr^^a-jHziib, ttf«g2®«Sf*:*HI E nc (Kst, 
Kco) h U — ^HKstT-m-^-Ls £ £>{3^GDBf-5fttKco&-fe y ^> 

a >HKseT-Bf ^rit bfcfitEnc (Kse, Kco) *&<mLtz'&, ^s£Bg 
^«Kcot?Bt#fls$n-CV^=i >^>y^— * Enc (Kco, data) £ 

*fcx y r S 8 3 ©MKifttr £ N 13»??£&«fci\ tyj/ 
3 >IIKse^THi-^ilKco^Bt^-'(b LfcfilEnc (Kse, Kco) £tt$g 
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conm^it^tix^izi y^yyf— $ Enc (Kco, data) £tS$g§2 

<5*/W X # -i 7D e v 2 /D e v 4 > 

HI 8 8 7 fcf± N ^/W 7D e v 2S^"D e v 4 CD 

Saa«£M©*AS©$fcft£iF"ro 0 8 6 2:0 8 7 

ii 1 oom®±^Jgi < ^#T-& SRE^SP^T? 2 

d©0 8 6 t3:fc^T, tB&H££»fcJ^ 7f y7S910i!h 
m&fi* <b MM ZtlTZtc Cert a, Ra, Rb, Va, RevV A> RegV 

a, sig A =£^Mt§o Tizmmsimwizmm c 

ert A ©^|E, SigA©^H, huIB V b = Kb • GCDffJf&firo ft 
ffigB&ISEffck:** It, Certe, Rb, R A , Vb, RevV B> RegV B , 
S igB& j^f-f £ 0 

>HKse(£>HtJ|£fT 

^r>f IMlHlWiftl^ (IM2, IM3, I 

M4) *SA»©*iJ^*ff -5 o y :T S 9 4 ©$!|;£f;::fc^-^ 

# << 7 I M 1 -e&l^ 7 s -f -f 71 M 2 , IM3, IM4) t 
^r>>7S9 5®jffllHItfi:> I2^#£=ggii, ±§2RevV A , 
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RegV A ^ R ev V b , RegVefr — V 3 >Off b £ ©*U»f*ff 5 o 

^i3SFi£^Bfci\ g3»a##«#-r s * h ©vi-s; 3 > 

*p\ 13®H££B©«#-r 3 >±>s*-& t> (A 

>B) *» N &W±$£L^A» ( A = B ) \ s£lW±/h£V^ ( A < B ) 

£¥0^b£lll^> SaSSSEgB©®]!!**? 1 «y 9 7 A 

= Bf^5 Ltzme,. tEmn commit ^rs 9 8 
7imi (DitT* * zmmnzumfos ook^j xt 1 2 U # 

^ — *, hSt>*l/i^X h b — is 3 > U X h £i^m I, ^© 

'J7h©M-^3>t>^- ( R ev V a , RegV A ) CD^fiEi:, -€•© 
U X h ^fflt^fc^T 5 * X ^««IBSaE<*:5 0 © I D A ©*fcgiE£;, -lr > 
* T CCDT^^SigT CSig©*£IiE£:*T^ ^©'J7 h 4 X 

rsi 10 commizmtso 

h ^t»ISHB^$l^©-fe^r^ Uf-f v^--;i/(C3i{t Lfcg^ 08 7 
©x^^T'S 1 1 0 (DMMlzmtSo 

£tz, v7°s 9 9 (Dmmizmts mmn^mit, bb# 
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s i o ttzmmnmmmzttLT^EZv * hzmz&frL 

(Sfr) fz'&, EI 8 7©Xf^7S 1 1 0 © £0* 31 IC it t? „ 
g3RevV A , RegV A £, RevVe, R eg V h — V 3 >©$f U £ 

-cfcD&>*;£o ( A > B ) fr, uSHMi^U^fr ( A = B ) x 

( A < B ) CD*iJ^*fT-5o :©Xf y r S 9 6 (0*11^(3*5 
VMT, A>Bt?&£ Ufc®^. IB^S^^S©MS«^^ y 

7S10 0tI* N A = BT?&5i:¥!|£u*:«£\ SB^^^^B© 

mm&XT- * i o i \zm&, a>b~C'&z hm^ht^m^, gs 
^^>^^s i o o(Dmmizmts n^mn^mm^, t^^-TV 

J 71 M 2 I M4 ©ffi$gg2@£gffc©-fe 'Jf^^x-;^ 
€©'JXh0A-^3>t>^- ( R ev V a , RegV A ) ©IftliEi:, 

Zm^tlti V X htrffl^TMff LT, 18 7®^f ^ 7S l'l 0© 
8 7©7f^7S 1 1 0 CDMSi^ittfo 

&tzs x'r^s i o 2©Mi3*it? mmn^mmit, ga 
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X h fgI3fI^fr(Z>-fe*i 'J 5^ tvi-iH:Ml/fc^ III 8 
TCDX^^rS 1 1 0 (Dl&mizMtSo 

ins 7cdx^^^s i i o (Dmm^mts mum^m.m^, m 

si^f^rs i i o [zxumiCDVkmtt'iT o tm%.vtzm&s bb 
mn^^mit. ^f^rs i i i (DmmtLx. nm, *?jt$ 
jy-hK imi, im2 xtmmzmmfo) x&zt^ m 
iMi i m 3 , iM4 vmmtzm^fo) x&z>fr<Dm%.%ftoo 
^ixr^s i i i (Dpi^izn^x, mmmmi£i&& * 7 4 
^imi, i M2x& z tm%.LfzWi<&, tzmm&mmcDmmt 

^Tf7Sll 3{Z?t^, titSRSBaSEttaM^y ^ I M 3 , 

IM4tr$,Si:^Lfe^ HB^H^^g©5!lS(iX^ ^ r S 1 

i 4 izmtso 

£tz, ±iB^^<yrs i i o izxn£<Dmm*fto tm^{,tzm 
■i7*j7tiK imi, im2 (ytzr^xtmrnzmmte) x&z 

IM4 Dtii$gf3ii*£ffc) T*fe^>^©*iJ^ 

*fTdo li^r-yrs 1 1 2 ©fll^fz&^Ts fUfKsB^^ffc** p< 

©ii(i^ry7s i 1 5 izmfr, mmBdumfoti^^^ 47 

IM3, IM4t^5hlJSlfci^ SBM^fiCDMfi;*^ 
f7Sl 16 {3Mtfo 

_tlB*^ y 7-S 1 1 3©MS('xitf i:, HB^#^^B«> -fey*> 
3 >MKsetCTBg^ltKco£Bg^b LfcfitEnc (Kse, Kco) 
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U-^«KsfeB&^atKcoSBi^<b LT^s LT ^fefitEnc (Kst, 
Kco) £gffL£^ X M^-^UKstT-Ut-^^Kco^Bt-^fb LfefS 

Enc (Kst, Kco) £ Bg-^H K coT" n > y t*-* £ B&^Yb L fc 7 s 
-*Enc (Kco, data) &f5ffigE@&ttS # &t? o 

is s >HKse(ZTBg^HKco^Bt^<b LfcfifiEnc (Kse, Kco) 

y ^-f -t^i— ;K3^fSb^^s Bt-^-iiKco-ezi >^> y^— 

* &Bg-5f<b Lfc^ — * Enc (Kco, data) ^t^ra'Jf ^i^i-jb 

l^-^»KsttTHff^«Kco*si®#^*tLjfc^tEnc (Kst, Kco) £ 
ti*RgB»$£#*»£&»ttJU ^ ©ffi Enc (Kst, Kco) &ti$BS5&#£ 
^ffl-b^r^L U 5" ^i^-JMzj&fS U «IR IB a U r 

-f€^a-;i/tfKEnc (Kst, Kco) §^ h U-^iKsttlf L, 
$ e>C^©Bf^@Kco^-b y > a >«Kse-CB|-^b LfcffiEnc (Ks 
e, Kco) *%:mLfz'&, M&l!8^mKco-em^<b£ti~C^Z>=i>T 
>y?-J?Enc (Kco, data) *mmzm$fofr bmfrliiir „ 

Sfc, ^r^S 1 1 6 ©MSfCjiit?^ S3SB£i£Bte\ -by 
i>3 >»KseilTlM«Kco&B&^bbfcfcEnc (Kse, Kco) £ft 

KcoTBi^-^b^n-r >^>y^_^ Enc (Kco, data) £tf£B 
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mmmmmmzztuzmz&cDxitte i^r^^^itf- 

& xx i) .fci^o 

7 4 T$ J 7°M 1 3H3g> 
III 8 8 Hfcfc, ^jdi-T Ss3S«£<*:jffl[i:^B7 OOCi DlCMi 
T'r>tL"0'»'2>^:r-i' 7 *? *i 7IM1 (bit? 4 X^tf*ga2^£ffc 5 0 
!:WIT> ««f© U * b SffiS-TSft^-r * * (IM1) £!£&B 
5 0 0 ®«MS^to IB^-TSgSr© >; ^ h ii. 'J**^ 

— v 3 > 'J X h Xtt b h I/ — 3 > U * h © — 2k BfeWd\ 'J 

^©1218 8 iz^-r^-f x?mmm.ws o ot±, t, 
±82* ^-r -e^^^^-f ^^ti$gg2^^^5 o «\ 
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&m%&frmmte%;¥^y v 5 o 2 501^ 

tfc^^v K 5 0 2 ©+^-^|HlgS5 0 3 £ N Cft££$iJ$]-r&?IMgB 
5 0 5 ^|xtl^o 

5 0© ID. 7^ -i -K- tm, y tmWWm, iii^5 0 

Sbfem LT^Sli • 'J* M3^£#:5 0 7 Z(D Y ^ 4 6 0 

6 ^^^r ^^+*fggS^^#:5 0©-b^raL 3 
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